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*** BEGIN SET OF CHANGES ***

6.1
Authentication and key agreement

The WLAN UE and AAA server shall support both EAP AKA and EAP SIM methods. The WLAN UE will insert either a USIM or a SIM card, and will request the authentication method corresponding to the type of smart card it holds (i.e. the user’s subscription type). The procedure to select the method is:

1) The WLAN UE shall send an identity (whatever it is: permanent, pseudonym...) to the AAA server.  In the first authentication, the identity will be an IMSI and it will contain an indication of the method to be used. In the rest of authentications, it will be a temporary identity in which the AAA server has already an indication of the associated authentication method, and that indication must not be modified by the WLAN UE.
2) If the AAA server recognizes the EAP method but not the user identity (for example an obsolete pseudonym), it shall request a new identity using the EAP method indicated by the WLAN UE.

3) If the AAA server recognizes the user identity (and hence the EAP method), it shall fetch AVs from HSS. If they don't match the EAP method received (e.g. the EAP method received is EAP AKA and triplets are received from HSS), the user's subscription shall prevail (in the previous example EAP SIM shall be used).

4) If the user identity is not recognized, the AAA server shall decide which method to use (there may exist a default method ONLY in this situation). If this default method does not match user's subscription (e.g. EAP AKA for a SIM user), the WLAN UE shall respond a NACK to the AAA server and then the AAA shall try with the other EAP method until a recognised identity is received.
[Editor’s note: This section shall describe in detail how the authentication is performed and how the keys are derived and delivered to the different nodes.]

[Editor’s note: The content of this section is directly copied from TS 23.xxx v0.1.0 and shall be reviewed by SA3]

*** END SET OF CHANGES ***

*** BEGIN SET OF CHANGES ***

Annex F (informative):  Handling of the incompatibilities between the WLAN UE and the UICC or SIM card inserted

For WLAN UEs which do not conform to R6 specifications, it may happen that a WLAN UE does not support both authentication methods. In that case, it is up to the home network operator to decide either to reject the authentication, or to proceed to authenticate them using a suitable EAP method.  For instance, when a USIM is inserted in a release 6 non-compliant WLAN UE which supports a non-compatible method with the USIM (i.e. WLAN UE supporting EAP SIM). Such WLAN UE is not compliant with this standard. However, an operator may decide to convert the authentication vectors in order to adapt them to the EAP SIM authentication. This authentication vector conversion is defined in ref. [21]. 

As specified in ref. [21], it is not possible to have UMTS authentication using a SIM, as some parameters cannot be created from triplets (e.g. sequence number). Similarly, in case that the WLAN UE only supports EAP AKA and the smart card is a SIM, it is not possible to perform an EAP AKA authentication. 

For a AAA server which does not conform to R6 specifications, it may not be able to support EAP-AKA for USIM subscribers. It is recommended that operators can avoid this by upgrading AAA servers when USIM cards are issued. In this case, the default policy of the ME should be not accepting EAP-SIM, but the ME can support an alternative policy that accepts EAP-SIM if enabled.
*** END SET OF CHANGES ***
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