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Abstract of document:

In TSGS#23(04)0166, SA WG3 presented the status of the Access to Network Application Functions using HTTPS, TS 33.222 version 1.0.0. At SA3#33, the TS was further progressed and is estimated to be complete to 85%. Hence some issues are left that need to be further elaborated, see below.

Changes since last presentation to SA Meeting:

-
New text for section 5.2 "General Requirements and Principles";

-
New text for section 5.3 "Shared key-based UE authentication with certificate-based NAF authentication";

-
Definition of TLS profile for shared key based UE authentication according to clause 5.3 of TS 33.222 (moved from TS 33.141);

-
New text for section 5.4 "Shared key-based mutual authentication between UE and NAF";

-
New text for section 5.5 "Certificate based mutual authentication between UE and application server";

-
Introducing text for sub-sections 6.4 "Interfaces" and 6.5 "Management of UE Identity";

-
Defining mechanisms for AP-AS interface protection in section 6.4;

-
Removal of Annex B (Optimised Sequence of Events for Access to co-located BSF and NAF via HTTPS);

-
Introducing a new Annex on "Guidance on Certificate -based mutual authentication between UE and application server";

-
Editorial updates.

Outstanding Issues:

The following issues are open in TS 33.222:

-
Some open issues related to shared key TLS;

-
It is FFS if this specification should mandate any of the AES cipher suites as specified in RFC 3268 (5.3.1);

-
It is FFS what parts (if any) of the TLS extensions as specified in RFC 3546 [8] shall be implemented in this TS (5.3.1);

-
Requirements for the Authentication Proxy architecture might be revisited after feasibility of shared-key TLS has been fully studied;

-
If further information elements from the application specific user profile are transferred in standardised format to AS is ffs (6.4.2, 6.5.2);

-
The changes made to handling of application specific user profiles in TS 33.220 may affect section 6.5;

-
The text in Annex A may need to be revisited if changes in the main body of the text are made;

-
The support of accessing an AS in the visited network is FFS in future release (new Annex B, Guidance on Certificate-based mutual authentication between UE and application server).

Contentious Issues:

None.

