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Abstract of document:

The specification covers the security of the Multimedia Broadcast/Multicast Service (MBMS). The aim is to enable the secure transfer of some data to multiple users simultaneously. As multicast presents specific security concerns, the specification contains the threats to a multicast service and the security requirements that are derived from these threats. The specification then describes some security mechanisms to tackle those threats. These are a key management scheme that allows a Broadcast/Multicast Service Centre to securely distribute MBMS specific keys to known mobiles and a method of protecting (using the distributed keys) the data that is transmitted to the UE, such that only the intended recipients can decrypt the data.

Changes since last presentation to TSG Meeting:

The requirements have been moved to a normative Annex, as these will not be actually implemented and it was felt easier to read the specification with them there. Some requirements on the BM-SC to 3rd part content provider reference point were added at the request of SA2. Some threats were added to reflect a malicious user distributing MTKs. These threats are covered by existing requirements.

The various keys that will be used by MBMS have been defined and included in the specification. The relationship between the MBMS User Service and the keys has been clarified through the document (including the requirements). There are also some additions to the symbols and abbreviations to reflect changes made to the specification. 

Text has been added to show how GBA_U will be used to generate the various user specific MBMS keys. The text also covers the conditions for the MBMS keys to be stored on the ME and UICC. The new text also covers the functionality that shall be supported by MBMS UICC and MEs.

The method of carrying the MTK to the mobile has been agreed. MTK is the key that is used to actually protect the data sent over an MBMS bearer. The text also includes how the UE checks that the MTK is fresh to avoid replay of MTKs. 

Outstanding Issues:

The exact details of the application layer joining and leaving are still to be determined. Some input from SA4 on the exact nature of the application layer joining is needed. 

The exact key derivation of MRK and MUK from the keys provided by GBA_U is still ffs. SA3 are communicating with ETSI SAGE over the design of a key derivation function.

The exact format of the delivery of MSKs still needs to be determined. It will be based on an extension of MIKEY as described in S3-040258. The exact combination of push/pull of MSK needs to be agreed. 

The exact methods of protecting the data sent as part of an MBMS User Service are still open. SA3 has provided some possible solutions for SA4 comment. SA4 need to analyse these possibilities and ensure that fit with the SA4 requirements, e.g. any repair service or FEC that SA4 specify.

Contentious Issues:

None
