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Changes since last presentation to TSG-SA M eeting #22:
Update of the scope of the TS. The scope of the TSis now as follows:

“This document specifies system description for interworking between 3GPP systems and WLAN Local Area
Networks (WLANS). The intent of 3GPP - WLAN Interworking is to extend 3GPP services and functionality
to the WLAN access environment..

This specification defines a 3GPP system and procedures for the following functionalities:

- Provide the interworking WLAN with a means of Access, Authentication and Authorisation
(AAA) through the 3GPP System, which allows WLAN UESs to access WLAN and the locally
connected IP network (e.g. Internet)

- Provide WLAN UEs with IP bearer capability to access PS based services which are provided by
PLMN.”

Completion of work on:
1) Network selection
2) W-APN resolution and tunnel establishment mechanism for Scenario 3
3) User profileinformation
4) Architecture for support of SMS
5) Informative descriptions of routing mechanisms within the WLAN for Scenario 3

6) Informative description of deployment architecture for re-use of existing GGSN infrastructure for WLAN
access

7) Full details of end-to-end message flows

Outstanding issues:

SA2 does not believe there are any outstanding issues which should delay the approval of the TS by TSG-SA. Further
input to this work, for example from the GSM Association, can be taken into account through the normal Change
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Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

This document specifies system description for interworking between 3GPP systems and WLAN Local Area Networks
(WLANS). Theintent of 3GPP - WLAN Interworking isto extend 3GPP services and functionality to the WLAN access
environment.the 3GPP WLAN subsystem. The 3GPP WLAN subsystem is assumed to provide bearer services for
connecting a 3GPP subscriber viaWLAN to |P based services compatible with those offered via PS domain.

This specification defines a 3GPP system and procedures for the following functionalities:

- Provide the interworking WLAN with a means of Access, Authentication and Authorisation (AAA)
through the 3GPP System, which allows WLAN UEsto access WLAN and the locally connected | P
network (e.g. Internet)

- Provide WLAN UEs with IP bearer capability to access PS based services which are provided by PLMN.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 22.101: "Service principles’.

[3] 3GPP TR 22.934: "Feasibility study on 3GPP system to WLAN interworking".

[4] 3GPP TS 23.002: "Network architecture”.

[5] 3GPP TS 23.003: "Numbering, addressing and identification".

[6] 3GPP TS 23.040: “Technical Redlisation of the Short Message Service (SMS)”

[7 3GPP TS 23.060: "GPRS; Service description™.

[8] 3GPP TR 23.934: "3GPP system to WLAN Interworking; Functional and architectural definition".

[9] 3GPP TS 24.234: "3GPP System to WLAN Interworking; UE to Network protocols; Stage 3".

[10] 3GPP TS 29.002: "Mobile Application Part (MAP) specification”.

[17] 3GPP TS 29.329: " Sh Interface based on the Diameter protocol; Protocol details'.

[12] 3GPP TS 31.102: " Characteristics of the USIM Application.”

[13] 3GPP TS 32.225: "Telecommunication management; Charging management; Charging data
description for the IP Multimedia Subsystem (IMS)."

[14] 3GPP TS 33.234: "WLAN Interworking Security."

[15] 3GPP TR 23.825: "Overal Architecture Aspects of IP Flow Based Bearer Level Charging”

[16] RFC2284: "PPP Extensible Authentication Protocol (EAP)"

[17] RFC 2486: "The Network Access |dentifier"
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[18] J. Caron, "DNS Based Roaming", http://www.ietf.org/internet-drafts/draft-caron-dns-based-
roaming-00.txt, April 2002, (work in progress)

[19] |EEE Std 802.1X-2001 |EEE Standard for Local and metropolitan area networks— Port-Based
Network Access Control

[20] IETF Internet-Draft: "Network Discovery and Selection within the EAP Framework". draft-
adrangi -eap-network-discovery-and-sel ection-01, work in progress.

[21] IEEE Std 802.11-1999, Local and metropolitan area networks—Specific requirements—Part 11
Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications, | EEE,
Sep. 1999.

[22] IETF Internet-Draft: “EAP AKA Authentication” draft-arkko-pppext-eap-aka-11 (October 2003).

[23] IETF Internet-Draft: “EAP SIM Authentication” draft-haverinen-pppext-eap-sim-12 (October
2003).

3 Definitions, symbols and abbreviations

3.1 Definitions

Available SSID: It isan SSID that the WLAN UE has found after active and/or passive scanning which meets certain
conditions as specified in [EEE 802.11 [19].

3GPP - WLAN Interworking: Used generically to refer to interworking between the 3GPP system and the WLAN
family of standards. Annex B includes examples of WLAN Radio Network Technologies.

Environment: The type of areato be covered by the WLAN network of a 3GPP - WLAN interworking; e.g. public,
corporate and residential.

External | P Network/External Packet Data Network: An IP network to which access may be provided through the
3GPP system, rather than directly from the WLAN AN. For example, the Internet, an operator’s | P network or a 3
party IP network such as a corporate | P network.

Home WLAN: The WLAN that isinterworking with the HPLMN of the 3GPP - WLAN interworking user.
Interworking WLAN : WLAN that interworks with a 3GPP system.
I-WLAN selection: Procedure for the selection among the available I-WLAN APs

Offline charging: Offline charging mechanism is provided for collecting and forwarding charging information about
occurred WLAN access resource and core network resource usage, etc without affecting the service rendered in real-
time.

Online charging: Online charging mechanism is provided where the service rendered is affected in real-time and is
required for adirect interaction with session/service control. This alows an online charged subscriber to access WLAN.

Policy Enforcement: In scenario 3, Policy Enforcement isimplemented in a WAG to alow only authorized packets
to/fromaWLAN AN to pass through.

PS based services. In WLAN interworking, PS based serviceis ageneral term to refer to the services provided by a
PLMN using IP bearer capability between WLAN UEs and the PLMN in scenario 3 and upwards. They include all
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services provided by 3G PS domain that use the | P bearer service, (e.g., IMS, Internet access, Corporate | P network
access), and other services (e.g., SMS and LCS).

Requested W-APN: The W-APN requested by the user

Routing Enforcement: In scenario 3, Routing Enforcement ensures that all packets sent to/from the WLAN UE for 3G
PS based service are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). Routing
Enforcement isimplemented between aWLAN AN and a WAG.

Selected W-APN: The W-APN selected by the network as aresult of the user request
Service Authorization: Authorization for a user to access the requested service according to the user's subscription.

Supported PLMN: A PLMN of aroaming partner (i.e. to which the WLAN operator has a direct roaming
relationship).

Visited WLAN: An interworking WLAN that Interworks only with avisited PLMN.

W-APN: WLAN Access Point Name — identifies an | P network and a point of interconnection to that network (Packet
Data Gateway)

WLAN coverage: an areawhere wireless local area network access services are provided for interworking by an entity
in accordance with WLAN standards.

WLAN roaming: The ability for a 3GPP - WLAN interworking user (subscriber) to function in a serving WLAN
different from the home WLAN

WLAN UE: The WLAN UE isthe UE (equipped with UICC card including (U)SIM) utilized by a 3GPP subscriber to
access the WLAN interworking.

WLAN UE’slocal | P address: An address that is necessary to deliver the packet toaWLAN UEinaWLAN AN. It
identifiesthe WLAN UE inthe WLAN AN. WLAN UE’slocal IP address may be translated by Network Address
Tranglation prior to being received by the interworking function.

WLAN UE’sremote | P address: An address used in the data packet encapsulated by the WLAN UE-initiated tunnel.
It represents the identity of the WLAN UE in the network which the WLAN UE is accessing.

3.2 Symbols

For the purposes of the present document the following symbols apply:

D' Reference point between a pre-R6 HSS/HLR and a 3GPP AAA Server

Gr' Reference point between a pre-R6 HSS/HLR and a 3GPP AAA Server

Wa Reference point between a WLAN Access Network and a 3GPP AAA Server/Proxy (charging and
control signalling)

wd Reference point between a 3GPP AAA Proxy and a 3GPP AAA Server (charging and control
signalling)

Wt Reference point between a CGw/CCF and a 3GPP AAA Server/Proxy

Wg Reference point between a 3GPP AAA Proxy and WAG

Wi Reference point between a Packet Data Gateway and an external |P Network

Wm Reference point between a Packet Data Gateway and a 3GPP AAA Server

Wn Reference point between a WLAN Access Network and a WLAN Access Gateway

Wp Reference point between aWLAN Access Gateway and a Packet Data Gateway

Wo Reference point between a 3GPP AAA Server and an OCS

Wu Reference point between a WLAN UE and a Packet Data Gateway

Wx Reference point between an HSS and a 3GPP AAA Server
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3.3 Abbreviations

AP Access Point

APN Access Point Name

CCF Charging Collection Function
CGw Charging Gateway

DHCP Dynamic Host Configuration Protocol
DNS Domain Name System

FQDN Fully Qualified Domain Name
IP-SM-GW I P Short Message Gateway
NAT Network Address Translation
oCs Online Charging System

PDA Personal Digital Assistant
PDG Packet Data Gateway

SSID Service Set ID

UE User Equipment

WAG WLAN Access Gateway
W-APN WLAN APN

WLAN Wireless Local Area Network
WLAN AN WLAN Access Network
WLAN UE WLAN User Equipment

4 WLAN Radio networks interworking with 3GPP

This specification defines two new proceduresin the 3GPP System:

- WLAN Access, Authentication and Authorisation, which provides for accessto the WLAN and the locally
connected |P network (e.g. Internet) to be authenticated and authorised through the 3GPP System

- Accessto Externa 1P networks, which allows WLAN UEs to establish connectivity with an Externa 1P network,
such as 3G operator networks, corporate Intranets or the Internet from a suitable I P network.

For scenario 3, accessto External |P Networks should, as far as possible, be technically independent of WLAN Access
Authentication and Authorisation. However, Accessto External |P Networks from 3GPP WLAN interworking systems
shall be possible only if WLAN Access Authentication/Authorisation has been completed first.

Note: The independence requirement does not preclude the possibility that the procedure for access to external |P
network may rely on information derived in the procedure for WLAN Access Authorization.

Scenario 2 requires the first of these capabilities only. Scenario 3 requires a combination of both.
Figure 4.1 illustrates WLAN networks from the point of view of 3GPP interworking.

The Packet Data Gateway supports access to External 1P networks, including those supporting 3GPP PS Domain based
services. Scenario 2 offers direct connection from the WLAN to the Internet/intranet. The WLAN includes WLAN
access points and intermediate AAA elements. It may additionally include other devices such asrouters. The WLAN
User Equipment (WLAN UE) includes al equipment that isin possession of the end user, such as a computer, WLAN
radio interface adapter etc.
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Figure 4.1: Simplified WLAN Network Model. The shaded area refers to scenario 3 functionality

As 3GPP-WLAN interworking concentrates on the interfaces between 3GPP elements and the interface between the
3GPP system and the WL AN, the internal operation of the WLAN isonly considered in order to assess the impact of
architecture options/requirements on the WLAN.

3GPP-WLAN interworking shall be independent of the underlying WLAN Radio Technology.

5

5.1

High-level Requirements and Principles

Access Control Requirements

The following functional requirements have been identified:

Legacy WLAN terminals should be supported. However software upgrades may be required for e.g. security
reasons.

Minimal impact on the user equipment, i.e. client software.

Minimal impact on existing WLAN networks.

The need for operators to administer and maintain end user software shall be minimized.
Existing SIM and USIM shall be supported.

Authentication shall rely on (U)SIM based authentication mechanisms.

R6 USIM may include new functionality if necessary e.g. in order to improve privacy.
Changes in the HSS/HLR/AuC shall be minimized.

Methods for key distribution to the WLAN access network shall be supported.
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- The WLAN connection established for a 3GPP subscriber shall have no impact to the capabilities of having
simultaneous PS and CS connections for the same subscriber.

- WLAN Access Authorization shall occur upon the success of the authentication procedure. It shall take into
account the user’ s subscription profile and optionally information about the WLAN AN, such asWLAN AN
operator name, WLAN AN location information (e.g., country, telephone area code, city), WLAN AN
throughput (e.g., maximum and minimum bandwidth guarantees for both ingress and egresstraffic). This
information is used to enable use-case scenarios like location based authentication/authorization, location based
billing / customer care, and location based service offerings.

- It shall be possible to indicate to the user of the results of authorization requests.

- Results of WLAN Access Authorization requests shall be indicated to the WLAN, so that the WLAN can take
appropriate action.

- The WLAN Access Authorization mechanism shall be able to inform the user and WLAN immediately of any
change in service provision.

- This TS proposes solutions for operators who want to interwork their WLAN with an existing pre-R6 HLR/HSS.

Additional access control requirements for scenario 3:

- Service Authorization shall occur after the WLAN Access Authentication/Authorization procedure.
- Service based policy control shall be possible for the services authorized for the user.

- Access to 3GPP PS based services shall be provided viaWLAN. The interworking architecture shall be able to
support al 3GPP PS based services.

- Accessto PS based services normally provided by the 3GPP PS Core Network shall be provided via WLAN.
WLAN access to these services shall support the same features as those supported via the 3GPP PS Core
Network according to operator choice, e.g. private addressing schemes, external address allocation, secure
tunneling to private external network. Quality of Service shall be supported when accessing these services via
WLAN, although some limitations may exist because of the WLAN AN.

- A scenario 3 WLAN inter-working system shall be able to support WLAN UEs operating in scenario 2, e.g.
according to subscription.

- A Scenario3 capable user should be able to choose between a scenario? type of internet access (direct access
through local network) or a scenario3 type of access to internet (through the PLMN), when the network allowsiit.

- When the WLAN inter-working system does not support access to 3GPP PS based services, the WLAN UE shall
be able to detect it.

- A scenario 3 WLAN inter-working system shall be able to mandate all flows for 3G PS based servicesto be
routed to the HPLMN or the VPLMN, e.g. according to subscription. This routing enforcement shall not rely on
the WLAN UE client.

Note: This may mandate additional functionality existing in the WLAN AN

- Thetechnical solution for access control to External 1P networks from WLAN shall be decoupled from WLAN
Access Control.

5.2 Access Control Principles

End to End Authentication: WLAN Authentication signaling is executed between WLAN UE and 3GPP AAA Server
for the purpose of authenticating the end-user and authorizing the access to the WLAN and 3GPP network.

Transporting Authentication signalling over WLAN Radio Interface: WLAN authentication signalling is carried
between WLAN UE and WLAN AN by WLAN Access Technology specific protocols. To ensure multivendor
interoperability these WLAN technology specific protocols shall conform to existing standards of the specific WLAN
access technology.
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Transporting Authentication signalling between WLAN AN and 3GPP network: WLAN Authentication signalling
shall be transported between any WLAN AN and 3GPP network by a standard protocol, which isindependent of the
specific WLAN technology utilised within the WLAN Access network.

Details of end to end authentication and transport of authentication signalling over the WLAN radio interface and
between the 3GPP network and WLAN is covered in 3GPP TS 33.234 [10]

WLAN Access Authorization: This defines the process(es) in 3GPP AAA Server verifying whether WLAN Access
should be allowed to a subscriber and deciding what access rules/policy should be applied to a subscriber. It isthe stage
after access authentication, but before service authorisation and WLAN UE's local | P address allocation.

After the authentication process succeeds, there could be additional conditions for the 3GPP AAA Server to decide
whether the accessis allowed and what access rules/policy should be applied. These conditions may be based on the
subscriber’ s profile, the account status, O&M rules, local agreements or information about the WLAN AN.

The procedure for WLAN Access Authorization between the WLAN UE and the 3GPP AAA Server is combined with
the WLAN Access Authentication.

Access rules/policy decided by the 3GPP AAA Server may be deployed in the 3GPP AAA Server, or/and in other
entities such as the WAG or the WLAN AN.

Access rules/policy may include access scope limitation, time limitation, bandwidth control values, and/or user priority.

WLAN Access rules/policy should be specified by the home and/or visited operator based on the subscriber’ s profile,
the account status, O&M rules (e.g. blacklist, access limitation list), and local agreements. Factors such as access time
and access |ocation could also be considered in these rules.

The access scope limitation could be, for example, only/not/may “access through WAG”; only/not/may “access intranet
X",

Access scope limitation can be achieved using IP alocation scheme, VLAN allocation, Filtering, ACLsin the routers
and switchers, etc.

Different access priority or the range of priorities may be authorized for different subscribers, and/or for one subscriber
based on different access time or location, etc.

3GPP WLAN attach: The WLAN-attach status indicates whether the WLAN UE is now being served by the 3GPP
WLAN IW network.

A WLAN UE is“WLAN-attached” after successful authentication and WLAN Access Authorization.

A WLAN UE is“WLAN-detached” in 3GPP network after its disconnection, or its authentication or WLAN Access
Authorization being cancelled.

The WLAN-attach status is maintained by the 3GPP AAA server.

The WLAN UE’s WLAN attach status should be obtained from the AAA Server directly or through the HSS, by
other entities in the 3GPP or 3GPP connected network. Other entities in the 3GPP network obtain the WLAN UE's
WLAN-attach status directly from the AAA Server or through the HSS. These entities and the corresponding
reference points are not in the scope of thisTS.

The description of the corresponding status in the WLAN UE is out of the scope of thisTS.

Additional access control principle for scenario 3:

Service Selection and authorisation: The solution shall include means for securely delivering service selection
information from the WLAN UE to the 3GPP AAA server in the Home Network. If a scenario3 user chooses to access
theinternet directly using the local 1P network (like a scenario2 user), no service selection information is passed to the
PLMN. In all other cases, where a scenario3 type of servicesis opted by the user, the service selection information shall
contain an indication of the requested W-APN to which accessis requested. The 3GPP AAA Server in the Home
network shall verify the users subscription to the indicated W-APN against the subscriber profile retrieved from HSS.
The 3GPP AAA Server selects a W-APN based on the requested W-APN and on the user’ s subscription/local policy.
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The service request shall be indicated by atunnel establishment request from the WLAN UE to the PDG. The PDG
shall then seek authentication/authorisation from the 3GPP AAA Proxy or Server in the same network.

The results of the authorisation decision shall be communicated to the Visited Network. All subscription-based
authorisation decisions are made in the Home network.

In the case of arequest for accessto services provided in the Visited Network, the 3GPP AAA Proxy shall also
authorise access based on local policy.

5.3 User Identity

5.3.1 General

The network authentication procedure is based on the use of EAP method where user identification is based on Network
Access Identifier (NAI), whose format is specified in RFC 2486 [12]. A NAI is composed of a username part and a
realm part.

5.3.2 NAI Username

The NAI username part format shall comply with IETF EAP-SIM [23]and EAP-AKA [22]. The Permanent User
Identity, which is specified in IETF EAP-SIM [23] and EAP-AKA [22], shall be derived from IMSI, which residesin
the UICC. Details of these are covered in 3GPP TS 33.234 [14], 3GPP TS 24.234 [9] and TS 23.003 [5].

For user identity protection atemporary identity in the username part of the NAI can be used. The use of atemporary
identifier is necessary to replace the IMSI in radio transmissions as it protects the user against tracing from
unauthorized access networks. As aworking assumption, it is considered in this version of the TS that temporary
identifiers are allocated in the 3GPP AAA Server. The format and the procedure for deriving the temporary identity are
defined in TS 33.234 [14].

For re-authentication, WLAN UE shall use the previoudly allocated re-authentication identity as specified in the IETF
EAP-SIM [23]and EAP-AKA [22] Internet-Drafts asits NAI user identity. The format and the procedure for deriving
the re-authentication identity are defined in TS 33.234 [14].

5.3.3 NAI Realm Name

The NAI realm name shall be in the form of an Internet domain name as specified in RFC 1035 and shall identify the
user'sHPLMN, based on its MCC and MNC. Details on NAI realm construction are specified in 3GPP TS 23.003 [5].

5.3.4 Roaming NAI

A roaming NAI is constructed when the WLAN UE authenticates through a VPLMN. The WLAN UE shall indicate in
the NAI both the user’sHPLMN and the chosen VPLMN, based on their MCC and MNC.

The realm portion of the roaming NAI shall be constructed according to Section 5.3.2 based on the chosen Visited
Network MCC and MNC.

The details on Roaming NAI construction are specified in 3GPP TS 23.003 [5].

5.4 Network Advertisement and Selection

54.1 Description of the issue

If the WLAN radio technology allows for features enabling radio access network sharing or provider selection these
shall be reused for WLAN Access Network (WLAN AN) selection in 3GPP-WLAN interworking.

In addition to WLAN Access Network selection, the WLAN UE may need to select a VPLMN through which to
authenticate, if more than one is available through the chosen radio network.
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WLAN Access Network advertisement and sel ection depends on the particular WLAN technology.
VPLMN advertisement and selection should be independent of WLAN technology.

The generic Network Advertising and Selection scenario isillustrated in Figures 5.1 and 5.2.

3GPP Home
Networ k

3GPP Visited
Networ k

3GPP Visited
Network #2

3GPP Visited
Network #n

UE

Figure 5.1 Network Advertising and Selection Scenario

An area is shown covered by a WLAN Access Networks having a set of roaming agreements with different 3G
networks (3GPP Visited Network #1,#2,...,#n). A WLAN UE entering the WLAN AN wants to connect to his own
3GPP Home Network to which he is a subscriber (as shown in Figure 5.1).

Referring to the figure the user subscribing to the services provided to the 3GPP Home Network can reach the

associated home network in two different ways, e.g. via either of 3GPP Visited Network #1 or 3GPP Visited Network
#2.
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Figure 5.2 — Network Advertising and Selection Scenario

Another scenario is represented by an area covered by some WLAN Access Networks (WLAN AN#1, #2, ..., #n)
having a set of roaming agreements with different 3G networks (3GPP Visited Network #1,#2,...,#n) and where one of
the WLAN Access Network has a directly roaming agreement with the 3GPP Home network or the WLAN Access
Network is directly deployed by the 3GPP Home network. A WLAN UE entering the area wants to connect to his own
3GPP Home Network to which he is a subscriber (as shown in Figure 5.2).

Referring to the figure the user subscribing to the services provided to the 3GPP Home Network can reach the
associated home network in three different ways, e.g. via WLAN AN#1 then through either of 3GPP Visited Network
#1 or 3GPP Visited Network #2, or viaWLAN AN#2.

54.2 [I-WLAN Access Network Advertisement and Selection

5421 Case of IEEE 802.11 WLANSs

54211 General

The following principles shall apply:
- Require no modifications of existing legacy APs.
- Have noimpact on existing legacy clients (implies no modification of current broadcast SSIDs).
- Havelow latency and overhead.

In the case of IEEE 802.11 WLANS:

- Maodification of current broadcast SSIDs shall not be required;

- Active scanning should be supported by the WLAN UE;

- Passive scanning shall be supported by the WLAN UE;

- Multiple SSIDs may be supported (i.e. only standard 802.11 capable APs are required).
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54212 Network Advertisement

A WLAN network name is provided in WLAN beacon signal in so-called SSID (Service Set ID) information element.
Thereis also the possibility for aWLAN UE to actively solicit support for specific SSIDs by sending a probe request
message and receive areply if the access point does support the solicited SSID. Active and passing scanning are defined
in |[EEE 802.11 [21].

A WLAN AN may indicate that it provides 3G interworking without the involvement of any other network than the
WLAN AN.

The above requirement may be met through explicit EAP-based procedures or through the generic Preferred SSID list
procedures — for example Preferred SSID lists could include SSID formats defined by operators for the above purposes.
54.2.1.3 Network Selection

The WLAN UE shall store alist of Preferred SSIDs provided by the Home Network operator and shall also maintain a
list of the user's Preferred SSIDs.

The Operator's preferred SSID list would be populated, for example, with the SSIDs commonly used by major hotspot
operators with whom the Home Operator has a direct relationship.

In Manual mode the WLAN UE shall scan (passive scanning) for all available SSIDsin beacon channelsit can
discover. The WLAN UE may also probe (active scanning) for additional available SSIDs from each of the WLAN
networks that it has discovered. Details on the usage of preferred SSID lists during active scanning are included in
3GPPTS24.234[9].

Once alist of al available SSIDs has been obtained, the WLAN UE selects an SSID following the procedure specified
in 3GPP TS 24.234 [9] clause 5.2.1 and performs association with the particular access point using the Selected SSID.

The WLAN UE shall obtain alist of available PLMNs from each SSID it associates with according to procedure
defined in clause 5.4.3. When alist of PLMNs has been obtained from all SSIDs it shall present them to the user for the
user to select one. The WLAN UE shall then associate with the SSID that supports that PLMN.

In the automatic mode the procedure is as follows:

0. The WLAN UE scansfor al available SSIDs. It is not required to continue the scanning after the highest priority
SSID isfound.

1. Start association and perform Network Discovery
1a) If authentication to HPLMN succeeds (i.e. EAP-Success is received), then stop this procedure.

1b) If Network Advertisement information is received (i.e. EAP-Identity/Request is received), then store the list and
start again step 1.

Repeat stepl for all available SSIDs following the order specified in clause 5.2.1 If the scanning in step 0 was
stopped due to the discovery of the highest priority SSID, but the HPLMN has not been found (e.g. because the
SSID list is not updated or the selected SSID was a fake one), then the user should go back to step 0 and scan for all
available SSIDs.

Note that if an AP supporting HPLMN is found in the middle of the procedure, step 1a, then step 1 is stopped and
association with the remaining available APs will not take place.

2. Usethelistsof 'Preferred PLMNsfor WLAN access and the lists from step 1b) to find the best match. Select the
AP that supports the best match VPLMN.

3. Associate with the AP selected in step 2 and attempt authentication with the best match PLMN.

A WLAN AN may indicate that it provides 3G interworking without the involvement of any other network than the
WLAN AN.

If such an indication is provided by the WLAN AN and if the WLAN UE supports the indication, then the WLAN UE
shall useit at SSID selection as defined in 3GPP TS 24.234 [9].
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The above requirement may be met through explicit EAP-based procedures or through the generic Preferred SSID list
procedures — for example Preferred SSID lists could include SSID formats defined by operators for the above purposes.

542.2 Case of other WLANSs

Other WLANS, such as HiperLAN or Bluetooth, are not described in this TS but not excluded.

54.3 VPLMN Advertisement and Selection

5.4.3.1 General
The following principles shall be used in VPLMN Advertisement and Selection:
- This procedure takes place after association with an AP
- Theuser shall be able to select the Visited Network
- Usethe NAI for routing of AAA messages.
- Havelow latency and overhead.
- Useexisting EAP mechanisms, if possible.

- Beextensible to permit advertisement of WLAN characteristics other than the PLMNIDs of roaming partners.

543.2 Network Advertisement

Network advertisement information enumerates the roaming partners and associated NAI realms. This information shall
be provided to the WLAN UE when the WLAN is unable to route an authentication request from the WLAN UE based
on theinitial NAI (e.g. whenthe WLAN AN receives a NAI with an unknown realm) and when the WLAN UE
explicitly requests Network advertisement information. Details on the usage and coding of Network advertisement
information areincluded in 3GPP TS 24.234 [9].

5.43.3 Network Selection

The WLAN UE shall indicate its home network through the use of aninitial NAI. The realm part of thisinitial NAI
shall be derived from the IMSI, as described in section 5.3.3. Optionaly, if thereis preference for a roaming network,
theinitial NAI then takes the form of a Roaming NAI, as described in section 5.3.4; e.g., Ffor optimizing user access
experience in re-access case, the WLAN UE may include information of preferred roaming network from previous
successful authentication while it is associated to the same AP.

For the manual selection case allowed by some operator, initial NAI can include the roaming network decided by the
user, e.g. using apreferred PLMN list stored in the UICC.

If the WLAN AN is able to route authentication request based on the initial NAI, then no special processing for network
advertisement/selection is needed.

If the WLAN ANis unable to route authentication request from WLAN UE based on the initial NAI, the WLAN AN
shall deliver the network advertisement information to the WLAN UE. The WLAN UE processes thisinformation
according to itsinternal roaming preference policies or prompts the user to select aVPLMN preference. It usesthe
result to determine how to construct a new NAI indicating the selected VPLMN, according to Section 5.4.2.

After the network advertisement information is delivered and VPLMN selection is performed, the WLAN UE attempts
to authenticate with the new NAI determined in the prior step.

The WLAN AN shall use the NAI to route the AAA traffic to the appropriate VPLMN AAA Proxy.
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55 Authentication methods

Authentication methods are discussed in TS 33.234 [6].

5.6 Service Authorization Principles for scenario 3

The home network decides whether visited service is allowed or not based on e.g. W-APN, the user subscription
information, visited network capabilities and roaming agreement.

5.6.1  Accessing Home Network provided services
The following functionality and requirements have been identified:

- It shall be possible to support multiple service authorizations after a successful WLAN
authentication/authorisation (i.e. EAP success).

- The Service authorisation procedure should, as far as possible, be independent from WLAN Access
authentication and authorisation.

- Therouting policy applied at WLAN Access Authentication and A uthorisation may include policy determining
whether the user has | P connectivity to the PDGs used for access to external |P networks.

- It shal be possible to permit access to different services simultaneously.
- Service authorization information shall be protected

- The Access Point Name (APN) concept defined in 3GPP TS 23.003 shall be used for WLAN interworking
authorization (namely W-APN). In a service authorization procedure:

- W-APN selection and authorization is an end-to-end procedure between the WLAN UE and the HPLMN
(the service authorization decision is made by the 3GPP AAA Server based on subscription information
retrieved from the HSSHLR).

Editor’ s note: the use of subscription information is FFS,

- The WLAN UE shall use W-APN to indicate to the network the service or set of services it wantsto
access.

- The PDG selection is under control of the 3GPP Home Network. The selection is based on the requested
W-APN and user subscription information. The mechanism to select the PDG by the home network is out
of scope of this specification, since it depends on the operator's preference.

- The PDG needs to know the authorized W-APN to select the external network, i.e. Wi interface.

5.6.2  Accessing Visited Network provided services
When accessing visited network provided services, additional principles below apply:

- Inorder for the WLAN UE to be able to use W-APNsin the VPLMN, the 3GPP AAA Server needsto passto
the 3GPP AAA Proxy the authorized W-APN and service related information which is required by the Visited
Network to perform the service.

- The W-APN needs to be understood by both the Home and the Visited Networks.
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- TheV-PDG selection isunder control of the 3GPP Visited Network. The selection is based on the authorized W-
APN and service related information. The mechanism to select the V-PDG by the Visited Network is out of
scope of this specification, since it depends on the operator's preference.

- Thesdlected PDG in the Visited Network needs to know the authorized W-APN to select the externa network,
i.e. Wi interface.

5.6.3 External IP Network selection

The WLAN UE can connect to different | P networks, including the Internet, an operator’s I P network or an external 1P
network such as a corporate IP network. The user may indicate a preferred IP network with a requested WLAN Access
Point Name (W-APN). The Requested W-APN may also indicate a point of interconnection to the external 1P network
(i.e. PDG).

A W-APN isindicated by the WLAN UE in the tunnel establishment procedure between the WLAN UE and aPDG
(whether the request is sent to the WAG or to the PDG is FFS). It is then forwarded to the 3GPP AAA server/proxy in
the same network as the PDG..

5.7 IP Connectivity for scenario 3

5.7.1 Principles

The WLAN UE initiates the establishment of tunnels and is involved in packet encapsulation/decapsulation. The tunnel
shall reside between the WLAN UE and the PDG. In the non roaming case, the PDG shall reside in the Home PLMN;
in the roaming case, the PDG may reside either in the Home or in the Visited PLMN (both cases shall be supported).

The following steps are performed after WLAN access authentication/authorisation:

1. W-APN resolution and discovery of the tunnel endpoint (PDG) IP-addressis performed using the procedures
described in clause 7.9.

2. Tunnel establishment, including mutual authentication, shall occur between the WLAN UE and the PDG.

Note 1: Filtering attributes may be needed in order to enable the WLAN to enforce that the WLAN UE tunnels all
traffic as required. Filtering attributes may be transmitted from 3GPP AAA Server to WLAN over the Wa
reference point. The WLAN Access Network sets up appropriate packet filters.

Note 2: The PDG is described in section 6.

The tunnel establishment is not coupled to WLAN access authentication/authorisation. The WLAN UE may establish
severa tunnelsin order to access several externa |P networks simultaneously. The external 1P network selection is
performed as part of the establishment of each tunnel.

Editor's note:_Routing towards the Home PLMN in the Visited PLMN, as well asits impacts on the WLAN AN, are
for further study.

5.7.2 Tunnelling Requirements

The requirements that a WLAN UE-Initiated tunnelling protocol should meet are:

- Minimal requirements to the underlying I P connectivity network, i.e. WLAN UE initiated tunnelling and tunnel
establishment signalling can be deployed on top of generic I P connectivity networks

- Minimal impacts to the WLAN Access Network
- Establishment of trusted relationships (e.g. mutual authentication for both tunnel end-points) shall be possible

- Tunnel IP configuration of the WLAN UE may be obtained from/through the remote tunnel endpoint
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- Set up secure tunnels between WLAN UE and remote tunnel endpoint. Especially support encryption and
integrity protection during tunnel establishment and while transporting user data packets, if enabled.
- Remote IP address (inner I1P):
- Thetransport of IPv4 packets shall be supported
- Thetransport of IPv6 packets shall be supported (e.g. in order to support I1Pv6 serviceslike IMS)
- Local IP address (outer |P):
- Thetunnel protocol shall be able to support I1Pv4 and | Pv6 transport addresses

- Thetunnel protocol shall support private WLAN UE'slocal |P addresses, which are non-routable in the
public Internet..

- Theprotocol should be fully specified and 3GPP should define its usage to enable multi-vendor inter-operability.

5.8 Roaming requirements for scenario 3

For the delivery of 3GPP PS based services in aroaming scenario:

- Theroaming architecture shall ensure that CDRs can be generated e.g. volume and time based by the visited
network.

- Theroaming architecture shall ensure that tunnels established are between entities that have aroaming
agreement.

- Theroaming architecture shall ensure that the bearer path from the WLAN to Home/Visited 3GPP network
conforms to QoS and roaming agreement(s).

- Theroaming architecture shall provide the ability to allow the user to access services provided by the visited
network, e.g. local PS services.

- Theroaming architecture shall allow the home network to limit the set of 3GPP services available for agiven
roaming user.

- Scenario 3 requiresthat all packets of PS based services sent to/from aWLAN UE are routed viaaVPLMN in a
3GPP network, however basic Internet access may be routed directly from the WLAN.

5.9 Routing Enforcement and Policy Enforcement in Scenario 3

5.9.1 Purpose for routing enforcement and policy enforcement

In order to ensure operator policies, e.g. QoS, Charging can be applied to user traffic, scenario 3 requires routing
enforcement and policy enforcement to be implemented in the 3GPP-WLAN interworking system.

5.9.2 Routing Enforcement in the WLAN AN

Routing enforcement shall be used to ensure that all packets sent to/from the WLAN UE for 3G PS based service are
routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). However, this routing enforcement
shall not prevent aWLAN AN from routing non 3G PS based service traffic to another network (e.g. the Internet) other
than a PLMN, when provision of such services (e.g. direct Internet access from the WLAN) is agreed between the
WLAN and the PLMN.
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When subscription limitsaWLAN UE to exclusively access only 3GPP PS based service, the PLMN can indicate to the
WLAN AN routing enforcement to ensure that all packets sent to/from the WLAN UE are routed to the interworking
VPLMN (roaming case) or HPLMN (no roaming case).

If aWLAN UE user subscription allows a Scenario 3 user to access a Scenario 2 type of service (e.g. direct internet
access), the WLAN AN should be capable of routing packets directly to the external packet data network.

Routing enforcement in the WLAN AN shall ensure that packets sent to/from the PDG are routed to the right entity in
the interworking VPLMN (roaming case) or HPLMN (no roaming case).

Routing enforcement should not prevent the WLAN AN from supporting scenario 2 WLAN UE or a scenario3 capable
WLAN UE opting for a scenario2 type of direct internet access, and non 3G interworking WLAN terminals.

Routing enforcement should have minimal impact on the WLAN AN.

5.9.3 Routing enforcement and policy Enforcement in the HPLMN

When operating in scenario 3 and accessis viaatunnel endpoint (PDG) in the HPLMN, the HPLMN shall be able to
provide the VPLMN with suitable policy enforcement information. The HPLMN may also provide suitable routing
enforcement information to WLAN.

594 Routing enforcement and policy Enforcement in the VPLMN

When operating in scenario 3, the VPLMN shall be able to implement policy enforcement on traffic sent to/from a
WLAN UE according to policy enforcement information provided by the HPLMN.

The VPLMN may also provide suitable routing enforcement information to WLAN.

5.10 IP address allocation for the WLAN UE

In Scenario 2, a WLAN UE needs to use its local IP address only. In Scenario 3, a WLAN UE shall use two IP
addresses; its local |P address and remote | P address.

A WLAN UFE's local IP address identifies the WLAN UE in the WLAN AN. In scenario 2, the WLAN UE's local IP
address is assigned by the WLAN AN; in scenario 3, it can be assigned by a WLAN or by a PLMN (a VPLMN in
roaming case and a HPLMN in non-roaming case). For the WLAN-assigned local |P address, which belongs to the
address space of WLAN AN, thereis no additional requirement on the WLAN. WLAN UE's local IP address allocation
by the PLMN isfor further study.

In scenario 3, aWLAN UE’s remote | P address identifies the WLAN UE in the network that the WLAN UE is
accessing for the 3G PS service. It shall be used for the inner packet of the WLAN UE-initiated tunnel. It can be
assigned by HPLMN, VPLMN or an external |P network. The only case where VPLMN assigns the remote | P address
for the WLAN UE is when the WLAN UE-initiated tunnel terminates at the VPLMN’s PDG. When the WLAN UE’s
remote IP addressis allocated by the external IP network, the PDG isrequired to have an interface with an address
alocation server, such as AAA or DHCP, belonging to the external 1P network. For the WLAN UE’s remote | P address,
| Pv4 addresses shall be supported. When the WLAN UE accesses 3G PS based services using an | Pv6 network such as
IMS services, |Pv6 addresses shall be supported for the WLAN UE’sremote |P address. To avoid any clashes between
addresses used in WLAN AN and PLMN and to enable correct routing of packets sent out by the WLAN UE the PLMN
operator should allocate public addresses to network nodes, which are addressed by WLAN UEs.

When aWLAN UE accesses several 3G PS based services with different W-APNs simultaneously, the WLAN UE can
get several remote | P addresses. There may be several WLAN UE-initiated tunnels for the services.

5.11  Charging

The following functionality and requirements have been identified:
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- The WLAN Access Network shall be able to report the WLAN access usage to the appropriate 3GPP system (i.e.
VPLMN in the roaming case and HPLMN in the non-roaming case).

- It shall be possible for the 3GPP system to control a specific ongoing WLAN access session for online charging
purposes.

- It shall be possible for an operator to maintain a single prepaid account for WLAN, PS, CS, and IMS for a user.

- The 3GPP system shall be able to process the WLAN access resource usage information,and convert it into the
format used in 3GPP networks (e.g. CDR).

- It shall be possible to correlate charging and accounting records generated in WLAN Access related nodes and
records generated in 3GPP nodes.

- It shall be possible to apply offline charging and online charging mechanisms for the WLAN interworking with
3GPP network.

For Scenario 3:

- It shall be possible to generate per user charging information in the HPLMN and in the VPLMN irrespective of
whether the service is provided in the HPLMN or in the VPLMN.

5.12  AAA Protocol Requirements

A common AAA protocol shall be used for Authentication, Authorization and Accounting purposesin the WLAN
Interworking Architecture within the 3GPP network.

»  Theprotocol used for Accounting purpose in the WLAN Interworking Architecture in the 3GPP network shall be
the same as used by the 3GPP Charging Architecture eg. the AAA protocol used by the 3GPP IMS charging
architecture,

« If interworking with alegacy AAA protocol is needed, then it shall be performed at the entry and exit point of the
3GPP network. In the case of roaming, such interworking shall be performed in the visited network. The legacy
AAA protocol may not support all features of 3GPP AAA protocol. Therefore, thisinterworking might limit the
usage of features existent in 3GPP AAA protocol but not existent in legacy AAA protocol (e.g. filtering rules).

6 Interworking Architecture

6.1 Reference Model

Editor’ s note: The termroaming is used here when referring to roaming between 3GPP networks. However, an
intermediate aggregator or a chain of intermediate networks may possibly separate the user when accessing the
WLAN from the 3GPP home network.
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6.1.1 Non Roaming WLAN Inter-working Reference Model

3GPP Home Network
Intranet / Internet
. CGw/
WLAN Access Network Wa 3GPP AAA Wo OCs
Server
WLAN Ww o W,
UE =
il WAG 9 PDG Wi
Scenario 3
Wu

Figure 6.1 Non Roaming Reference Model. The shaded area refers to scenario 3 functionality

6.1.2 Roaming WLAN Inter-working Reference Model

The home network is responsible for access control. Charging records can be generated in the visited and/or the home
3GPP networks. The Wx and Wo reference points are intra-operator. The home 3GPP network interfaces to other
3GPP networks via the inter-operator Wd reference point.

The 3GPP AAA proxy relays access control signalling and accounting information to the home 3GPP AAA Server
using the Wd reference point.

It can also issue charging records to the visited network CGw/CCF when required. The 3GPP network interfaces to
WLAN Access Networks via the Wa reference point.
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Figure 6.2a. Roaming Reference Model- 3GPP PS based services provided via the 3GPP Home
Network (the shaded area refers to scenario 3 functionality)
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Figure 6.2b. Roaming Reference Model- 3GPP PS based services provided via the 3GPP Visited
Network (the shaded area refers to scenario 3 functionality)

6.2 Network elements

6.2.1 WLAN UE

A WLAN UE isthe UE (equipped with UICC card including (U)SIM) utilized by a 3GPP subscriber to access the
WLAN network for 3GPP interworking purpose. A WLAN UE may include terminal types whose configuration (e.g.
interface to a UICC), operation and software environment are not under the exclusive control of the 3GPP system
operator, such as alaptop computer or PDA with aWLAN card, UICC card reader and suitable software applications.

The WLAN UE functions include:

- Associating to an I-WLAN.
- WLAN access authentication based on EAP methods.
- Selection of asuitable VPLMN in the roaming case.

- Building an appropriate NAI.
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- Obtainalocal IP address.

- Building an appropriate W-APN to be used in scenario 3.

- Request the resolution of aW-APN in scenario 3 to aPDG address.
- Establish asecure tunnel in scenario 3 to aPDG.

- Obtain aremote | P address to be used in scenario 3.

- Accessing services provided in the operators PS domain.

- Allowing usersto select the type of network access, i.e.between direct access to external |P networks from the
WLAN AN and network access through PLMN.

6.2.1.1 WLAN UE classes
According to its capability, aWLAN UE is categorized into three classes.

Class WA WLAN UE: This class of aWLAN UE has both 3GPP and WLAN radio interfaces. The WLAN UE can be
attached to both WLAN and 3GPP systems at the same time, when an interworking WLAN is
available. Also it supports simultaneous access to both WLAN and 3GPP cellular network by
activating both radio interfaces.

ClassWB WLAN UE: This class of aWLAN UE has both 3GPP and WLAN radio interfaces. But it does not support
simultaneous access to both WLAN and 3GPP cellular network because it can operate only one
radio interface at atime.

ClassWC WLAN UE: Thisclass of aWLAN UE has only aWLAN radio interface. It is capable of WLAN attach and
WLAN access only, when an interworking WLAN isavailable.

6.2.2 3GPP AAA Proxy

The 3GPP AAA Proxy represents a proxying and filtering function that residesin the Visited 3GPP Network. The
3GPP AAA Proxy functions include:

- Relaying the AAA information between WLAN and the 3GPP AAA Server.

- Enforcing policies derived from roaming agreements between 3GPP operators and between WLAN operator and
3GPP operator

- Reporting per-user charging/accounting information to the VPLMN CCF/CGw for roaming users
- Service termination (O&M initiated termination from visited network operator)
- Protocol conversion when the Wa and Wd reference points do not use the same protocol
For Scenario 3 only:
- Receiving authorization information related to subscriber requests for W-APNsin the Home or Visited network

- Authorization of accessto Visited network W-APNs according to local policy

The 3GPP AAA Proxy functionality can reside in a separate physical network node, it may residein the 3GPP AAA
Server or any other physical network node.
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6.2.3 3GPP AAA Server
The 3GPP AAA server islocated within the 3GPP network. The 3GPP AAA Server:

- Retrieves authentication information and subscriber profile (including subscriber's authorization information)
from the HLR/HSS of the 3GPP subscriber's home 3GPP network.

- Authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The
authentication signaling may pass through AAA proxies.

- Communicates authorization information to the WLAN potentialy via AAA proxies.

- Regigtersits (the 3GPP AAA server) address or name with the HLR/HSS for each authenticated and authorized
3GPP subscriber.

- Initiates the Purge procedure when the 3GPP AAA server deletes the information of a subscriber.

- May act dso asa AAA proxy (see above).

- Maintainsthe WLAN UE’s WLAN-attach status.

- Providesthe WLAN UE’'s WLAN-attach status to other entities (which are out of the scope of this TS).
- Generates and reports per-user charging/accounting information to the HPLMN CCF/CGw.

For scenario 3:

- Communicates service authorization information (e.g. authorized W-APN, necessary keying material for
tunnel establishment and user data traffics) to the PDG. AAA proxiesif the PDG islocated in VPLMN.

6.2.4 HLR/HSS

The HLR/HSS located within the 3GPP subscriber's home network is the entity containing authentication and
subscription data required for the 3GPP subscriber to access the WLAN interworking service.

The HSS a so provides access to the WLAN UE’s WL AN-attach status for other entities, e.g. answers or relays the
WL AN-attach status query from other entities (which are out of the scope of thisTS).

6.2.5 WLAN Access Gateway

The WLAN Access Gateway appliesto scenario-3.

The WLAN Access Gateway is a gateway via which the data to/from the WLAN Access Network shall be routed viaa
PLMN to provide aWLAN UE with 3G PS based servicesin scenario 3.

The WLAN Access Gateway shall reside in the VPLMN in the roaming case, and in the HPLMN in the non-roaming
case.

The WLAN Access Gateway:
- Allows VPLMN to generate charging information for users accessing viathe WLAN AN in the roaming case.
- Enforcesrouting of packets through the PDG.

- Performs collection of per tunnel accounting information, e.g. volume count (byte count) and elapsed time, to be
used for inter-operator settlements.

- Filters out packets based on unencrypted information in the packets. Packets should only be forwarded if they:

1. arepart of an existing tunnel or
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2. areexpected messages from the WLAN UEs. Thisincludes service requests, and tunnel establishment
messages.

Since the WAG does not have afull trust relationship with the WLAN UE, it is not able to stop all messages.
However, messages from an unknown I P address can easily be discarded. Other approaches may be used as
well. Additional types of message screening are left to the operators' control.

Note: per tunnel accounting generation in the WAG is not required when the WAG and PDG are in the same
network, i.e. the non-roaming case.

The WAG shall implement policy enforcement.
If service is provided through a PDG in the HPLMN the WAG:
- Ensuresthat all packets fromthe WLAN UE are routed to the HPLMN.

- Ensuresthat packets from the authorised WLAN UEs are only routed to the appropriate PDG in the HPLMN and
that packets from other sources than that PDG are not routed to the WLAN UE.

If service is provided through a PDG in the VPLMN the WAG:
- Ensuresthat all packets fromthe WLAN UE are routed to the VPLMN.

- Ensuresthat packets from the authorised WLAN UEs are only routed to the appropriate PDG in the VPLMN and
that packets from other sources than that PDG are not routed to the WLAN UE.

6.2.5.1 Routing Enforcement

Information regarding the selected PDG, including whether the PDG isin the HPLMN or the VPLMN is provided by
the HPLMN to the VPLMN.

In the roaming case, the PDG information is delivered from the 3GPP AAA Server to the 3GPP AAA Proxy.
Within the VPLMN, policy enforcement information is delivered to the WAG.

Note: Whether information regarding one or all PDGsiis provided will likely impact the signalling which supports
the activation of afurther W-APN. Delivering information of al valid PDGs may limit impacts on
signalling for further W-APN establishment.

The policy enforcement delivered during initial authentication will be bound to auser’s AAA signaling. The WAG
requires functionality to be able to securely bind this information to a user’ straffic.

The binding of the policy to a user's traffic allows the WAG to drop un-authorized packets sent to/from a user.

6.2.5.2 Per-tunnel Charging Generation

Editor's Note: The details of per-tunnel charging generation in the WAG is FFS.

6.2.6 Packet Data Gateway

The Packet Data Gateway applies to scenario-3.

3GPP PS based services (Scenario 3) are accessed via a Packet Data Gateway. 3GPP PS based services may be
accessed via a Packet Data Gateway in the user’s Home Network or a PDG in the selected VPLMN. The process of
authorisation and service selection (e.g. W-APN selection) and subscription checking determines whether a service
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shall be provided by the home network or by the visited network. The resolution of the | P address of the Packet Data
Gateway providing access to the selected service will be performed in the PLMN functioning as the home network (in
the VPLMN or HPLMN).

Successful activation of a selected service resultsin:
- Determination of the Packet Data Gateway | P address used by the WLAN UE;
- Allocation of aWLAN UE's remote | P address to the WLAN UE (if one is not already allocated);

- Regigtration of the WLAN UE'slocal IP address with the Packet Data Gateway and binding of this address with
the WLAN UE's remote | P address.

The Packet Data Gateway:
- Contains routeing information for WLAN-3G connected users;
- Routes the packet data received from/sent to the PDN to/from the WLAN-3G connected user;
- Performs address trandlation and mapping;
- Performs de-capsulation and encapsulation;
- accepts or rejects the requested W-APN according to the decision made by the 3GPP AAA Server;

- redirects the tunnel establishment request towards another PDG if thisisindicated to be done by the 3GPP AAA
Server

Allows alocation of the WLAN UE's remote | P address;

- Relaysthe WLAN UE’sremote | P address allocated by an external 1P network to the WLAN UE, when external
IP network address allocation is used.

- Performsregistration of the WLAN UE’slocal |P address and binding of this address with the WLAN UE’s
remote | P address;

- Provides procedures for unbinding aWLAN UE'slocal 1P address with the WLAN UE's remote | P address;

- Provides procedures for authentication and prevention of hijacking (i.e. ensuring the validity of the WLAN UE
initiating any binding of the WLAN UE's local IP address with the WLAN UE's remote | P address, unbinding
etc.)

- May filter out unauthorised or unsolicited traffic with packet filtering functions. All types of message screening
are left to the operators control, e.g. by use of Internet firewalls.

- Generates per user charging information.

- Generates charging information related to user data traffic for offline and online charging purposes.

- May apply IP flow based bearer level charging [13], e.g. in order to differentiate or suppress WLAN bearer
charging for 3GPP PS based services.

- Performsthe functions of Service-based Local Policy Enforcement Point (controls the quality of servicethat is
provided to a set of IP flow as defined by a packet classifier, control admission based on policy that is applied to
the I P bearers associated with the flow, and configuration of the packet handling and “gating” functionality in
the user plane.)

- Communicates with Policy Decision Function (PDF) to allow service-based loca policy and QoS inter-working
information to be “pushed” by the PDF or to be requested by the PDG. This communication also provides
information to support the following functionsin the PDG:

- Control of Diffserv inter-working;
- Control of RSVP admission control and inter-working;

- Control of “gating” function in PDG;
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- WLAN bearer authorization;

- QoS charging related function.

6.3 Reference Points
6.3.1 Wa reference point

6.3.1.1 General description

The Wa reference point connects the WLAN Access Network, possibly via intermediate networks, to the 3GPP
Network (i.e. the 3GPP AAA Proxy in the roaming case and the 3GPP AAA server in the non-roaming case). The
prime purpose of the protocols crossing this reference point isto transport authentication, authorization and charging-
related information in a secure manner. The reference point has to accommodate also legacy WLAN Access Networks.

Legacy logical nodes outside of 3GPP scope that terminate or proxy the Wa reference point signalling and do not
support 3GPP AAA protocol shall require signalling conversion between the legacy AAA protocol and the 3GPP AAA
protocol.

EAP authentication shall be transported over the Wa reference point.

6.3.1.2 Functionality
The functionality of the reference point is to transport AAA frames:
- Carrying data for authentication signalling between WLAN UE and 3GPP Network.

- Carrying data for authorization signalling between WLAN AN and 3GPP Network. These data may include a
well-defined identification of the WLAN AN.

- Carrying charging signalling per WLAN user.
- Enabling the identification of the operator networks amongst which the roaming occurs.
- Carrying keying data for the purpose of radio interface integrity protection and encryption.

- When such functionality is supported by the WLAN AN, purging a user from the WLAN access for immediate
service termination

To minimize the requirements put on the WLAN Access Network and to protect the confidentiality of the subscriber's
charging status the fact whether a user is offline or online charged by his 3GPP subscription provider shall be
transparent for the WLAN AN and thus for the Wa reference point.

6.3.2 Wx reference point

Thisreference point is located between 3GPP AAA Server and HSS. The prime purpose of the protocol(s) crossing this
reference point is communication between WLAN AAA infrastructure and HSS.

The functionality of the reference point is to enable:
- Retrieval of authentication vectors, e.g. for USIM authentication, from HSS.
- Retrieval of WLAN access-related subscriber information (profile) from HSS
- Registration of the 3GPP AAA Server of an authorised (for WLAN Access) WLAN user in the HSS.
- Indication of change of subscriber profile within HSS (e.g. indication for the purpose of service termination).

- Purge procedure between the 3GPP AAA server and the HSS.
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- Retrieval of online charging / offline charging function addresses from HSS.
- Fault recovery procedure between the HSS and the 3GPP AAA Server.

- Retrieval of servicerelated information (e.g. W-APNs that may be selected by the WLAN UE) including an
indication of whether the VPLMN is alowed to provide this service.

6.3.3 D'/Gr' reference point

This optional reference point islocated between 3GPP AAA Server and pre-R6 HLR/HSS. The prime purpose of the
protocol(s) crossing this reference point is communication between WLAN AAA infrastructure and HLR. The protocol
crossing this reference point is based upon the D/Gr reference points defined in 3GPP TS 29.002 [7]. Support of the
D’/Gr’ reference points requires no modifications to the MAP protocol at the HLR.

When the HLR makes it possible the functionality of the reference point isto enable:
- Retrieval of authentication vectors, e.g. for USIM authentication, from HLR.
- Registration of the 3GPP AAA Server of an authorised WLAN user inthe HLR.
- Indication of change of subscriber profile within HLR (e.g. indication for the purpose of service termination).
- Purge procedure between the 3GPP AAA server and the HLR.
- Fault recovery procedure between the HLR and the 3GPP AAA server.

- Retrieval of service related information (e.g. APNs that may be selected by the WLAN UE) including
indications of whether the service isto be supported by the HPLMN or by an identified VPLMN.

- Retrieval of online/offline charging function address from HLR.

The functions provided on the D'/Gr' reference points are a subset of the functions provided on the D/Gr reference
points described in 3GPP TS 29.002 [7].

If a3GPP AAA Server supportsthe D’ reference point, it will appear to the HLR/HSS asa VLR and shall behave
according to the description of the behaviour of a VLR supporting the D reference point as described in 3GPP TS
29.002 [7].

If a3GPP AAA Server supportsthe Gr’ reference point, it will appear to the HLR/HSS as an SGSN and shall behave
according to the description of the behaviour of an SGSN supporting the Gr reference point as described in 3GPP TS
29.002 [7].

Please refer to Annex A for further details of how this may work for different network scenarios.

6.3.4 Wo reference point

The Wo reference point is used by a 3GPP AAA Server to communicate with 3GPP Online Charging System (OCS).
The prime purpose of the protocol(s) crossing this reference point is to transport online charging related information so
asto perform credit control for the online charged subscriber.

The functionality of the reference point is to transport:
- Online charging data.

Wo reference point should be similar to Ro interface currently used in 3GPP OCS.
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6.3.5 Wf reference point

The WT reference point is located between 3GPP AAA Server and 3GPP Charging Gateway Function (CGF)/Charging
Collection Function (CCF). The prime purpose of the protocols crossing this reference point is to transport/forward
charging information towards 3GPP operator’ s Charging Gateway/Charging collection function located in the visited
network or home network where the subscriber isresiding.

The information forwarded to Charging Gateway/Charging collection function is typically used for:
- Generating bills for offline charged subscribers by the subscribers' home operator.

- Calculation of inter-operator accounting from all roaming users. Thisinter operator accounting is used to settle
the payments between visited and home network operator and/or between home/visited network and WLAN.

The functionality of the reference point is to transport:

- WLAN access-related charging data per WLAN user.

6.3.6 W(g reference point
The W reference point applies to scenario-3.

Thisisan AAA interface between the 3GPP AAA Server/Proxy and the WAG. It is used to provide information needed
by the WAG to perform policy enforcement functions for authorised users.

6.3.7 Whn reference point
The Wn reference point applies to scenario-3.

Thisisthe reference point between the WLAN Access Network and the WAG. Thisinterface isto force traffic on a
WLAN UE initiated tunnel to travel viathe WAG. There can be several different ways to implement thisinterface as
shown in Annex C. The specific method to implement thisinterface is subject to local agreement between the WLAN
AN and the PLMN.

6.3.8 W0p reference point
The Wp reference point applies to scenario-3.

Thisisthe reference point between the WAG and PDG.

6.3.9 Wi reference point
The Wi reference point applies to scenario-3.

Thisisthe reference point between the Packet Data Gateway and a packet data network. The packet data network may
be an operator external public or private packet data network or an intra operator packet data network, e.g. the entry
point of IMS, RADIUS Accounting or Authentication, DHCP.

Wi reference point is similar to the Gi reference point provided by the PS domain. Interworking with packet data
networks is provided via the Wi reference point based on |P. Mobile terminals offered services viathe Wi reference
point may be globally addressabl e through the operators public addressing scheme or through the use of a private
addressing scheme.

6.3.10 Wm reference point

The Wm reference point applies to scenario-3.
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Thisreference point islocated between 3GPP AAA Server and Packet Data Gateway. The functionality of this
reference point isto enable:

- The 3GPP AAA Server to retrieve tunneling attributes and WLAN UE's I P configuration parameters from/via
Packet Data Gateway.

- Carrying messages for service authentication between WLAN UE and 3GPP AAA server.
- Carrying messages for service authorization between PDG and 3GPP AAA server.

- Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.

6.3.11 W(d reference point

6.3.11.1 General description

The Wd reference point connects the 3GPP AAA Proxy, possibly viaintermediate networks, to the 3GPP AAA Server.
The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related
information in a secure manner.

EAP authentication shall be transported over the Wd reference point.

6.3.11.2 Functionality
The functionality of the reference point is to transport AAA messages including:
- Carrying data for authentication signalling between 3GPP AAA Proxy and 3GPP AAA Server
- Carrying data for authorization signalling between 3GPP AAA Proxy and 3GPP AAA Server
- Carrying charging signalling per WLAN user
- Carrying keying data for the purpose of radio interface integrity protection and encryption
- Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.
- Used for purging a user from the WLAN access for immediate service termination

- Enabling the identification of the operator networks amongst which the roaming occurs

6.3.12 Wu reference point
The Wu reference point applies to scenario-3.

The Wu reference point is located between the WLAN UE and the Packet Data Gateway. It represents the WLAN UE-
initiated tunnel between the WLAN UE and the Packet Data Gateway. Transport for the Wu reference point protocol is
provided by the Wn and Wp reference points, which ensure that the data are routed viathe WLAN Access Gateway
where routing enforcement is applied.

The functionality of the Wu reference point is to enable:
- WLAN UE-initiated tunnel establishment
- User data packet transmission within the WLAN UE-initiated tunnel

- Tear down of the WLAN UE initiated tunnel

6.3.13 Ww reference point

6.3.13.1 General Description
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The reference point Ww connects the WLAN UE to the WLAN Access Network per IEEE 802.1x [19] specifications.

6.3.13.2 Functionality

The functionality of the reference point is per IEEE 802.1x specifications [19].

Note: Ww is defined by IEEE 802 and provided here for information only. Any modification to the interface is strictly
considered outside the scope of 3GPP.

6.4 Protocols

The protocol stack between the WLAN UE and the PDG is shown on figure 6.3

Wb‘éN WLAN AN WAG PDG
Remote IP Remote IP
Tunneling Tunneling

layer layer

Transport Transport | Transport Transport | Transport Transport L2/L1

1P 1P IP IP 1P IP

L2/L1 L2/L1 L2/L1 L2/L1 L2/L1 L2/L1

Figure 6.3. Protocol stack between the WLAN UE and the Packet Data Gateway

6.4.1 Remote IP Layer

The remote IP layer is used by the WLAN UE to be addressed in the external packet data networks (i.e. on the Wi
reference point).

Onthislayer, the WLAN UE is addressed by its remote | P address and the packets are exchanged between the WLAN
UE and an external entity. The PDG routes the remote | P packets without modifying them.

6.4.2 Tunneling layer

The tunneling layer consists of atunneling header, which allows end-to-end tunneling between aWLAN UE and aPPDG.
It is used to encapsulate | P packets with the remote I P layer.

When encapsulated | P packets are encrypted, the tunneling header contains afield which is used to identify the peer and
decrypt the packets.
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6.4.3 Transport IP Layer

The transport IP layer is used by the intermediate entities/networks and WLAN AN in order to transport the remote IP
layer packets.

Between the WLAN UE and the WAG, the transport IP layer is used by the WLAN UE to be addressed within the
WLAN AN, the intermediate networks (if any) and 3G networks.

On thislayer, the WLAN UE is addressed by itslocal |P address.
For example thislocal |P address can be:

- aprivate IPv4 address allocated by the WLAN AN; in thiscase a NAT isrequired in the WLAN AN and used
to make the WLAN UE'slocal |P address routable in the intermediate networks (if any), the VPLMN and the
HPLMN;

- apublic (either IPv4 or IPv6) address allocated by the WLAN AN; in this case no NAT is needed;

- anlIP address alocated by the WAG in an address space that is routable in the WLAN AN aswell asin the
intermediate networks (if any) and the 3G network; in this case no NAT is needed.

6.5 WLAN user profile

The WLAN user profile shall reside in HSS (if the operator is using a legacy HLR, the WLAN user profile may
reside in the 3GPP AAA Server) and be retrieved from AAA via Wx reference point. The profile shall contain
the following data items: Detailed work on these parameters is expected in stage 3 work.
1. IMSI
User identification.
2. MSISDN (optional)
User identification, for example used for charging purposes
Operator determined barring of 3GPP-WLAN interworking subscription
4. Operator determined barring of 3GPP WLAN tunneling

This allows operator to disable all W-APNs at one time. If there is a conflict between this item and
the “access allowed” flag of any W-APN, the most restrictive will prevail.

5. Maximum session duration (optional)

Used for re-authentication purposes. If this field is not used, the WLAN AN will apply default time
intervals.

6. Charging mode (pre-paid, post-paid, both) and accounting server identifier(s) for every charging
mode

Charging mode to be applied and, for every case, the charging node where the accounting
information is to be reported.

7. List of authorized W-APNs (optional)

List of W-APNs for which the user will have services available. These W-APNs may correspond to
services in the home network or in the visited network. Each W-APN shall have a flag indicating
whether access is allowed in visited PLMNSs or in the home PLMN.

8. Local access allowed

Indicates if the user is allowed to have direct access to external IP networks, e.g. Internet, from the
WLAN Access Network.
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If this parameter should be further split down to specific services that are allowed or not from the
WLAN AN is FFS.

9. Roaming allowed

Indicates if the user is allowed to use 3GPP-WLAN Interworking in an WLAN AN that have no
direct connection to the home PLMN.
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7 Procedures

Editor’ s note: the following procedureis FFS:

- Subscriber Registers.

7.1 I-WLAN and VPLMN Selection Procedure

7.1.1 Initial network selection

@ WLAN AN

1) WLAN AN connection establishment

I I
2) Start Access Authentication with a NAI

3GPP AAA
Server/Proxy

< 3).VPLMN . advertisement

4) Access Authentication procedure

|
Figure 7.1 [-WLAN and VPLMN selection procedure

1. The WLAN UE selectsaWLAN AN and establishes the WLAN connection with a WLAN technology specific
procedure (e.g. in IEEE 802.11 it starts an association procedure). The details of the selection of the WLAN AN are
specified in 3GPP TS 24.234 [9].

2. The Authentication procedureisinitiated in a WLAN technology specific way and as a part of this process, the
WLAN UE sends a NAI to the WLAN AN. The NAI shall be constructed asit is specified in 3GPP TS 23.003 [5].

3. Ifthe WLAN AN isnot able to route the authentication request (e.g. in the case where the WLAN AN receives an
initial NAI with an unknown realm), the WLAN AN sends a response to the WLAN UE that provides information
about the 3GPP networks to which the WLAN AN is able to route authentication requests.

From this point the WLAN UE may continue the access authentication with the selected WLAN AN using a different
NAI (step 2) or may start access authentication with another available WLAN AN (step 1) or may stop. The details of
the WLAN UE behaviour are specified in 3GPP TS 24.234 [9]. If the WLAN UE continues the access authentication
with the selected WLAN AN, it shall select aVPLMN among the 3GPP networks indicated in the response received
from the WLAN AN and build the new NAI as aroaming NAI indicating this VPLMN.

4. The WLAN AN routes the AAA message to the 3GPP AAA Server or 3GPP AAA Proxy based on the NAI and the
access authentication is performed asit is specified in 3GPP TS24.234 [9].
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7.1.2 Network re-selection

When the WLAN UE changes from the current serving PLMN to another PLMN with or without change of the WLAN
AN, it needsto use anew NAI corresponding to the new PLMN in a new authentication initiated by the WLAN UE or
the WLAN AN.

The 3GPP AAA Server may then receive a new authentication with PLMN selection different from the current active
connection. For example, the WLAN UE lost radio in the first WLAN AN, then it changed to another WLAN AN with
adifferent PLMN selection before the previous WLAN AN detected that the user islost, or the WLAN UE started the
new authentication before the disconnection of the previous connection. In this case, the 3GPP AAA Server shall
initiate a disconnection to the currently active connection after the success of the new authentication and authorization
process.

WLAN Access Authentication and Authorisation

SGPP AAA HSS/ Packet
server HLR aaG

1. WLAN Connection Setup

2. Necessary amount of EAP Request & EAP
Response message exchanges between UE ang

ey . 3. Authentication info
3GPP AAA Server as specified in the utilised h .
EAP type. retrieval from HSSif

info not yet availablein
3GPP AAA server

4. Subscriber profile
retrieval from HSS if
info not yet available in
this 3GPP AAA server.

5. Access Accef]

a3

il

6 . EAP/ Success | [Keying material and
authorisation informatign

within message]
7. WLAN Registration
to HSS if WLAN user
not yet registered to
this 3GPP AAA
Server
— — 1 1 —

Figure 7.1 Authentication and authorisation procedure

1. WLAN connection is established with a WLAN technology specific procedure (out of scope for 3GPP).

2. The EAP authentication procedure isinitiated in WLAN technology specific way.
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All EAP packets are transported over the WLAN interface encapsulated within a WLAN technology specific
protocol.

All EAP packets are transported over the Wa reference point.

A number of EAP Request and EAP Response message exchanges is executed between 3GPP AAA Server and
WLAN UE. The amount of round trips depends e.g. on the utilised EAP type. Information stored in and retrieved
from HSS may be needed to execute certain EAP message exchanges.

3 Information to execute the authentication with the accessed user isretrieved from HSS. Thisinformation
retrieval is needed only if necessary information to execute the EAP authentication is not already availablein
3GPP AAA Server. To identify the user the username part of the provided NAI identity is utilised.

4 Subscribers WLAN related profileisretrieved from HSS. This profile includes e.g. the authorisation information
and permanent identity of the user. Retrieval is needed only if subscriber profile information is not already available in
3GPP AAA Server.

5 If the EAP authentication and authorisation was successful, then 3GPP AAA Server sends Access Accept
message to WLAN. In this message 3GPP AAA Server includes EAP Success message, keying material derived
from the EAP authentication as well as connection authorisation information (e.g. NAS Filter Rule or Tunnelling
attributes) to the WLAN.

WLAN stores the keying material and authorisation information to be used in communication with the
authenticated WLAN UE.

6 WLAN informsthe WLAN UE about the successful authentication and authorisation with the EAP Success
message.

7 3GPP AAA server registersthe WLAN users 3GPP AAA Server to the HSS. In registration messages the
subscriber isidentified by his permanent identity. Thisregistration is needed only if the subscriber is not already
registered to this 3GPP AAA Server.

7.3 Subscriber Profile Update
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UE WLAN 3GPP AAA
Server

1. User isregistered to a
3GPP AAA server

I
2. User subscription is
modified in HSS

3. Wx “ Subscriber
Profile’ procedure

4. Access authorisation
information is updated
to the WLAN

— — — —

Figure 7.2 Subscriber Profile and access authorization info Update Procedure

1. Userisregistered to a 3GPP AAA server

2. Subscribers subscription is modified in the HSS e.g. via O& M.

3. HSS updates the profile information stored in the registered 3GPP AAA server by Wx reference point procedure
"Subscriber Profile".

4. The WLAN access authorisation information of the associated connection is updated to WLAN as necessary.
7.3.1 Access and service Authorization information update procedure

This procedure is for senario3.
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3GPP AAA

1. User isregistered to a
3GPP AAA server

2. User’'s service
subscription is modified

3. Wx “Subscriber

4. Access authorisation information is updated to the Profile’ procedure

WLAN

5. Service
authorisation infois

6. Filtering policy information update to WAG

L L

Figure 7.3 Authorization information Update Procedure

— — —

1. Userisregistered to a 3GPP AAA server
2. User'sservice subscription is modified in the HSS e.g. via O&M,

3. HSS updates the profile information stored in the registered 3GPP AAA server by Wx reference point procedure
"Subscriber Profile"

4. The WLAN access authorisation information of the associated connection is updated to WLAN if necessary.

5. The service authorisation information of the activated servicesis updated to PDGs if necessary. A deactivation
of service may beinitiated if the subscriber lost the authorization of the activated service.

6. Thefiltering policy information of the activated servicesis updated to WAG if necessary.

Note: The de-registration may be initiated by the AAA server to the HSS as necessary, i.e., the AAA server
determines that the WLAN UE is unable to access any service upon the updated authorization.

7.4 Cancelling WLAN Registration
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UE WLAN old 3GPP
AAA server

1. Users WLAN
Subscription is
canceled in HSS
2. Wx "Cancel WLAN
3. Wi "Session Registration
Abort" procedure
. . (if needed)
4. Disconnection of the
WLAN radio interface
connection
(if needed)
— — — —

Figure 7.3 Cancellation of WLAN Registration Procedure
1. The 3GPP subscribers WLAN subscription is cancelled in HSS.

2. HSS cancels subscribers WLAN registration in the 3GPP AAA Server by Wx reference point procedure " Cancel
WLAN Registration”. In the messages subscriber isidentified by his permanent identity.

3. If the subscriber's connection still exists, Wa reference point procedure " Session Abort" procedure is executed
towards WLAN.

4. If theradio connection till exists, WLAN disconnects the radio interface connection by WLAN technology
specific mechanisms.

7.5 Disconnecting a Subscriber by WLAN

3GPP AAA

1. Session termination
event triggered

Wr “Session
Termination” procedure

2. 3GPP AAA server decides
to remove the state for the

Wx “Purge”

— — — —

Figure 7.4 WLAN initiated disconnection procedure
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WLAN detects that a Session
e.g. when the WLAN UE has
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related to aWLAN UE should be terminated towards the 3GPP AAA Server,
disappeared from WLAN coverage.

WLAN initiates Wa Session Termination procedure towards 3GPP AAA server.

In case when the 3GPP AAA server decides to remove the WLAN UEs state from the 3GPP AAA server, the
3GPP AAA server notifies HSS using Wx procedure “Purge” that the WLAN registration in the 3GPP AAA
Server has been cancelled. HSS removes the state related to that 3GPP AAA server, e.g., the address of the
serving 3GPP AAA server for the identified subscriber.

Disconnecting a Subscriber by Online Charging System

UE WLAN 3GPP AAA HSS
server

1. User isbeing onling
charged
2. Online Credit Reques
denied by OCS
3. Wa" Session
4. Disconnection of the Abort" procedure
WLAN radio interface
connection 5. Wx"“Purgé
—1 — — I__I_I —1

Figure 7.5 OCS Initiated Disconnection Procedure

A subscriber is being online charged by 3GPP AAA server for WLAN access.

OCS (online Charging System) denies credit request from the 3GPP AAA server for WLAN access. The
possibly already retrieved online credit runs out.

To disconnect the subscriber's connection, Wa reference point procedure " Session Abort" procedure is executed

towards WLAN.

WLAN disconnects the radio interface connection by WLAN technology specific mechanisms.

If no Wx “Purge” procedure was aready initiated in step 3, then the 3GPP AAA server notifies HSS that WLAN
registration in the 3GPP AAA server has been cancelled, by means of Wx procedure “Purge”

Charging offline charged subscribers
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3GPP AAA CGw/CCF
server

1. WLAN User is Authenticated and Authorized

2. WLAN collects
charging data

3. WLAN periodicaly
sends collected charging
information to 3GPP
AAA Server over Wb
ref.point

(I (I

4. 3GPP AAA Server
sends charging data to
CGwW/CCF over W ref.
point

(I

Figure 7.6 Charging Procedure for Offline Charged Subscribers

WLAN user is authenticated and authorized for WLAN access. User profile is downloaded into 3GPP AAA
server. Part of the profile isinformation that the user is to be offline charged.

WLAN access network collects charging data related to access or services locally consumed.

WLAN access network periodically forwards collected charging information to the 3GPP AAA server over

Wh reference point.

3GPP AAA server forwards charging information to the CGw/CCF over the WT reference point.

Note: In visited network the 3GPP AAA Proxy may also periodically report the usage of resources to the local

7.8

CGw/CCF over WT reference point.

Charging online charged subscribers
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server
CGw/CC
2. 3GPP AAA server F

requests credit from OCS
over Wo reference point
\ as a part of authorisation

1. WLAN User is Authenticated and user profile downloaded
Into 3GPP AAA server

3. Credit is returned as
time or volume quota

4. Quota is reported to
WLAN AN as a part of
authentication
procedure

5. WLAN AN monitors
guota consumplion

6. WLAN AN issues re-

authentication upon 7. 3GPP AAA server
quota exhaustion and requests credit from OCS
reports the quota usage over Wo reference point as

a part of re-authorisation

8. Credit is returned as
time or volume quota

9. Quota is reported to
WLAN AN as a part of
re-authentication
procedure

10. User disconnects

11. WLAN AN reports
the used quota
debited accordingly

12. User account is credited / >

/1 — 1 1 .1

Figure 7.7 Charging Procedure for Online Charged Subscribers

1 WLAN user is authenticated and authorized for WLAN access. User profileis downloaded into 3GPP AAA
server. Part of the profile isinformation that the user is to be online charged.

3GPP AAA server reguests online charging credit from the OCS.
OCSreturns credit as time and/or volume quota

2

3

4. Allocated quotaisindicated to the WLAN AN
5 WLAN AN monitors the quota consumption
6

. When quotais almost used, WLAN AN issues re-authentication message over Wa reference point. Used
guotaisindicated in the request

7. 3GPP AAA Server requests more credit from the OCS
8. OCSreturns credit as time and/or volume quota

9. Allocated new quotaisindicated to the WLAN AN
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10.  User disconnects from WLAN
11.  WLAN AN reports the used quotato 3GPP AAA Server over Wareference point.

12.  User account is debited / credit according the usage information in the final message

Note: In visited network the 3GPP AAA Proxy may also periodically report the usage of resources to the local
CGw/CCF over Wf reference point. In home network the 3GPP AAA Server may also report the usage to the
CGw/CCEF over the Wf reference point using offline charging procedures for statistical or other purposes.

7.9 W-APN resolution and Tunnel establishment

Thisinformation flow presents the generic message exchange necessary in order to resolve the selected W-APN and
establish aWLAN UE-Initiated tunnel for Scenario 3 purposes.

As aprerequisite of these proceduresit is necessary to perform the following:

1. WLAN Access Authentication and Authorisation and provisioning of the WLAN UE'slocal |P address

(UE|  [WLANAN][WAG] | S e | Visited PDG IOPFAAA | |Home PDG

| | |

‘1) WLAN Acceés Authenticatién and Authorizaiion and WLAN UE ‘Iocal IP address allocation

2 W-AI?N resolution and tunnel establishment to PDG in Visited PLMN
\2.1) DNS Query: \

2.3) Retrieving
—authentication and —®|
authorization data

2.2) End-to-end tunnel establishment

2.4) Tunnel packet | flow filter exchang?/
) &

i /

3) W-AI?N resolution a}nd tunnel establishment to PDG in Home PLMN
‘3.1) DNS Query:

3.2) End-to-end tunnel establishment 3.3) Retrieving
le—authentication and
authorization data
3.4) Tunnel packet flow filter exchange

14

Figure 7.8. Example message flow to WLAN UE-Initiated tunnel establishment
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When the user decides that he wants to access a service, the WLAN UE selects the W-APN network |D associated to
the service requested by the user.

A detailed description of the W-APN resolution and the WLAN UE-Initiated Tunnel Establishment is given below.

2. Depending on internal configuration, the WLAN UE initiates W-APN resolution and tunnel establishment with a
PDG in VPLMN.

Note: The configuration of the WLAN UE regarding W-APNSs can be controlled by e.g. USIM Application Toolkit-

2.1.

2.2,

2.3.

24.

based mechanisms.

UE constructs an FQDN using the W-APN Network Identifier and VPLMN ID as the Operator Identifier and
performs a DNS query to resolve it. The DNS response will contain one or more | P addresses of equivalent
PDGs that support the requested W-APN in the VPLMN according to standard DNS procedures.

If the VPLMN does not support the W-APN, then the DNS query returns a negative response. In this case, the
WLAN UE continues with step 3.

The WLAN UE selectsa PDG from the list received in step 2.1, and the establishment of an end-to-end tunnel
is performed between the WLAN UE and this PDGs. The WLAN UE shall include the W-APN and the user
identity in the initial tunnel establishment request.

During the tunnel establishment, the PDG contacts the 3GPP AAA Server inthe HPLMN viathe 3GPP AAA
proxy for authorization of the WLAN UE and to retrieve the information required for the mutual
authentication part of the tunnel establishment.

The 3GPP AAA Server verifies that the user requesting the tunnel establishment has been already successfully
WLAN Access Authorized. If not, the tunnel establishment request is rejected.

If the WLAN UE is not allowed to use a visited-PDG to access the given W-APN, then the tunnel
establishment shall be rejected by the PDG.

If it is not possible to establish the tunnel with any of the PDG recieved from step2.1, or the tunnel
establishment failure reason is that the WLAN UE is not allowed to use a visited-PDG to access the given W-
APN, then the WLAN UE continues with step 3.

During the tunnel establishment procedure, the PDG and the WAG exchange information viathe 3GPP AAA
Proxy in order to establish afiltering policy to allow the forwarding of tunnelled packets to the PDG. The
3GPP AAA Proxy requests the WAG to apply filtering policy based on information obtained from the PDG.
The 3GPP AAA Proxy decides which filtering policy could be applied by the WAG according to local
information (e.g. based on number of users, WAG capabilities, roaming agreement policy, €tc).

3. Depending on internal configuration, or due to the failure of step 2.1 or 2.3, the WLAN UE initiates W-APN
resolution and tunnel establishment with a PDG in HPLMN.

3.1

3.2.

3.3.

34.

UE constructs an FQDN using W-APN Network Identifier and the HPLMN 1D as the Operator Identifier, and
performs a DNS query to resolve it. The DNS response will contain one or more | P addresses of equivalent
PDGs that support the requested W-APN in the HPLMN according to standard DNS procedures.

The WLAN UE selectsa PDG from the list received in step 3.1, and the establishment of an end-to-end tunnel
is performed between the WLAN UE and this PDGs. The WLAN UE shall include the W-APN and the user
identity in the initial tunnel establishment request.

During the tunnel establishment, the PDG contacts the 3GPP AAA Server in the HPLMN for authorization of
the WLAN UE and to retrieve the information required for the mutual authentication part of tunnel
establishment. The 3GPP AAA Server verifies that the user requesting the tunnel establishment has been
aready WLAN Access Authorized. If not, the tunnel establishment request is rejected.

If the WLAN UE is not alowed to use a Home PDG to access the given W-APN according to his
subscription, then the tunnel establishment shall be rejected by the Home PDG.

During the tunnel establishment, the PDG and the WAG exchange information via the 3GPP AAA Server and
3GPP AAA Proxy in order to establish afiltering policy to allow the forwarding of tunnelled packets to the
PDG. The 3GPP AAA server requests to the WAG to apply filtering policy based on information obtained
from the PDG. The 3GPP AAA server decides which filtering policy could be applied by the WAG according
to local information (e.g. based on number of user, WAG capabilities, roaming agreement policy, etc). The
applied filtering policy is communicated to the Home-PDG.
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7.9.1 Redirection

In the above procedures, the WLAN UE may not be authorised to access the requested W-APN through the selected
PDG. This may occur for the following reasons:

Q) The requested W-APN is not supported by the network
(i) The user is not subscribed to the requested W-APN

(iii) The PDGisinthe VPLMN and the user's subscription indicates that VPLMN accessis not
alowed for the requested W-APN

(iv) The operator does not wish to include all PDG addresses in DNS and so (for example) al initial
requests are handled by a default PDG which may not be the correct PDG for the requested W-
APN

(v) The user has not supplied an explicit requested W-APN. Thisis treated as arequest for the first
appropriate subscribed W-APN, or for anetwork default W-APN (if awildcard W-APN is
included in the subscription), as per 23.060 Annex A.

In cases (i), (ii) and (iii), the request is simply rejected. In case (iii), the WLAN UE may attempt tunnel
establishment to the HPLMN as described in Section 7.8.

In cases (iv) and (v) above, the AAA Server may determine that the user is authorised to access the W-APN through
adifferent PDG. The IP address of the alternative PDG is then returned to the WLAN UE in the rejection message
from PDG to WLAN UE. In this case the WLAN UE shall attempt a new tunnel establishment request to the
provided PDG address.

UE WLAN AN WAG Requested PDG 3GPP AAA
PROXY/Server

The initial tunnel establishment request and service authentication &authorization exchange

Authorized PDG

1. Tunnel establishment redirection

2. Tunnel establishment with re-authentication exchanges

w
>
©
©
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3
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)
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=
=
1)
=
©
=
5
<
-
o
-+
0
[}
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Figure 7.9 Message flow of the tunnel establishment with redirection
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During the step 2.3/3.3 in the procedure of clause 7.9, the 3GPP AAA Server authorizes the service to the WLAN UE,
and sends the authorization information to the requested PDG. If requested PDG is not authorized to provide the service
then the AAA server sends a new PDG (Authorized PDG) address and the authorized W-APN, then the following steps
performed:

1. The requested PDG sends tunnel redirection request to the UE with service authorization information (authorized
PDG address, authorized W-APN and the re-authentication parameters provided by the AAA server).

2. The WLAN UE sends an end-to-end tunnel establishment request to the Authorized PDG. Then end-to-end tunnel
establishment begins between the Authorized PDG and the WLAN UE. A re-authentication method should be used
during this tunnel establishment.

3. The Authorized PDG provides filtering information to the WAG asit is specified in clause 7.9.

7.9.2 Subsequent authentication

In the case that the user attempts a subsequent tunnel establishment to a different PDG, it should be possible to avoid
repeating the full authentication process (for example, a shorter re-authentication process should be used). Thisisffsin
Stage 3 work.

7.9.3 Use of DNS

It shall be possible to restrict the propagation of DNS information used for the above mechanism to DNS servers
controlled by the PLMNs and to DNS servers available only to authorised 3GPP WLAN UEs (i.e. those WLAN UEs
which have successfully connected to a 3GPP Interworking WLAN.)

It shall be possible to configure multiple PDG addresses against a single FQDN in a manner which allows the load to be
shared across these PDGs.

Note: The above shall be achieved by standard DNS mechanisms. The usage of TLD and the DNS query performed
by the WLAN UE to resolve the W-APN are left to stage 3. Further details arein [5].

7.9.4 Subsequent tunnel establishment

The subsequent tunnel establishment should follow the same procedure as in the first tunnel establishment.

7.10 Tunnel disconnection procedures

Tunnel disconnection can be either:
- Initiated from the WLAN UE, as aresult of an explicit deactivation/de-registration from the service.

- Initiated from the PDG, e.g. due to timeout of the tunnel connection or request from the AAA server or other
network entities.

Tunnel disconnection is specified for the following situations:

- Normal service termination resulting from an end user requesting termination of the end-to-end tunnel
connection using tunnel control signalling or deletion of the | P bearers associated with a service,

- Servicetermination resulting from network operator intervention,
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- Lossof radio connections which are used to transport the tunnel signalling.

The tunnel disconnection message exchanges between the WLAN UE and the PDG are performed basing on the
specific tunnel control signalling protocol. The WLAN UE and the PDG release the control information associated
with the tunnel during the exchange, and the PDG should send atunnel release report to the 3GPP AAA server to
update the corresponding subscriber’ s service connection information and status in the 3GPP AAA server,e.g. the
service/tunnel connection activation info, the allocated |P address, etc. Thefiltering policy information applied on
the WAG should aso be removed. if necessary.

7.10.1 WLAN UE initiated tunnel disconnection

@ @ @ 3CGPP AAA server HSS

| aasa + unneal FaYal
Per-EasSe—tthhnet €6 P

1.the UE deternin to
rel ease the tunnel

No

3. Rel ease t he 3. Tunnel
— 3Release—ack tunnel resource [(—discenrecti-op
and info Report
4. Rel ease the tunnel 5a. serivice info/status
resource and info updat e

5b.filtering policy remove fromVAG

Figure 7.20 WL AN UE initiated tunnel disconnection
1. The WLAN UE determine to release the tunnel, e.g. due to the normal service termination operation.
2. The WLAN UE send a Release tunnel request to the PDG.

3. Upon receiving the Release tunnel request, the PDG sends a Rel ease acknowledgement to the WLAN UE, releases
the resources and the associated control information of the tunnel, and sends a Tunnel disconnection report to the 3GPP
AAA server.

4. Upon receiving the Release acknowledgement, the WLAN UE releases the resources and the control information of
the tunnel.

5. Upon receiving the Tunnel disconnection report, the 3GPP AAA server updates the related service information
and/or status of the subscriber; and removes the filtering policy related to the disconnected tunnel from WAG if
necessary.

7.10.2 The network initiated tunnel disconnection
1. The PDG determines to release the tunnel, e.g. due to timeout of the tunnel connection or arequest from the AAA

server, or due to a network initiated normal service termination or a service termination resulting from network
operator intervention.
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2. The PDG sends a Release tunnel request to the WLAN UE.

3. Upon receiving the Release tunnel request, the WLAN UE releases the resources and the associated control
information of the tunnel, and sends the Rel ease acknowledgement to the PDG.

4. Upon receiving the release acknowledgement, the PDG releases the resources, the associated control information of
the tunnel, and the related service authorization information; and sends a Tunnel disconnection report to the 3GPP AAA
server.

5. Upon receiving the Tunnel disconnection report, the 3GPP AAA server updates the related service information
and/or status of the subscriber; and removes the filtering policy related to the disconnected tunnel from WAG if

necessary.
3 - @ . 3 =
server

1.the PDGdeternin to
rel ease the tunnel

- 2—Helease—tunnel—eq
3. Rel ease the t_unnel 3 Rel-easle—ack -
resource and info
4. Rel ease the 4. Tunnel
tunnel resource i j
and info Repor t

5a.serivice info/status
updat e

5b.filtering policy renmove fromVWAG

Figure 7.11 the network initiated tunnel disconnection

7.10.3 Disconnection of the last tunnel for a WLAN UE

If the PDG detects that the disconnected tunnel isthe last tunnel between the PDG and the WLAN UE, then dl the
WLAN UE related authorization and profile information could be removed from the PDG during the tunnel
disconnection process.

In case the 3GPP AAA server decides to disconnect the WLAN UE after the disconnection of the tunnel, a
disconnection procedure will proceed as described in section 7.6 (step2-4),

After the WLAN UE disconnected, if the 3GPP AAA Server decides to remove the WLAN UE's information from the
3GPP AAA Server, the 3GPP AAA Server notifies HSS using Wx procedure “Purge” that the WLAN registration in the
3GPP AAA Server has been cancelled. The HSS removes the state related to that 3GPP AAA Server, e.g., the address
of the serving 3GPP AAA Server for the identified subscriber.
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Annex A (informative):
Refererence Points Signalling Flows

Editor's Note: In this annex, references to Diameter should be considered as informative examples.

A.1  Signalling Sequences examples for Wa Reference
Point

A.1.1  Authentication, Authorisation and Session Key delivery

The purpose of this signalling sequence isto carry WLAN UE - 3GPP AAA Server authentication and authorisation
signalling over the Wareference point. As aresult of a successful authentication, authorisation information and session
keying material for the autenticated session is delivered from the 3GPP AAA Server to the WLAN.

This Wasignalling sequence isinitiated by the WLAN when authentication and authorisation of aWLAN UE is
needed. This can take place when anew WLAN UE accesses WLAN, when aWLAN UE switches between WLAN
APs or when a periodic re-authentication is performed.

The signalling sequence shown is based on Diameter. For signalling to WLANSs using RADIUS the conversion defined
in Diameter specification shall be used.
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3GPP AAA

v

1. Diameter EAP_Request

[ EAP Response/ Identity (NAI)] d
% Diameter_EAP_Answer E
[ EAP Request]
3. Diameter_EAP_ Request" i
[ EAP Response] "

2N. Diameter EAP_Answer
[ EAP Success, Authorisation Info,

<

Session Keying material]

]

]

Figure A.1.1 Signalling example on Wa Reference Point for Authentication and Authorisation

The WLAN initiates authentication procedure towards 3GPP network by sending Diameter EAP_Request
message to 3GPP AAA Server. This Diameter message carries encapsulated EAP Response/ldentity message
to 3GPP AAA Server. This message also carries a Session-1D used to identify the session within the WLAN
and optionally a well-defined identification of the WLAN AN (e.g. transported in the NAS-Identifier

parameter).

3GPP AAA Server performs the authentication procedure based on information retrieved from HSS/HLR.
3GPP AAA Server sends message Diameter_ EAP_Answer to WLAN. This message carries encapsul ated
EAP Request message. The content of the EAP Request message is dependent on the EAP type being used.

WLAN conveys the EAP Reguest message to the WLAN UE.

WLAN UE respondsto WLAN by a EAP Response message. WLAN encapsulates it into
Diameter EAP_Request message and sendsit to 3GPP AAA Server. The contents of the EAP Response

message is dependent on the EAP type being used.

The number of roundtrip Diameter signalling exchanges similar to the signal pair 2 and 3 is dependent e.g. on the

EAP

type being used.

2N. When 3GPP AAA server has successfully authenticated and authorised the 3GPP subscriber, the 3GPP AAA
Server sends final Diameter EAP_Answer message carrying encapsulated EAP Success message to WLAN.

WLAN forwards the EAP Success message to the WLAN UE.
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This Diameter_ EAP_Answer message al so carries the authorisation information (e.g. NAS Filter Rule or
Tunnelling attributes) for the authenticated session. Message also carries the keying material from 3GPP
AAA Server to WLAN to be used for the authenticated session by WLAN.

A.1.2 Immediate purging of a user from the WLAN access

The purpose of this signalling sequence is to indicate to the WLAN that a specific WLAN UE shall be disconnected
from accessing the WLAN interworking service.

This signalling sequence isinitiated by the 3GPP AAA Server when a WLAN UE needs to be disconnected from
accessing WLAN interworking service. For example, aWLAN UE used by a 3GPP subscriber may need to be
disconnected when the 3GPP subscriber's subscription is cancelled or when the 3GPP subscriber’s online charging
account expires.

The signalling sequence shown is based on Diameter. For signalling to WLANSs using RADIUS the conversion defined
in Diameter specification shall be used.

WLAN 3GPP AAA
server

A UE needsto be
disconnected

1. Diameter_Abort
Session_Request
[Session I1D]

<

2. Diameter_Abort_
Session_Answer

[Session ID]
1 ]

Figure A.1.2 Signalling example on Wa Reference Point for User Purging

g

1.  When 3GPP AAA Server needsto disconnect (e.g. after receiving an external trigger) a 3GPP subscriber
from the WLAN access service, the 3GPP AAA Server sends a Diameter_Abort_Session_Request to WLAN.
This message contains the Session 1D by which the session isidentified within WLAN.

2. WLAN responds by Diameter_Abort_Session_Answer as defined in Diameter.
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A.2  Signalling Sequences examples for Wx Reference
Point

A.2.1 Authentication Information Retrieval

This signalling sequence isinitiated by a 3GPP AAA Server when anew set of authentication information for agiven
subscriber is to be retrieved from an HSS/HLR.

3GPP AAA HSS
server

New Authentication
vectors required

1. "AUTH INFO REQUEST"

—>
[User Identity]
2."AUTH INFO REPLY"
<L
[Set of Authentication vectors,
set of new temp. IDsfor EAP/AKA]
] L]

Figure A.2.1 Signalling example on Wx Reference Point for Authentication Information Retrieval

1. 3GPP AAA server detectsthat it requires new authentication vectors for a given 3GPP subscriber. This can
happen for example, when a new 3GPP subscriber has accessed 3GPP AAA Server for authentication or when
anew set of authentication information is required for one of the 3GPP subscribers already registered in the
3GPP AAA server.

3GPP AAA server sends"AUTH INFO REQUEST" message to the HSS/HL R requesting a set of
authentication vectors. In the message the subscriber isidentified by the IMS, which is derived by the 3GPP
AAA server from the username part of the NAI

Editor's Note: For USIM authentication (EAP/AKA) it is ffs whether the temporary identifiers should instead of
HSSHLR be allocated in the 3GPP AAA Server, i.e. whether IMS or Temporary identifier Is used as user identity
over Wx.

2. HSS/HLRreplieshby a"AUTH INFO REPLY" message containing the requested authentication vectors.

For USIM authentication (EAP/AKA) HSS/HLR has also allocated a new set of pseudonyms for the subscriber
to be given to the subscriber in each subsequent authentication.

Editor's Note: It is ffs whether the temporary identifiers should instead of HSSYHLR be allocated in the 3GPP AAA
Server

In case of UMTS AKA authentication, each authentication vector consists of RAND, XRES, AUTN, CK,

3GPP



Release 6 58 3GPP TS 23.234 V2.5.0 (2004-03)

and IK.

3GPP AAA Server stores the authentication vectors and pseudonyms to be used in future authentication
procedures for the subscriber.

A.2.2 Subscriber Profile Retrieval

Thissignalling sequenceisinitiated by a 3GPP AAA Server when a new subscriber has accessed the 3GPP AAA server
and the subscription profile information of that subscriber is not available in the 3GPP AAA server. Thissignalling
sequence can also be used if for some reason the subscription profile of a subscriber islost. Subscription profile
contains e.g. authorisation information.

3GPP AAA HSS
server

UE needs
to be authorised

1."SUBSCRIBER PROFILE
REQUEST" <

[User Identity]

"Subscriber Profile Update"
procedure

1 I

Figure A.2.2 Signalling example on Wx Reference Point for Subscriber Profile Retrieval

1. 3GPP AAA server detectsthat it requires the subscription profile for a given 3GPP subcriber. For example.
this can happen when a new subscriber has accessed the 3GPP AAA Server for authentication.

3GPP AAA server sends "SUBSCRIBER PROFILE REQUEST" message to the HSS/HLR requesting the
subscriber's profile to be downloaded to the 3GPP AAA server. In the message the subscriber isidentified by a
unique identifier which is used as the username part of the NAI identity.

In case of USIM authentication (EAP/AKA) the utilised unique identifier shall be the pseudonym (associated
withthe IMSI) alocated in the previous authentication or, in case of the very first authentication, the IMSI.

Editor's Note : it isffs whether the temporary identifiers should instead of HSS'HLR be allocated in the 3GPP AAA
Server, i.e. whether IMS or Temporary identifier |sused as user identity over Wx.
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2. Atreception of "SUBSCRIBER PROFILE REQUEST" message, the HSS/HLR initiates a Subscriber Profile
Update procedure towards the 3GPP AAA Server. The Subscriber Profile Update procedureis explained in
the following clause.

A.2.3  Subscriber Profile Update

This signalling sequence isinitiated by the HSS/HL R when subscriber profile needs to be sent to a 3GPP AAA server.
This can be due to an explicit request from the 3GPP AAA Server or due to a modification or cancellation of
subscription in the HSS/HLR.

3GPP AAA
server

Subscriber Profile
needs to be sent to
3GPP AAA Server

1. "SUBSCRIBER PROFILE"
[Permanent Identity

WLAN Profile]
2. "PROFILE ACK"
>
I L]

Figure A.2.3 Signalling example on Wx Reference Point for Subscriber Profile Update

1. HSS/HLR initiates the signalling when a subscriber profile needs to be sent to a 3GPP AAA server. This can be
due to an explicit request from the 3GPP AAA Server or due to a modification or cancellation of subscription in
the HSS/HLR.

HSS/HLR sends "SUBSCRIBER PROFILE" message to 3GPP AAA Server. For example. this message includes

- Users permanent unique identifier. In case of USIM authentication (EAP/AKA) the utilised unique identifier
shall betheIMS

- service authorisation information,

- charging mechanism (offline/ online),
- incase of online charging the DNS name of the subscribers online charging system

3GPP AAA Server stores the subscriber profile information.

2. 3GPP AAA Server acknowledges the reception of the subscriber profile information by sending "PROFILE
ACK" message to the HSS/HLR.
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A.2.4  WLAN Registration

Thissignalling sequence isinitiated by the 3GPP AAA Server when a new subscriber has been authenticated and
authorised by the 3GPP AAA server. The purpose of this procedure is to register the current 3GPP AAA Server address
inthe HSSYHLR.

3GPP AAA
server

HSS

|
UE is authenticated &
authorised

1."WLAN REGISTRATION"

[ Permanent subscriber identity, 3GPP
AAA Server Name]

2."REGISTRATION CONFIRM"
[Permanent subscriber identity]
1 ]

Figure A.2.4 Signalling example on Wx Reference Point for Subscriber Registration

1.  3GPPAAA server initiates the signalling when a new 3GPP subscriber has been authenticated and authorised
by the 3GPP AAA server. 3GPP AAA server sends WLAN REGISTRATION message to the HSS/HLR.
This message contains the address/name of the 3GPP AAA Server and the permanent subscriber identifier. In
case of USIM authentication (EAP/AKA) the unique identifier shall be the IMSI.

2. HSS/HLR confirms the reception of the WLAN REGISTRATION message by REGISTRATION CONFIRM
message.

A.2.5 Cancel Registration

This signalling sequenceisinitiated by a HSS when subscription has to be removed from 3GPP AAA Server. This can
happen when the subscription is cancelled in HSS.
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3GPP AAA
=

Registration from 3GPP)
AAA Server hasto be
canceled

%."CANCEL WLAN REGISTRAT/ION

[Permanent Identity]

2. 'CANCEL REGISTRATION éCK"

1 1

Figure A.2.5 Signalling example on Wx Reference Point for Registration Cancellation

1. HSS/HLR initiates the signalling when the registration of a 3GPP subscriber has to be cancelled from a 3GPP
AAA server. Subscriber isidentified by his permanent user identity.

2.  3GPP AAA Server confirms the reception of the CANCEL WLAN REGISTRATION message by CANCEL
REGISTRATION ACK message.

A.2.6  Purge Function for WLAN interworking

The Purge function allows a 3GPP AAA server to inform the HSS that it has deleted the information of a disconnected
(either logged off or exceptionally disconnected from the WLAN interworking service) subscriber. The 3GPP AAA
server may, as an implementation option, delete the information of a subscriber immediately after the implicit or
explicit logging off of the subscriber. Alternatively, the 3GPP AAA server may keep the information of the
disconnected subscriber for some time, such as the subscriber profile and the authentication information retrieved from
the HSS, so that the information can be reused at alater connection period without accessing the HSS.

When the 3GPP AAA server deletes the information of a subscriber, it shall initiate the Purge procedure asillustrated in
the following figure. Each step is explained in the following.

| 3GPPAAA server R6 HSS

1. Purge WLAN INFO

L
& Purge WLAN INFO Ack

Figure A.2.6 Signalling example on Wx Reference Point for Purge Procedure

1) After deleting the information of a disconnected subscriber, the 3GPP AAA server sends a Purge WLAN INFO
message to the HSS.

2) TheHSSrecord a“WLAN INFO Purged” value and acknowledges with a Purge WLAN INFO Ack message.
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A.3  Signalling Sequences examples for D' Reference
Point

A.3.1 Authentication Information Retrieval

3GPP AAA HLR
Server

New Authentication
Vectors Required

1. “MAP_SEND AUTHENTICATION_INFO
Request[IM S, Number of Requested Vectors]” )|
2. “MAP_SEND AUTHENTICATION_INFO
< Response[IM S|, Authentication Vectors]"
1 1

Figure A.3.1 Authentication Information Retrieval using D' interface

1. 3GPPAAA server detectsthat it requires new authentication vectors for a given 3GPP subscriber. This
can happen for example, when a new 3GPP subscriber has accessed 3GPP AAA Server for authentication
or when a new set of authentication information is required for one of the 3GPP subscribers already
registered in the 3GPP AAA server.

3GPP AAA server sends"MAP_SEND_AUTHENTICATION_INFO Request" message to the HSS/HLR
reguesting a set of authentication vectors. In the message, the subscriber isidentified by a unique
identifier, IMSI.

2. HSS/HLRrepliesby a" MAP_SEND_AUTHENTICATION_INFO Response" message containing the
requested authentication vectors.

In case of UMTS AKA authentication, each authentication vector consists of RAND, XRES, AUTN, CK, and IK.
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A.3.2 Subscriber Profile Retrieval

3GPP AAA
server HLR
UE needs
to be authorized
1.“MAP_RESTORE_DATA[IMSI]
>

2“MAP_INSERT _SUBSCRIBER DATA[IMSI, subscriber_data]’
<

[ 1

Figure A.3.2 Subscriber Profile Retrieval using D' interface

1. 3GPP AAA server detectsthat it requires the subscription profile for a given 3GPP subscriber. For
example, this can happen when a new subscriber has accessed the 3GPP AAA Server for authentication.

3GPP AAA server sends"MAP_RESTORE _DATA" message to the HSS/HL R requesting the subscriber's
profile to be downloaded to the 3GPP AAA server. In the message the subscriber isidentified by IMSI.

2. At reception of "MAP_RESTORE_DATA" message, the HSS/HLR initiates a
MAP_INSERT_SUBSCRIBER_DATA procedure towards the 3GPP AAA Server.

Since pre-R6 Subscriber Data recordsin HLR do not have any standardized information related to WLAN subscription,
the choice and interpretation of the retrieved datais left up to the operator.

A.4  Gr' Signalling Mechanisms to support WLAN service

A4l Introduction

The following sections describe the use of existing GPRS parameters and signalling mechanisms to support the WLAN
services when interworking with legacy HLRs.

The table shows alist of parametersin existing HLR and suggests possible use in context of WLAN operation.
However actual use and interpretation isleft to the operator.
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Existing GPRS parameter Possible WLAN use

IMSI Subscribers | dentity

PDP Context subscription record Services Subscriber has accessto

VPLMN Address Allowed Subscriber’ s ability to use service while roaming
SGSN Number, SGSN Address Indicate the serving 3GPP AAA Server
Authentication Vectors Authentication and ciphering

Following procedures are relevant between 3GPP AAA Server and HLR with respect to the information identified
above. These messages are exchanged over the Gr’ interface:

- Authentication information retrieval viainfoRetrieval procedure
- Subscriber Information retrieval via gprsLocationUpdate procedure

- Deletion of subscription via cancel Location procdeure.

It isimportant to note that use of gprsLocationUpdate procedure from WLAN will detach the subscriber from GPRS.

Further proprietary work with possible impact to existing HLR and/or SGSNs is nhecessary to support simultaneous
connections when Gr’ signalling is used for WLAN purposes.

A.4.2  InfoRetrieval procedure:

Using this procedure the 3GPP AAA server can request for the Authentication Vectors for the user (IMSI) by initiating
SEND-AUTHENTICATION-INFO message to HLR. HLR/AuC validates the user (IMSI) and generates Authentication
Vectors and responds back with SEND-AUTHENTICATION-INFO-ACK message that contains the generated
Authentication Vectors.

TheinfoRetrieval (Authentication) procedureisillustrated in Figure X below.

3GPPAAA G’ HLR
SERVER

SEND AUTHENTICATION INFO

-

SEND AUTHENTIGATION INFOACK
<

Figure A.4.1. infoRetrieval procedure

A.4.2  GprsLocationUpdate procedure:

Using this procedure the 3GPP AAA server can update the HL R with the local storage area information of the user and
request HLR for the subscriber information (services, roaming, etc). 3GPP AAA server initiates this procedure by
sending UPDATE-LOCATION message with the local storage area information. HL R sends the subscriber information
through INSERT-SUBSCRIBER-DATA, which 3GPP AAA server acknowledges. HLR repeats the above procedure
until all the dataiis sent. On successful completion of above procedure HLR responds with UPDATE-LOCATION-
ACK message.

The gprsLocationUpdate (Subscriber Information retrieval) procedure isillustrated in Figure X.1 below.
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3GPPAAA G’ HLR
SERVER

UPDATE-LOCATION

>
INSERT-SUBSCRIBER-DATA

<
INSERT-SUBSCRIBER-DATA-ACK

>
UPDATE-LOCATION-ACK

<

Figure A.4.2 gprsLocationUpdate procedure

A.5  Example of Authentication procedures

A5.1 EAP/AKA Procedure

USIM based authentication may be based on existing AKA method. In the case of WLAN-3GPP system interworking,
this method should be supported by a generic authentication mechanism (independently of the underlying WLAN
standard), e.g. EAP. EAP/AKA authentication mechanism is described in Internet Draft draft-arkko-pppext-eap-aka.
The current version is 05 (draft-arkko-pppext-eap-aka-05.txt). The following procedure is based on EAP/AKA
authentication mechanism:
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3GPP
AAA-serv

2. EAP Request/Identity

<l
-

3. EAP Response/ldentity

[NAI based on atemp. identifier or IM SI]

10. EAP Request/AKA -Challenge
[RAND, AUTN, Encrypted temp. identifier]

4.

5. EAP Response/ldentity

[NAI based on atemp. identifier or IM SI]

9. EAP Request/AKA -Challenge
[RAND, AUTN,|Encrypted temp. identifier]

r

HSS/
HLR

6.

o
Bl

11.

12. EAP Response/AKA-C

[RES]

hallenge

13. EAP Response/AK A-Challenge
[RES]

[y
| o

14.

15. EAP Success
[keying material]

16. EAP Success

—/

—— ——

Figure A.5.1 Authentication based on EAP AKA scheme
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1. After WLAN connection establishment, Extensible Authentication Protocol is started with aWLAN technology
specific procedure (out of scope for 3GPP).
2. The WLAN sends an EAP Request/Identity to the WLAN UE.
EAP packets are transported over the WLAN interface encapsulated within a WLAN technology specific protocol.

3. The WLAN UE starts EAP AKA authentication procedure by sending an EAP Response/ldentity message. The
WLAN UE sendsitsidentity complying with Network Access Identifier (NAI) format specified in RFC 2486.
NAI contains the temporary identifier allocated to WLAN UE in previous authentication if available and valid.
Otherwise, the NAI shall contain the IMSI.

NOTE 1 : generating an identity conforming to NAI format from IMSI is defined in EAP/AKA draft (draft-arkko-
pppext-eap-aka-05.txt).

4. The3GPP AAA Server ischosen based on the NAI.
NOTE 2 : Diameter/RADIUS proxy chaining and/or Diameter referral can be applied to find the AAA server.
5. The 3GPP AAA server receives the EAP Response/ldentity packet that contains the subscriber identity.

6. 3GPP AAA Server checksthat it has an authentication vector available (RAND, AUTN, XRES, IK, CK) for the
subscriber from previous authentication. If not, a set of authentication quintupletsis retrieved from HSS/HLR. If
atemporary identifier is provided, it is mapped to the corresponding IMSI.

7. 3GPP AAA server checksthat it has the WLAN access profile of the subscriber available. If not, the profileis
retrieved from HSS/HLR. 3GPP AAA Server verifies that the subscriber is authorized to use the WLAN service.

Although this step is presented after step 6 in this example, it could be performed at some other point, however
before step 14. (Thiswill be specified as part of the Wx interface.)

8. New keying material is derived from IK and CK. The extra keying material isrequired in order to passthe
encrypted and integrity protected temporary identifier to the WLAN UE. The keying material may also be used
for WLAN technology specific confidentiality or integrity protection.

A new temporary identifier is chosen and encrypted. Temporary identifier format is FFS.

9. 3GPPAAA Server sends RAND, AUTN, and encrypted temporary identifier to WLAN in EAP Request/AKA-
Challenge message.

10. The WLAN sends the EAP Reguest/AK A-Challenge message to the WLAN UE

11. WLAN UE runs UMTS agorithm on the USIM. The USIM verifiesthat AUTN is correct and hereby
authenticates the network. If AUTN isincorrect, the terminal rejects the authentication (not shown in this
example). If the sequence number is out of synch, terminal initiates a synchronization procedure (not shown in
thisexample). If AUTN is correct, the USIM computes RES, IK and CK.

WLAN UE derives required additional keying material from IK and CK. WLAN UE decrypts temporary
identifier and saves it to be used on next authentication.

12. WLAN UE sends EAP Response/AKA-Challenge containing calculated RESto WLAN
13. WLAN sends the EAP Response/AK A-Challenge packet to 3GPP AAA Server
14. 3GPP AAA Server compares X RES and the received RES.

15. If the comparison in step 14 is successful, then 3GPP AAA Server sends the EAP Success message to WLAN.
The 3GPP AAA Server includes the derived keying material in the message. WLAN stores the keying material
to be used in communication with the authenticated WLAN UE.

16. WLAN informs the WLAN UE about the successful authentication with the EAP Success message. Now the
EAP AKA exchange has been successfully completed, and the WLAN UE and the WLAN share session key
material.
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NOTE 3: The 3GPP AAA Server that isreferred to in this diagram is the one that actually realises the

authentication. If AAA Proxies are used between the WLAN Access Network and the AAA Server, they
are not referred to in this diagram.

NOTE 4: Temporary identifier is only used for authentication purpose. User identification on the data path is done
by the Access Point in away that is proper to the WLAN.

A5.2 EAP SIM procedure

SIM based authentication shall be based on existing GSM AKA method but shall include enhancements for network
authentication. In the case of WLAN-3GPP system interworking, this method should be supported by a generic
authentication mechanism (independently of the underlying WLAN standard), e.g. EAP.

EAP SIM authentication mechanism is described in Internet Draft draft-haverinen-pppext-eapsim. The current version
is 06 (draft-haverinen-pppext-eap-sim-06.txt).

The following procedure is based on EAP SIM authentication mechanism:
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3GPP HSS/
AAA-sery HLR

a. EAP Request/Identity
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Figure A.5.2 Authentication based on EAP SIM scheme
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1.

After WLAN connection establishment, Extensible Authentication Protocol is started with aWLAN technology
specific procedure (out of scope for 3GPP).

The WLAN sends an EAP Reguest/Identity to the WLAN UE.

EAP packets are transported over the WLAN interface encapsulated within a WLAN technology specific
protocol.

The WLAN UE starts EAP SIM authentication procedure by sending an EAP Response/ldentity message. The
WLAN UE sendsitsidentity complying to Network Access Identifier (NAI) format specified in RFC 2486. NAI
contains the temporary identifier allocated to WLAN UE in previous authentication if available and valid.
Otherwise, the NAI shall contain the IMSI.

NOTE 1 : generating an identity conforming to NAI format from IM S| is defined in EAP/SIM (draft-haverinen-

4.

pppext-eap-sim-06.txt).
The 3GPP AAA Server is chosen based on the NALI.

NOTE 2 : Diameter/RADIUS proxy chaining and/or Diameter referral can be applied to find the AAA server.

5.
6.

9.

The 3GPP AAA server receives the EAP Response/ldentity packet that contains the subscriber identity.

The 3GPP AAA Server guesses, based on the NAI, that the subscriber isa GSM user; hence it sends the EAP
Request/SIM-Start packet to WLAN.

WLAN sends the EAP Request/SIM-Start packet to WLAN UE

The WLAN UE chooses a fresh random number NONCE_MT. The random number is used in network
authentication.

The WLAN UE sends the EAP Response/SIM-Start packet, containing NONCE_MT, to WLAN
WLAN sends the EAP Response/SIM-Start packet to 3GPP AAA Server

10. 3GPP AAA Server checksthat it has N (usually two or three) available authentication triplets (RAND, SRES,

Kc) for the subscriber from previous authentication. Several triplets are required in order to generate longer
session keys. If N triplets are not available, a set of authentication tripletsisretrieved from HSSHLR. If a
temporary identifier is provided, it is mapped to the corresponding IMSI.

Although this step is presented after step 9 in this example, it could be performed at some other point, for
exampl e after step 5, however before step 12. (This will be specified as part of the Wx interface.)

11. 3GPP AAA server checksthat it hasthe WLAN access profile of the subscriber available. If not, the profileis

retrieved from HSS/HLR. 3GPP AAA Server verifiesthat the subscriber is authorized to use the WLAN service.

Although this step is presented after step 10 in this example, it could be performed at some other point, however
before step 18. (Thiswill be the specified as part of the Wx interface.)

12. New keying material is derived from NONCE_MT and N Kc keys. The extrakeying material isrequired in order

to calculate a network authentication value and to pass the encrypted and integrity protected temporary identifier
to the WLAN UE. The keying material may also be used for WLAN technology specific confidentiality or
integrity protection.

A message authentication code (MAC) is calculated over the RAND challenges using a newly derived key. This
MAC is used as a network authentication value.

A new temporary identifier is chosen and encrypted.

3GPP AAA Server sends RAND, MAC, and encrypted temporary identifier to WLAN in EAP Request/SIM-
Challenge message.

13. The WLAN sends the EAP Reguest/SIM-Challenge message to the WLAN UE

14. WLAN UE runsthe GSM A3/A8 algorithms N times, once for each received RAND.

This computing gives N SRES and K¢ values.
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The WLAN UE derives additional keying material from N Kc keysand NONCE_MT.

The WLAN UE calculatesits copy of the network authentication MAC and checks that it is equal with the
received MAC. If the MAC isincorrect, the network authentication has failed and the WLAN UE cancels the
authentication (not shown in this example). The WLAN UE continues the authentication exchange only if the
MAC is correct.

WLAN UE decrypts temporary identifier and savesit to be used on next authentication.
WLAN UE calculates a combined response value MAC_SRES from the N SRES responses.
15. WLAN UE sends EAP Response/SIM-Challenge containing calculated MAC_SRES to WLAN
16. WLAN sends the EAP Response/SIM-Challenge packet to 3GPP AAA Server
17.3GPP AAA Server comparesits copy of the MAC_SRES with the received MAC_SRES.

18. If the comparison in step 17 is successful, then 3GPP AAA Server sends the EAP Success message to WLAN.
The 3GPP AAA Server includes the derived keying material in the message. WLAN stores the keying material
to be used in communication with the authenticated WLAN UE.

19. WLAN informs the WLAN UE about the successful authentication with the EAP Success message. Now the
EAP SIM exchange has been successfully completed, and the WLAN UE and the WLAN share session key
material.

NOTE 3: The 3GPP AAA Server that isreferred to in this diagram is the one that actually realises the
authentication. If AAA Proxies are used between the WLAN Access Network and the AAA Server, they
are not referred to in this diagram.

NOTE 4: Temporary identifier is only used for authentication purpose. User identification on the data path is done
by the Access Point in away that is proper to the WLAN

NOTE 5: the derivation of the value of N isfor further study

A5.3 Alternative EAP initialisation

The following figure shows an example where the realm identifying the 3GPP AAA server isretrieved by a method
linked with the WLAN technology. Once the Diameter connection isinitialized, the 3GPP AAA server can start the
EAP identity request phase if necessary.

Editor’ s Note: the application of this procedure to |EEE 802.11 needs to be studied further.
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UE WLAN 3GPP AAA
Server

N

< WLAN association >

< Realm retrieval >

EAP over diameter \
initialization /

EAP-Request/identity

EAP-Response/identity

— ' — : —

Figure A.5.3 End-to-end EAP initialisation session

A.5.4  Re-authentication message sequence chart

The message sequence chart below illustrates the operation on re-authentication.

@uan B —
AA Sery

1

2. EAP Identity Response, including a re-authentication identity

3. Re-authentication request
Encrypted counter, NONCE_S and next re-authentication identity
MAC to cover the whole packet

A

4. Re-authentication response
Encrypted counter
MAC to cover the packet and NONCE_S

A 4

5. EAP Success

A

Figure A.4.4 Re-authentication signalling sequence
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1. Either the WLAN UE or the WLAN initiates the authentication procedure with WLAN technology specific
means. The WLAN UE isrequested to send its identity

2. WLAN UE wishes to use the re-authentication procedure and therefore uses a re-authentication identity

3. 3GPP AAA server recognizes the re-authentication identity and agrees on using re-authentication. The 3GPP
AAA server sends a re-authentication request (of the EAP type EAP/SIM or EAP/AKA) to the WLAN UE.
The request contains an encrypted counter, an encrypted server challenge (NONCE_S) and a Message
Authentication Code to cover the whole packet. The packet may also include an encrypted next re-
authentication identity for next re-authentication

4, WLAN UE verifies the Message Authentication Code and checks that the counter value is fresh. If
successful, the WLAN UE responds with a re-authentication response packet that includes the counter value
encrypted and a Message Authentication Code that covers the EAP packet and the server challenge
NONCE_S

5. 3GPP AAA server verifies the Message Authentication Code and the counter. If successful, the 3GPP AAA
server sends EAP Success to the WLAN UE.

WLAN UE and 3GPP AAA Server derive new session keys. 3GPP AAA Server sends the session keysto
WLAN.

Annex B (informative):
WLAN Radio Technologies
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Attribute 802.11b Bluetooth 802.11a HiperLan/2 802.11g
Frequency 2.4 GHz 2.4 GHz 5 GHz 5 GHz 2.4 GHz
Physical Direct Frequency Orthogonal OFDM Orthogonal Frequency
Layer Sequence Hopping Frequency Division
Spread Spread Division Multiplexing/Complementary
Spectrum Spectrum Multiplexing Code Keying
(DSSS) (OFDM)
(FHSS) OFDM/CCK
Channel 22 MHz 1MHz 22 MHz 22 MHz 22 MHz
Width
Range 150 ft 30 ft (with 100 ft Expected 150 ft (indoors)
(indoors) 1Imw) (indoors) to be
same as (speed varies as distance
300 ft 200 802.11a from Access Point)
(outdoors) ft(outdoors)
Data 1,2,6,11 720 Kbps 6,9,12,18,36,54 | Same as Up to 54 Mbps
Throughputs Mbps Mbps (speed 802.11a
varies as
distance from
Access Point)
MAC CSMA/CA in | Time Division Same as TDMA with Same as 802.11b
Distributed | Duplex (TDD) 802.11b TDD
Coordinated with a
Function Master/Slave
Mode (DCF) Polling
Mechanism
(optional)
Polling
Based in
Point
Coordination
Function
(PCF)
Miscellaneous | High Speed Wire Improve Products Backwards compatible with
Data Replacement; Spectral not 802.11b
Applications Efficiency available
Inexpensive over 802.11b yet
Susceptible
to Low
interference component
from count
Bluetooth
and other Low Power
devices

Table B.1 WLAN Technology Comparison
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Annex C (informative):
Possible interworking architectures between WLAN AN and
PLMN

C.1 WLAN shared by (or connected to) multiple ISPs and PLMNs

Thisistypically when aWLAN AN is owned by an independent entity such as a hotel and the owner allows subscribers
of I1SPsto use their WLAN AN by using the ISP network. However, WLAN AN owned by an ISP or aPLMN may aso
alow other ISP/PLMN subscribers to use the WLAN in asimilar way.

In this situation, the WLAN AN may be connected to multiple ISPs and PLMNs in the layer 2 for scenario 3 as shown
in Figure C.1.1. Another solution using DNS and NAT is described in C.2.3.

Tothisend, VLAN or other layer 2 tunnelling capabilities may be implemented in APs or access controller in WLAN
AN in order to separate traffic of different networks.

The interface between the WLAN AN and the PLMN may be a Layer 2 tunnel, such as VLAN, Martini, or VPLS, etc.
The WAG takes the role of the access router of the WLAN AN. This enables end to end tunnelling for scenario 3, even
when the IP address of the PDG is not routable on the Internet.

Thelocal 1P address of aWLAN UE in scenario 3 belongs to the PLMN’ s | P address space. So, al the packetsto a
WLAN UE shall pass through the PLMN.

PLMN

WEAN Access WAG PDG Internet

Network
Site to site
layer 2 tunnel

Figure C.1.1 Wn Interface when WLAN is connected to multiple ISPs and PLMNs

C.2 Routing packets from WLAN UE when WLAN AN is connected
to multiple VPLMNSs/ISPs and it provides direct Internet access

C.2.1 Separating traffic for different VPLMNSs

When aWLAN AN providing direct Internet access has connections to multiple VPLMNSs it is necessary to route al the
users non-Internet traffic to the correct VPLMN whilst Internet traffic is routed directly to the Internet. The VPLMN
identity is known to the WLAN AN at initial user authentication/authorisation, since the AAA signalling is routed to
that VPLMN, and the Access-Accept received from that VPLMN.
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Therefore, for each VPLMN there must be a separate (logical) router in the WLAN AN which has a connection to that
VPLMN and aso to the Internet (note: this is a ‘logical’ router — it doesn’t represent a restriction on WLAN AN's
physical architecture). This router will receive al the traffic from WLAN UEs that are authenticated through that
VPLMN. We call thisthe “WLAN AN Border Router for VPLMN X”.

Various techniques could be used to ensure that all the WLAN UEs traffic is sent to the correct (logical) router,
including:

* VLANS

A separate VLAN is defined for each VPLMN. The WLAN AN Border Router for a given VPLMN is only
accessible from that VPLMN's VLAN. Appropriate RADIUS AVPs can be used to place the user onto a
particular VLAN. On receiving this instruction, the WLAN AP performs VLAN tagging of all frames from the
user. Since the WLAN AN knows the identity of the correct VPLMN at initial authentication/authorisation time,
thisinstruction can be sent to the AP at thistime.

As aresult, all traffic from the user will be sent to the correct router.

*  Compulsory tunnelling

Standard RADIUS AVPs are used to request the WLAN AP to establish a compulsory tunnel for the WLAN
UEs frames towards the correct router. Again, this can be done at initial authentication/authorisation time.

Other techniques may also exist, but since there is no requirement for signalling from VPLMN to WLAN AN, the
technique chosen is entirely a matter for the WLAN AN operator.

C.2.2 Routing the traffic

The WLAN AN Border Router for a given VPLMN must distinguish Internet traffic (which should be sent directly to
the Internet) from non-Internet traffic (i.e. packets to PDGs — which should be sent to the VPLMN).

One way to achieve thisis for the WLAN AN to recognise the addresses of PDGs. Traffic to a known PDG address is
routed to the VPLMN and other traffic to the Internet. There are several ways the WLAN AN could discover the PDG
addresses:

o Staticaly — HPLMNSs inform VPLMNSs of their PDG addresses and VPLMNs inform WLAN ANs of these
addresses together with any VPLMN PDG addresses. The addresses are statically configured in the routing
tables of the WLAN AN Border Router.

* Dynamically - using standard IP routing protocols — HPLMNs must advertise routes to their PDGs across the
inter-operator backbone. VPLMNs simply pass these advertisements to WLAN ANs along with advertisements
of their own PDG addresses.

Configuration or advertisement of these addresses into the WLAN AN does not make these addresses routable from the
Public Internet.Only users who are Authenticated and Authorised 3GPP WLAN UEs will be able to send packets to the
(logical) WLAN AN Border Router, so only these devices can send packets to the configured/advertised addresses.

The above two approaches require that the addresses or prefixes configured or advertised are not also advertised over
the public Internet. Thisis because although an address/prefix may be configured/advertised, there may be firewall rules
or policiesin the VPLMN which prevent packets being routed over the inter-operator backbone to that address. In that
case, packets to that address would be dropped, meaning that any device re-using that address would not be routable at
al from the WLAN UEs.

The solution is summarised in the figure below (assuming the VLAN option for dealing with multiple VPLMNSs). Note
that thisis alogical view — the existence of two Border Routers with links to the Internet does not imply two physical
elementg/links.

3GPP



Release 6 77 3GPP TS 23.234 V2.5.0 (2004-03)

Traffic from UE1 placed WLAN AN i

onto VLAN2 and routed
via BR1, VPLMNL to the

PDG VLAN1 i N

UE1

UE2
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oo uuw USS Or

UE3 P\ prefix

Applies firewall
rules/policies to block
traffic to e.g. GSNs.

Traffic from UE3 placed
onto VLAN2 and routed
via BR2, VPLMN2 to the
same PDG

C.2.3 Separating traffic to different VPLMNSs using a combined
DNS/NAT approach

If the WLAN UE is associated to the WLAN AN and authenticated through EAP, it can access the Internet (scenario 2)
or establish atunnel to aPDG in the VPLMN/HPLMN to access 3GPP PS based services (scenario 3). Both scenarios
must be enabled in parallel. The WLAN UE performs a DNS query to resolve aW-APN to aPDG address. ThisIP
addressis the tunnel endpoint in the PLMN. If the PDG residesin the HPLMN, it must be possible to route traffic to the
PDG through the selected VPLMN. The combined DNS/NAT approach as described in this chapter adds no
requirements to the WLAN UE and HPLMN and uses only normal |P routing capabilities in the VPLMN.

Themainideaisto use somekind of “reverse NAT” in the VPLMN that maps the PDG address received in the answer
to the WLAN UE’s DNS request to an address out of the address range of the VPLMN. Each PDG address is mapped to
one VPLMN address, which may be a private address, depending on the addresses used in the WLAN AN. For
simplicity (no new protocol needed) and performance reasons the VPLMN DNS proxy and the desired reverse NAT
function are implemented on the WAG. Thus, inside of the NAT isthe HPLMN address space, outside is the WLAN
AN address space.

Asthe WLAN isdirectly connected to the VPLMN it is aware about the VPLMN | P addresses and can easily route
scenario 3 traffic to the correct VPLMN. The VPLMN maps the destination address of the |P packet to the stored PDG
address and forwards the packet to the HPLMN. Scenario 2 traffic goes to the default route configured in the WLAN
edge router, i.e. to the Internet.

The following figure shows the process of W-APN resolution and NAT in the VPLMN. The figure shows alocal DNS
server inthe WLAN AN whileit isalso possible that the WLAN UE receives the address of a DNS server in the
VPLMN by DHCP or during EAP authentication. If the WLAN UE wants to access a PDG in the HPLMN, the W-APN
indicates the HPLMN and optionally the VPLMN, otherwise the W-APN indicates the VPLMN only.
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WLAN Local WLAN WAG (Name HPLMN Name
AP
UE DHCP Server Name Server Server/NAT) Server AAA Server
I I I I
| | | | 1L | |
1. EAP based WLAN access authentication
2. VPLMN Routing toffrom WAG based on pddress prefix Operator RoJming Network
selection allocated to WAG

3. Get IP addf, local DNS server
and ddfault router

4. ONS request for W-APN FQDN————|

5. Forward request
— to VPLMN name
server

A 4

6. Forward request
to HPLMN name |
server

7. Resolve W-APN FQDN

8. Respond with
faddress record of—
W-APN

A

9. Change address in record to an
address hosted by the WAG and storg
this mapping

10. Respond with | |
address record

Till. Respond with address record———

| |

12. WLAN UE establishes tunnel to address contained in address record,
which is changed in WAG

Figure C.2.1: DNS controlled reverse NAT procedure

WLAN access authentication procedure between WLAN UE and AAA server based on EAP.
WLAN UE retrieves PLMN list from WLAN and selects a preferred VPLMN.
WLAN UE getstransport | P address, local name server (optionally) and default router address via DHCP.

WLAN UE builds W-APN FQDN indicating VPLMN (optionally) and HPLMN and sends DNS request to local
name server or directly to the name server in the VPLMN.

5. Loca name server inspects W-APN FQDN and forwards DNS request to VPLMN name server. VPLMN name
server isimplemented together with a“reverse” NAT and probably a Firewall on the WAG.

6. VPLMN name server inspects W-APN FQDN and forwards DNS request to HPLMN name server through GPRS
roaming network.

7. HPLMN name server resolves W-APN.

A WD PR

8. HPLMN name server respondsto VPLMN name server with an address record of the W-APN.

VPLMN name server (acting as DNS Proxy) optionally changes the PDG address contained in the address record
to an address of the WAG address space (this address may be a private address) and stores the mapping between
the two addresses. The new address must be routable within the WLAN to the WAG. Changing the addressses may
be an option configurable by the operator.

10. VPLMN name server responds the address record to local name server.

11. Loca name server responds the address record to WLAN UE.
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12. WLAN UE establishes tunnel to the address contained in the address record. This may be an address hosted by the
WAG (otherwiseit isthe PDG address). This addressis changed (“NATted") at the WAG to the“real” PDG
address.

C.3 WLAN AN exclusively owned by and connected to a single
PLMN
Thisiswhen aPLMN operator installsits own WLAN AN without any connections to other |SPs or PLMNSs.

In this case, WLAN AN can be regarded as an extension of the PLMN’s IP network and no tunnel is required between
WLAN AN and PLMN. Theloca 1P address of aWLAN UE in scenario 3 belongs to the PLMN’s | P address space.

C.4 WLAN AN connected to a single ISP

Thisiswhen WLAN AN is solely connected to an ISP’ s backbone network. WLAN AN is regarded as an extension of
the ISP’ s backbone network. Many legacy WLAN ANSs can be categorized to this case

The connectivity between the WLAN AN and the PLMN isin layer 3 through the ISP’ s backbone network as shown in
Figure C.4.1.

Thiskind of WLAN AN supports scenario 2 as defined in the TS 23.234, i.e. the authenticated WLAN UE can access
the Internet directly viathe I1SP.

For scenario 3, thelocal IP address of aWLAN UE is generally allocated by the ISP and it belongsto the ISP’ s 1P
address space. When PLMN allocates WLAN UE’slocal IP address, alayer 2 tunnel is required.

When the end to end tunnelling is used between aWLAN UE and a PDG and the I P address of the PDG is non-routable
in the Internet, an additional meansis required for routing the packets to the PDG and to meet the routing enforcement
requirement.

It is FFS for methods to enable scenario 3 for this kind of WLAN AN.

PLMN
1 SP back born network
WLAN Laye't.z Wi Wi
Access [connection WAG PDG I nternet
Network Layer 3
connectivity

Figure C.4.1 Wn Interface when WLAN is connected to a PLMN through an ISP
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Annex D Support of SMS over WLAN

D.1Architecture for support of SMS over WLAN

The architecture for support of IP delivery and origination of SMS messages is illustrated in figure D.1. The SM-SC and
GMSC/SMS-IWMSC are defined in TS 23.040 [6]. The IP Short Message Gateway IP-SM-GW communicates between
the IP client and the GMSC/SMS-IWMSC. When the WLAN UE is connected to and authenticated with the 3GPP
network, the HLR/HSS shall be able to provide the address of the IP-SM-GW in order to enable the SMS message to be
routed to the WLAN UE.

SM-sC
SME
Hss/ | © GMSC/ SMS-IWMSC
(HLR) [ 1
" L Gd- —FEorGd _
X H
A MSC | | SGSN IP-SM-GW IP address|
(D'/Gr) database
WLAN '
AAA

UE

Figure D.1: Architecture for SMS interworking with IP attached terminal

D.1.1 IP Short Message Gateway (IP-SM-GW)

The IP-SM-GW shall provide the protocol interworking for delivery of the short message between the IP client and the
GSM/UMTS network. The functions of this network element are:

¢ To connect to the GMSC using established MAP protocols over SS7, appearing to the GMSC as an MSC or
SGSN using the E or Gd reference points

¢ To connect to the SMS-IWMSC using established MAP protocols over SS7, appearing to the GMSC as an MSC
or SGSN using the E or Gd reference points

e To communicate with the IP client using IP based protocols maintaining the format and functionality of the SMS
message

e To associate the MSISDN with the IP address of the terminal

e Support registration and authentication of the WLAN-UE for SMS services

e Support of security associations between WLAN-UE and IP-SM-GW

D.1.2 HLR/HSS enhancements

In the routeing of an SM 'S message, the SMS-GM SC performs a MAP request to the HLR/HSS “send routing
information for short message” as defined in TS 29.002 [10] to determine the address of the MSC or SGSN to which to
route the short message.

When the WLAN UE is connected only to a GSM/UMTS network, the “send routing information for short message’
returns the address of the MSC or SGSN for delivery of SM'S message. In the event that the WLAN UE is connected via
WLAN to the 3GPP network, the HLR/HSS may return the address of the IP-SM-GW in the “send routing information
for short message”. As such, the HLR/HSS shall support the following functionality:
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e Anindication that the terminal is 1P connected (e.g. an internal flag) for delivery of SMS
*  The SS7 MAP address of the IP-SM-GW
* Thelogic necessary to act on the fact that the terminal is 1P connected and return the |P-SM-GW address

The mechanism for prioritizing whether the short message is delivered via a GSM/UMTS or a WLAN connection when
the terminal is simultaneously connected to both access networks is outside the scope of this specification.

D.1.2.1 An indication that the terminal is IP connected

In order to be able to return the address of the IP-SM-GW in response to a“ SendRoutingl nfoForShortMsg” request
from the GM SC, the HLR/HSS needs to have an indication that the terminal is IP connected and that thisisthe
preferred method for delivery of short messages.

The 3GPP AAA Server maintainsthe WLAN UE'sWLAN attach status. On attachment, the AAA Server shall send a
message to the HLR/HSS when the WLAN UE isWLAN |P attached and authenticated and when it is detached.

D.1.2.2 The address of the IP-SM-GW

The address of the IP-SM-GW associated with aregistered WLAN UE may either be pre-defined as a single addressin
the HLR/HSS or dynamically configured during the registration process, depending on information received from the
3GPP AAA server or from the IP-SM-GW itself.

D.1.3 IP address database

The IP address database shall contain the mapping of the IP address of the terminal with the cellular MSISDN. This
database may bein the HLR/HSS, in a AAA server or inaENUM server or it may be contained within the IP-SM-GW.
The database is populated during SM S service registration and authentication of the WLAN UE.

NOTE: Inthe context of WLAN, the IP address of the WLAN UE is the remote | P address.

D.1.4 Reference points

The need for additional reference pointsisfor further study.

D.1.5 IP Connectivity for SMS over WLAN

For delivery of SMS over WLAN, the WLAN UE needs IP connectivity. WLAN UE gets the IP connectivity by establishing
a tunnel to an appropriate home network PDG. The registration of WLAN UE for SMS services occurs over this tunnel.
This tunnel shall be maintained for use with SMS services while the WLAN UE is registered with IP-SM-GW. It will be
used for sending or receiving of any SMS messages to and from the WLAN UE.

D.2 Delivery of short messages to WLAN (IP) connected client

An SMS message destined for a particular terminal (with a destination address identified by aMSISDN) is originated
by an SME and is sent to the SM-SC associated with that SME in accordance with TS 23.040 [6]).

D.2.1 Message flows for IP terminated short messages

The message sequence flow for transport of the | P terminated short message from the short message service centre
(SM-SC) to the IP client on the WLAN UE is shown in figure D.2.

The SMS may either be delivered directly to the WLAN UE once the IP-SM-GW has received the short message (direct
method), or alternatively a notification may be used (notification method). In the notification method, the IP-SM-GW
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sends a message to the WLAN-UE that a short message is available and awaits a response from the WLAN-UE to
determine if the user wishes to receive the message.

1)

2)

3)

4)

5)

6)

SM-SC | |SMS-GMSC| | HLR/HSS | |IP-SM-GW| | Database || PDG ||WLAN-UE|
[

|1 Tunnel establishment |

2 The UE registers with IP-SM-GW and authenticates for SMS services and registers
associ ation between MSISDN (E.164) and |P address.

3 Message
transfer 4 Send routing msg

——— | for short message

—>

5 Forward short megsage .
6 Retrieve UE IP

P |address
<+ >
7aSM S Notiffication Request
—————————————————————————————————— >
7b Notificatign Acknowledgemert
B
8 Message trapsfer
9 Ddlivery repor < >
d
-
10 SM delivery
report status
11 Delivery report —>
«—

Figure D.2: SMS delivery to IP terminal

The tunnel between the WLAN UE and the home PDG is established.

Following establishment of the tunnel, the WLAN UE registers with IP-SM-GW establishing any necessary
security association, authenticates for support of SMS services and registers the association between the
WLAN UE MSISDN (E.164) and its | P address

The SM-SC forwards the SM S message to the GMSC

The GMSC interrogates the HLR/HSS to retrieve routeing information sendRoutinglnfoForShortMsg for the
WLAN UE. When auser is registered on aWLAN network for delivery of SMS messages, the HLR/HSS
returns the address of IP-SM-GW (rather than address of appropriate MSC or SGSN)

GMSC deliversthe SMSto IP-SM-GW using protocols asif it was a message to an MSC or SGSN.

Optionaly, the IP-SM-GW interrogates the database to identify the IP address and relevant security parameters
associated with the WLAN UE.

7a) When notification method of delivery isused, the IP-SM-GW sends an SM S notification request to the WLAN

UE to inform it that an SM S message is available for delivery.

7b) When notification method of delivery is used, on receipt of the SM S notification message, the
WLAN UE responds with a notification acknowledgement indicating whether it wishes to receive the
SMS message.
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8 Inthe event that the direct method of delivery isused, or that a positive acknowledgement is
received from the WLAN-UE in response to the SM S notification request, the IP-SM-GW delivers
SMSto IP client using e.g. WAP, SMPP, MMAP, XML, SIP (e.g. IMS client).

9 IP-SM-GW sends delivery report back to SMS-GMSC (see TS 23.040 [6])
10 SMS-GMSC sends SM delivery report to HLR/HSS (see TS 23.040 [6])

11 SMS GMSC sends SM ddlivery report to SM-SC (see TS 23.040 [6])
Error handling is performed using the mechanisms defined in TS 23.040 [6].

D.3 Short messages originated on WLAN (IP) connected client

An SMS message destined for a particular terminal (with a destination address identified by a MSISDN) may be
originated by the WLAN (1P) attached client and sent, viathe PDG in the case of WLAN, to the IP-SM-GW using an |P
based protocol.

D.3.1 Message flow for IP originated short messages

The message sequence flow for transport of the I P originated short message to the short message service centre (SM-
SC) isshown in figure D.3. Thisis based on the message sequence flow in TS 23.040 [6], maintai ning where possible
the existing message sequences.

SM-SC ||SMS-IWMSC| | HLR/HSS | | IP-SM-GW | | PDG | | WLAN-UE |

|1 Tunnel establishment |

2 UE registers with IP-SM-GW and authenticates for SM S services and registers
association between MSISDN (E.164) and |P address.

3 Message transfer
4 Forward short méssage transfer < |
d
5 Messagetransfer |
«—
6 Delivery report
7 Delivery report
EE—— eIy repo 8 Delivery report
>
»
>

Figure D.3: SMS origination from IP terminal

1) Thetunnel between the WLAN UE and the home PDG is established.

2) Following establishment of the tunnel, the WLAN UE registers with |P-SM-GW establishing any necessary
security association, authenticates for support of SMS services and registers the association between the
WLAN UE MSISDN (E.164) and its | P address

3) IPclient delivers SMS message to the IP-SM-GW, using e.g. WAP, SMPP, MMPP, XML.

4) IP-SM-GW extracts the SMS message and forwards it to SMS-IWM SC using standard MAP (as TS 23.040)
exactly asif it wasan MSC or SGSN.
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5) The SMSIWMSC forwards the SMS message to the SM-SC (see TS 23.040 [6])

6) SM-SC sendsdelivery report SMS-IWMSC (see TS 23.040 [6])

7) SMS-IWMSC sends delivery report to IM-SM-SC (see TS 23.040 [6])

8) IP-SM-GW sendsdelivery report to |P-UE using proprietary mechanism and/or protocols.

Error handling is performed using the mechanisms defined in TS 23.040 [6].
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Annex E (informative): Information on the discussed tunnel
switching alternative

Editor's Note: The content of this annex does not contain any information relevant to the normative part of this
specification and is intended to be removed at a later stage once Stage 3 work is more stable.

E.1 Non Roaming WLAN Inter-working Reference Model

The 3GPP-WLAN Interworking reference model in the non-roaming case is shown in Figure E.1.1.

3GPP Home Network

Intranet /

Internet
HSS HLR
x CcGw/
= CCF
r/ Wb 3GPP AAA
Server Wo OCS
UE WLAN Access Network
(with or without an Ny Y
intermediate network) 2
Wn
W WLAN Access | WP [ Packet Data Wi
Gateway Gateway
Scenario 3

Figure E.1.1 Non Roaming Reference Model

E.2 Roaming WLAN Inter-working Reference Model

Figure E.2.1 shows the 3GPP-WLAN interworking reference model in the roaming case.

The home network is responsible for access control. Charging records can be generated in the Visited and/or the Home
3GPP Networks. The Wx and Wo reference points are intra-operator. The 3GPP network interfaces to other 3GPP
networks, WLANS, and intermediate networks via the Wa reference point.

The 3GPP AAA Proxy relays access control signalling and accounting information to the Home 3GPP AAA Server.

It can also issue charging recordsto the Visited Network's CGw/CCF when required.
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Packet Data
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Figure E.2.1 Roaming Reference Model

E.3 WAG Description

Support of WAG in scenario 3 is mandatory for both roaming and non-roaming cases.
The WAG shall:

- Support the setup of a secure tunnel initiated by the WLAN UE, and cooperate with the PDG to supply required
parameters (e.g. DNS address, DHCP address, etc) from the destination network to the WLAN UE.

- Resolve the address of the PDG from the W-APN information supplied by the WLAN UE and verified with the
3G AAA Server.

- Set up atunnel to the appropriate PDG(S).
- Route packets between the WLAN UE initiated tunnel and the tunnel to the PDG.

- Serveasafirewall for the network connecting the WAG and PDG, allowing only trusted packets into the 3G
network.

- Update user status information in the 3G AAA Server.

- Generate accounting information, especially when located in the VPLMN.

3GPP



Release 6 87 3GPP TS 23.234 V2.5.0 (2004-03)

E.4 Wu Reference Point

The reference point Wu is located between the WLAN UE and the WAG. The purpose of this reference point is to
transport tunnelled user data traffic securely between the WLAN UE and the 3GPP network to provide PS-based
services to the WLAN UE. In roaming cases, the Wu reference point is terminated between the WLAN UE and the
WAG inthe VPLMN. The WLAN may apply a routing enforcement policy, if necessary, to ensure packets are routed
only to the WAG.

This reference point is not required to be used when no 3G PS-based Services are provided and a direct connection to
external P network (Internet/Intranet) exists in which case the user data can be directly routed from the WLAN access
network without passing 3GPP network, asit isthe case with scenario 2.

No specific tunnelling protocol is specified for the Wu reference point, but the current working assumption is that the
WLAN UE will be ableto use an existing VPN client.

E.5 Wn Reference Point

Reference point Wn is |located between the WAG and the PDG in the HPLMN. This reference point serves the purpose
of transporting tunnelled WLAN user data between WAG and the PDG. The tunnel may not need to be encrypted if the
transport network (e.g. GRX) is trusted. Since the network entities connected by Wn serves asimilar purpose asthe
connecting network entities of the Gn interface in GPRS; the GTP protocol would be considered as a candidate for the
Whn reference point.

E.6 Wp Reference Point

Reference point Wp is located between the WAG in the VPLMN and the PDG in the HPLMN. This reference point
caters for the roaming WLAN traffic by transporting tunnelled WLAN user data between WAG in the VPLMN and the
PDG in the HPLMN. Since the network entities connected by Wp serves a similar purpose as the connecting network
entities of the Gp interface in GPRS; the GTP protocol would be considered as a candidate for the Wp reference point.
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Annex F (informative): Information on re-using the GGSN
via the Gn’ reference point

F.1 Introduction

The Gn’ reference point provides an optional means where GPRS mobile operators can reuse existing infrastructure and
functionality for a user accessing from aWLAN UE. By standardizing this reference point, interoperability between a
decomposed Packet Data Gateways (PDG) and Gateway GPRS Support Nodes (GGSN) is assured. Both the
decomposed PDG and the GGSN shall be located in the same PLMN, i.e. HPLMN or VPLMN. The use of Gn’
reference point in an operator network is therefore independent of other operators networks. Gn' reference point will
provide reuse of GPRS infrastructure. The decomposition of PDG functionality allows to re-use existing GGSN
functionality:

e Charging Gateway interfaces

* |Paddressallocation

e Authentication in external networks

»  Single access to 3GPP PS domain services

Traffic Plane Functionality for online and offline service data flow charging (IP bearer flow charging), introduced in
Release 6 may also be re-used (although this function could equally be provided at the PDG)

F.2 Mapping between E2E tunnel and GTP tunnel

The end-to-end tunnel between the WLAN UE and the PDG is setup according to the procedure described in TS 23.234.
In a configuration when the Gn’ reference point is used with a decomposed PDG, then this procedure triggers the setup
of the GTP tunnel between the decomposed PDG and the GGSN. Each end-to-end tunnel is mapped one-to-one to a
GTP tunnel. The GTP tunnel between the decomposed PDG and GGSN is established using the two messages Create
PDP Context Request and Create PDP Context Response. A GTP tunnel isidentified in each node with a TEID (Tunnel
End-point Identifier - an integer), an IP address and a UDP port.

DHCP
Wn&Wp Gn
WLAN . Decomposed PDG , GGSN
UE ; *+-—--—- > ; - -
i i Tt 3GPP PS
i ! .Y Services
WLAN i «—m- > : & Application
UE : l\ Servers

One-to-one mapping
between each end-to-end

tunnel and a corresponding
GTP tunnel.

In GPRS different quality-of-service can be assigned to GTP tunnels. WLAN support of layer 2 QoS is being addressed
by the IEEE 802.11e study group. Work specifying the interactions with signalling technigques to support the different
quality of service techniques needsto be defined. It is unclear at this time how to have a QoS mapping from |EEE
802.11eto IP and hence to the GTP tunnel.

The W-APN provided over the end-to-end tunnel shall be forwarded in the Create PDP Context Request message to
GGSN to select external network e.g. PLMN service network, a corporate intranet or the Internet. I nternet access can be
provided directly from the WLAN Access Network using scenario 2, but of course nothing prevents a PLMN operator
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from providing Internet access as well via Gi interface using scenario 3. Some mobile operators might have benefitsin
using one unified access for all kinds of traffic.
The IMSI of the WLAN UE shall be forwarded to GGSN in the Create PDP Context Request message.

For further details on GTP tunnel management please refer to TS 29.060.

F.3 Interworking procedures over Gn’

Editor’s note: The interworking procedures over the Gn’ reference point should be specified. It is expected that these
procedures are a true subset of the Gn reference point procedures.

F.4 Issues to investigate for Gn’ reference point
Some issues that needs to be investigated have been identified.
» Doesthe Gn' reference point have any impact on the GGSN? This shall be avoided.

*  The Gn’ reference point may introduce packet flows of higher bit rates into the GGSN. Does the current
GGSN architecture put any unnecessary capacity constraints on these higher bit rate flows?

*  MSISDN is no requirement for WLAN UE’s. Isthis an issue for GGSN or the GTP protocol ?
* Isthe UMTS Bearer Level QoS sufficient to support WLAN traffic?

e If paralel WLAN and GPRS sessions are allowed (FFS), the GGSN will serve several “SGSN’S’ i.e. one
GPRS SGSN and one WLAN PDG simultaneously. Is his an issue for the GGSN?

» If Gn' reference point is used, the charging and service specific interfacesin PDG becomes redundant and
needs to be handled in the specification in some way. One aternative isto make them conditional, and specify
them to be not used if the G’ reference point is present. Another alternative isto make the Gn' reference
point mandatory, whereas the PDG charging and service specific interfaces don’'t need to be specified at all.

» Asandternative to reusing GPRS charging specifications and infrastructure, it has been proposed to e.g. co-
locate the PDG with the GGSN. A mandatory Gn’ reference point can however be a “specification tool”, i.e. a
way to describe, such an arrangement. This would provide PDG and GGSN co-location with a minimum of
impact on existing GGSN specifications. InaPDG & GGSN co-location scenario, the Gn’ will stay asa
reference point only and never be materialized as an interface. This could be a scenario for future evolvement
of the architecture.

Editor's note: Functional description of a decomposed PDG is FFS.

Annex G (informative):
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