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Abstract of document:

SA WG3 is specifying three stage-2 level technical specifications and a technical report. They are:

-
TR 33.919 Generic Authentication Architecture (GAA), which will describe in general level how GAA is used.

-
TS 33.220 Generic Bootstrapping Architecture (GBA), which describes in stage-2 level detail Ub, Zh, and Zn interfaces.

-
TS 33.221 Support for Subscriber Certificates (SSC), which describes the subscriber certificate enrolment (over Ua interface) procedure and the delivery of CA certificate to the UE.

-
TS 33.222 Access to Network Application Functions using HTTPS, which describes how the bootstrapped shared secret obtained using GBA or subscriber certificate obtained using SSC, are used for authentication in HTTP based services.

Note:
SA WG3 agreed not to send this TS for information this time, because it is not considered mature enough. For Rel‑6 services, SA WG3 agreed to specify in the TS of each services so as to complete Rel‑6 WI on time. Since the solution is specific to each services, it would not cause overlapping of specifications.

CN1 is specifying one stage-3 level TS 24.xxx, which will specify Ub interface and potentially Ua interface.

CN4 is specifying one stage-3 level TS 29.109, which specifies Zh and Zn interfaces.

Changes since last presentation to SA Meeting:

This TR has not been presented to SA plenary before.

Outstanding Issues:

Open issues in subscriber certificate enrolment specification (TS 33.221). Note that all of the open issuer are minor:

-
The charging mechanism and whether it needs to be standardized in 3GPP is FFS.

-
Applicability of other certificate profile specifications, e.g. attribute certificate profile (RFC 3281), ETSI Qualified Certificate profile is FFS.

-
The possible service discovery of PKI portal, e.g. using over-the-air configuration mechanism, is FFS.

-
The usage of shared key TLS instead of HTTP Digest as a method for securing enrolment is FFS. 

-
The content-type for the HTTP response delivering certificate chain is FFS.

Contentious Issues:

None.
