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1. Overall Description:

SA3 thanks SA TSG for the liaison statement on “Additional Release 5 work needed for Policy Control and Subscription Control of Media”. SA requested SA3 to investigate the security attacks and confidentiality problems with the 488 message when used as a rejection mechanism for SDP request with media disallowed by a CSCF. 

SA3 WG has discussed the LS in SA3 meeting #27.  

The following is SA3 opinion on the issues identified by the LS:

The use of 488 message may be seen to open a door for denial of service attacks because a malicious UE is able to initiate INVITE and/or re-INVITE messages with media descriptions that are known to be rejected by a CSCF. In this way, the assumed attacker would be able to cause some additional load to the network, and create state in the CSCFs. However, this issue should rather be seen as a feature of SIP as a protocol. There are other similar features in SIP. For example, SIP UA is able to send OPTION method to any CSCF in the IMS network, and cause similar load. Furthermore, 488 is an error message that does not require the CSCF to keep any state after the response message has been sent. 

Because the 488 response message includes policy information of the entity that rejected the message, the mechanism can be used to acquire information about the operator local policies. However, this cannot be avoided because the UAC needs this information to generate a new media description. SA3 is not aware of any mechanism that could be used to avoid revealing the policy descriptions to the UAC. 

SA3 would also like to point out that the real source of the 488 response is not necessarily revealed to the UAC because the same error message can be used between the UE and various CSCFs, and between two Ues. The UAC (or the adjacent CSCFs) may not know which entity is responsible for the response. However, this is a question related to the SIP as a protocol rather than to the security of the system. 

SA3 is not currently planning to introduce new security requirements related to the above issue. 

2. Actions:

None. 

3. Date of Next TSG SA WG3  Meetings:

	Meeting
	Date
	Location
	Host

	S3#28
	06 - 09 May 2003
	Berlin
	European 'Friends of 3GPP'

	S3#29
	15-18 July 2003
	San Francisco (tbc)
	NA 'Friends of 3GPP' (tbc)

	S3#30
	7-10 October 2003
	Italy (tbc) ??
	tbd


