1

Technical Specification Group Services and System Aspects 1T SGS#19(03)0097
Meeting #19, Birmingham, UK, 17-20 March 2003

Source: SA WG3

Title: 1 CR to 33.108: CS Section for 33.108 (Rel-6)
Document for: Approval

Agenda Item: 7.3.3

The following CR was approved by SA WG3 meeting #27 and is hereby presented to TSG SA#19 for
approval.

SA doc# Spec CR | R [Phase Subject Cat | Current Wi SA WG3 doc#
Version
SP-030097 33.108 009 |- |Rel-6 |CS Section for 33.108 F 6.0.0 SEC1-LI | S3-030110

3GPP TSG SA



3GPP TSG SA WG3 Security — S3#26 S3-030110
25 - 28 February 2003, Sophia Antipolis, France

CR-Form-v7

CHANGE REQUEST
3 33.108 CR 009 greyv _ & Current version: 6.0.0 3

For HELP on using this form, see bottom of this page or look at the pop-up text over the ¥ symbols.

Proposed change affects: UICC appsﬁtD ME|:| Radio Access Network|:| Core Network
Title: ¥ CS Section for 33.108
Source: ¥ SA3-LI
Work item code: $ SEC1-LI Date: & 20/02/2003
Category: ¥ B Release: 3 Rel-6
Use one of the following categories: Use one of the following releases:
F (correction) 2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (addition of feature), R97 (Release 1997)
C (functional modification of feature) R98 (Release 1998)
D (editorial modification) R99 (Release 1999)
Detailed explanations of the above categories can Rel-4  (Release 4)
be found in 3GPP TR 21.900. Rel-5 (Release 5)

Rel-6  (Release 6)

Reason for change: 3 CS section for 33.108 contains only a reference to TS 101 671. This should be
replaced with a full text section (updated for the 3GPP system).

Summary of change: 3 Addition of references; completely replaced Chapter 5; modification of object
tree; new ASN.1 for HI2 CS; new annex H

Consequences if ¥ 33.108 will not have a CS section that is adapted for the 3GPP system.
not approved:

Clauses affected: ¥ 2:5B;H

Y

Other core specifications 3
Test specifications
O&M Specifications

Other specs E:S
Affected:

XX |X|Z

Other comments: 3 Fix of incorrect ASN.1 object tree incorporated




First modified section

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions
of the present document.

» References are either specific (identified by date of publication, edition number, version
number, etc.) or non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP
document (including a GSM document), a non-specific reference implicitly refersto the latest
version of that document in the same Release as the present document.

[1] TR 101 331: "Telecommunications security; Lawful Interception (L1);
requirements of Law Enforcement Agencies’.

[2] ES 201 158: "Telecommunications security; Lawful Interception (L1);
Requirements for network functions”.

[3] ETR 330: " Security Techniques Advisory Group (STAG); A guideto legidative
and regulatory environment".

[4] GSM 09.02: "Digital cellular telecommunications system (Phase 2+); Mobile
Application Part (MAP) specification”.

[5] ITU-T Recommendation X.680: " Specification of Abstract Syntax Notation One
(ASN.1)".

[6] ITU-T Recommendation X.690: " Specification of basic encoding rules for
Abstract Syntax Notation One (ASN.1)".

[7] ITU-T Recommendation X.880: "Information technology - Remote Operations:
Concepts, model and notation”.

[8] ITU-T Recommendation X.882: "Information technology - Remote Operations:
OSl redlizations - Remote Operations Service Element (ROSE) protocol
specification”.

[9] EN 300 940, GSM 04.08: "Digital cellular communications system (Phase 2+);

Mobile radio interface layer 3 specification”.

[10] TS 101 509 "Digital cellular telecommunications system (Phase 2+); Lawful
interception; Stage 2 (GSM 03.33).

[11] GSM 03.03: "Digital cellular telecommunications system (Phase 2+); Numbering,
addressing and identification”.

[12] GSM 09.60 (EN 301 347): "Digital cellular telecommunications system
(Phase 2+); General Packet Radio Service (GPRS); GPRS tunelling protocol
(GTP) across Gn and Gp Interface”.

[13] STD 9 "File Transfer Protocol (FTP)", October 1985.

[14] GSM 12.15 "3rd Generation Partnership Project; Technical Specification Group
Services and System Aspects; Telecommunication Management; Charging &
Billing; GSM call and event data for the Packet Switched (PS) domain)".



[15] STDOO005 "Internet Protocol”.

[16] STDO0007 "Transmission Control Protocol”.

[17] 3GPP TS 29.060 "GPRS Tunnelling Protocol".

[18] 3GPP TS 33.106 "Lawful Interception Requirements”.

[19] 3GPP TS 33.107 "Lawful Interception Architecture and Functions'.

[20] 3GPP TS 23.107 "QoS Concepts and Architecture”.

[21] 3GPP TS 24.008: "3GPP Technical Specification Group Core Network; Mobile
radio interface layer 3 specification”.

[22] ES 201 671 version 2.1.1: "Handover Interface for the lawful interception of
telecommunications traffic".

[23] J-STD-25-A: "Lawfully Authorized Electronic Surveillance”.

[24] ETSI TS 101 671 version 2.3.1: "Handover Interface for the lawful interception of
telecommunications traffic".

[25] 3GPP TS 23.003 "3rd Generation Partnership Project; Technical Specification
Group Core Network; Numbering, addressing, and identification”.

[26] RFC 2543: "SIP: Session Initiation Protocol”.

[27] RFC 1006: "1SO Transport Service on top of the TCP".

[28] RFC 2126: "1SO Transport Service on top of TCP (ITOT)".

[29] ETSI EN 300 356 (al parts): "Integrated Services Digital Network (1SDN);
Signalling System No.7; ISDN User Part (ISUP) version 3 for the international
interface".

[30] ETSI EN 300 403-1 (V1.2.2): "Integrated Services Digital Network (1SDN);

Digital Subscriber Signalling System No. one (DSS1) protocol; Signalling
network layer for circuit-mode basic call control; Part 1: Protocol specification
[ITU-T Recommendation Q.931 (1993), modified]".

[31] ETSI EN 300 286-1: "Integrated Services Digital Network (ISDN); User-to-User
Signalling (UUS) supplementary service; Digital Subscriber Signalling System
No. one (DSS1) protocol; Part 1: Protocol specification”.

[32] ITU-T Recommendation Q.763: "Signalling System No.7 - ISDN User Part
formats and codes'.

[33] ITU-T Recommendation Q.931: "ISDN user-network interface layer 3
specification for basic call control”.

[34] 3GPP TS 29.002 “3" Generation Partnership Project; Technical Specification
Group Core Network; Mobile Application Part (MAP) specification”

Next modified section

5 Circuit-switch domain
W | |




For North Americathe use of JSTD-25 A[23] isrecommended.

5.1 Specific identifiers for LI

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between
the data, which is conveyed over the different Handover Interfaces (HI1, HI2 and HI3). The identifiers,
which apply to all communication technologies, are defined in the clauses bel ow.

5.1.1 Lawful Interception IDentifier (LIID)

For each target identity related to an interception measure, the authorized NWO/AP/SvP operator shall
assign aspecial Lawful Interception |Dentifier (LI1D), which has been agreed between the LEA and
the NWO/AP/SVP. It is used within parameters of all HI interface ports.

Using an indirect identification, pointing to atarget identity makes it easier to keep the knowledge
about a specific interception target limited within the authorized NWO/AP/SvP operators and the
handling agents at the LEA.

The Lawful Interception |Dentifier L11D is a component of the CC delivery procedure and of the IRI
records. It shall be used within any information exchanged at the Handover Interfaces HI2 and HI3 for
identification and correlation purposes.

The L1ID format shall consist of alphanumeric characters (or digit string for sub-address option, see
annex H). It might for example, among other information, contain a lawful authorization reference
number, and the date, when the lawful authorization was issued.

The authorized NWO/AP/SvP shall enter for each target identity of the interception subject a unique
LIID.

If more than one LEA intercepts the same target identity, there shall be unigue L11Ds assigned, relating
to each LEA.

5.1.2 Communication IDentifier (CID)

For each activity relating to atarget identity a CID is generated by the relevant network element. The
CID consists of the following two identifiers:

- Network |Dentifier (NID);

- Communication Identity Number (CIN) - optional.

NOTE 1: For all non CC related records like SMS, SCI etc. no correlation to a CC could be made.

The CID distinguishes between the different activities of the target identity. It is also used for
correlation between |RI records and CC connections. It is used at the interface ports HI2 and HI 3.

The Communication |Dentifier is specified in the clauses below. For ASN.1 coding details, see annex
B.

5.1.2.1 Network Identifier (NID)

The Network [Dentifier is a mandatory parameter; it should be internationally unigue. It consists of one
or both of the following two identifiers.

»  NWO/AP/SVvP- identifier (mandatory):
Unigue identification of network operator, access provider or service provider.




e Network element identifier NEID (optional):
The purpose of the network element identifier isto uniguely identify the relevant network
element carrying out the L1 operations, such as L| activation, IRI record sending, €tc.

A network element identifier may be:

- an E.164 international node number

- an X.25 address;

- anl|Paddress.

5.1.2.2 Communication Identity Number (CIN) — optional

This parameter is mandatory for IRl in case of reporting events for connection-oriented types of
communication (e.g. circuit switched calls).

The communication identity number is atemporary identifier of an intercepted communication, relating
to a specific target identity.

5.1.3 CC link identifier (CCLID)

Thisidentifier is only used at the interface ports HI2 and HI3 in case of the reuse of CC links (option
B, see clause 5.4.4.2).

For each CC link, which is set up by the mediation function towards the LEMF, a CC link identifier
(CCLID) istransmitted in the HI2 records and HI 3 setup message in addition to CIN and NID. For the
correct correlation of multiparty calls thisidentity number indicatesin the IRI records of each
multiparty call, which CC link is used for the transmission of the CC.

The CCLID may use the same format as the CIN; in this case, it need not be transmitted explicitly
during set up of the CC links, as part of HI3. The CIN may also implicitly represent the CCLID.

5.1.4 Correlation of CC and IRI

To assure correlation between the independently transmitted Content of Communication (CC) and
Intercept Related Information (IRI) of an intercepted call the following parameters are used:

- Lawful Interception | Dentifier (L11D), see clause 5.1.1;

- Communication |Dentifier (CID), see clause 5.1.2;

- _CCLink IDentifier (CCLID), see clause 5.1.3.

These parameters are transferred from the MF to the LEMF in:

- HI2: seeclause 5.2.2.1;

- HI3: seeclause 5.3.2.

Correlation of the present document ID'sto 33.107 [18] ID's.

ThelD Lawful Interception Identifier (L11D) out of the present document is supported at the |1F with
warrant reference number.

Parameters out of the present document, see clause 5.1.2:

Communication Identifier (CID)




For each call or other activity relating to atarget identity a CID is generated by the relevant network
element. The CID consists of the following two identifiers:

- Network |Dentifier (NID);

- Communication Identity Number (CIN).

Intercepting Node ID is used for the NID inthe UMTS system.

The correlation number is used for the CIN.

For the Communication | Dentifier (CID) in the UMTS system we use the combination of |nterception
Node ID and the correlation number.

5.1.5 Usage of Identifiers

The identifiers are exchanged between the mediation function and the LEMF viathe interfaces HI 1,
HI2 and HI3. There exist several interface options for the exchange of information. Tables5.1 and 5.2
define the usage of numbers and identifiers depending on these options.

NOTE: Xintables5.1 and 5.2: Identifier used within parameters of the interface.

Table 5.1: Usage of identifiers, IRl and CC transmitted; options A, B (see clause 5.4.4)

Identifier IRl and CC transmitted (option A) IRl and CC transmitted (option B)
Hi1 HI2 HI3 Hi1 HI2 HI3
LIID X X X X X X
NID X X X X
CIN X X X X (see note 1)
CCLID X X (see note 2)
NOTE 1: The CIN of the 1St call for which this CC link has been set-up.
NOTE 2: The CCLID may be omitted, see clause 5.1.3.

Table 5.2: Usage of identifiers, only IRl or only CC transmitted

Identifier Only IRI transmitted Only CC transmitted
Hi1 HI2 HI1 HI3
LIID X X X X
NID X X
CIN X X
CCLID

5.2 HI2: interface port for IRI

5.2.1 Definition of Intercept Related Information

Intercept Related Information will in principle be available in the following phases of acall (successful

or not):

1) At cal initiation when the target identity becomes active, at which time call destination
information may or may not be available (set up phase of acall, target may be the originating or
terminating party, or be involved indirectly by a supplementary service).

2) Atthe end of acall, when the target identity becomes inactive (release phase of call).

3) At certain times between the above phases, when relevant information becomes available (active

phase of call).




In addition, information on non-call related actions of atarget constitutes IRI and is sent viaHI2, e.q.
information on subscriber controlled input.

The Intercept Related Information (IR1) may be subdivided into the following categories:

1) Control information for HI2 (e.g. correlation information).

2) Basic cal information, for standard calls between two parties.

3) Information related to supplementary services, which have been invoked during acall.

4) Information on non-call related target actions.

5.2.2 Structure of IRI records

Each IRI-record contains several parameters. In the clauses below, the usage of these parametersis
explained in more detail.

Mandatory parameters are indicated as HI2 control information. Optional parameters are provided
depending on the availability at the MF. For the internal structure of the IRI records, the ASN.1
description, with the application of the basic encoding rules (BER) isused. This ASN.1 specification is

enclosed in annex B.

5.2.2.1 Control Information for HI2

The main purpose of thisinformation is the unique identification of records related to atarget identity,
including their unigue mapping to the links carrying the Content of Communication. In general,
parameters of this category are mandatory, i.e. they have to be provided in any record.

The following items are identified (in brackets: ASN.1 name and reference to the ASN.1 definition or

clause B.4):

1) Record type (IRIContent, see clause B.4)
IRI-BEGIN, IRI-CONTINUE, IRI-END, IRI-REPORT -record types.

2) Version indication (iRlversion, see clause B.4)
Identification of the particular version of the HI2 interface specification.

3) Communication Identifier (Communicationldentifier, see clauses5.1.2 and B.4).

4) Lawful Interception Identifier (Lawfull nterceptionldentifier, see clauses 5.1.1 and B.4).

5) Date & time (TimeSamp, see clause B.4)
Date & time of record trigger condition.
The parameter shall have the capability to indicate whether the time information is given as
Local time without time zone, GMT with time zone, or UTC. Normally, the NWO/AP/SvP shall

define these options.

6) CC Link Identifier (CC-Link-Identifier, see clause 5.1.3 for definition and clause B.4 for ASN.1

definition).

Table 5.3 summarizes the items of HI2 control information. It is mandatory information, except the
CID - it may be omitted for non-call related IRI records - and the CCLID. Their format and coding
definition is LI specific, i.e. not based on other signalling standards.




Table 5.3: Parameters for LI control information in IRl records (HI2 interface port)

IRI parameters: LI control information

IRl parameter name ASN.1 name (used in annex B)
Type of record IRIContent
Version indication iRIversion
Lawful Interception IDentifier (LIID) Lawfullnterceptionldentifier
Communication IDentifier (CID) Communicationldentifier

- Communication Identity Number (CIN)
- Network IDentifier (NID)

Date & time TimeStamp
CC Link IDentifier (CCLID) (only used in case of CC-Link-ldentifier
option B)

5.2.2.2 Basic call information

This clause defines parameters within |RI records for basic calls, i.e. calls, for which during their
progress no supplementary services have been invoked. In general, the parameters are related to either
the originating or terminating party of acall; consequently, ASN.1 containers are defined for the
originati ng/terminating types of parties, which allow to include the relevant, party-related information.
The structure of these containers and the representation of individual items are defined in clause B.4.

NOTE: A third type of party information is defined for the forwarded-to-party (see clause 5.2.2.3
on calls with supplementary services being invoked).

The items below are to be included, when they become available for the first time during acall in
progress. |f the same item appears identically several times during acall, it needs only to be transmitted
once, e.g. in an IRI-BEGIN record. The ASN.1 name of the respective parameters, as defined in

clause B.4, isindicated in brackets.

1) Direction of call (intercepted-Call-Direct)
Indication, whether the target identity is originating or terminating Party.

2) Address of originating and terminating parties (CallingPartyNumber or CalledPartyNumber)
If e.q. in case of call originated by the target at transmission of the IRI-BEGIN record only a
partial terminating addressis available, it shall be transmitted, the complete address shall
follow, when available.

3) Basic Service, LLC (Services-Information)
Parameters as received from signalling protocol (e.g. BC, HLC, TMR, LLC).

4) Cause (1SUP-parameters or DSS1-parameters-codeset-0)
Reason for release of intercepted call. Cause value as received from signalling protocal. It is
transmitted with the ASN.1 container of the party, which initiated the release; in case of a
network-initiated release, it may be either one.

5) Additional network parameters
E.q. location information (Location).

Parameters defined within table 5.5 shall be used for existing services, in the given 3GPP format.
National extensions may be possible using the ASN.1 parameter National-Parameters.

5.2.2.3 Information on supplementary services, related to a call in progress

The general principleisto transmit service related information within IRl records, when the
corresponding event/information, which needs to be conveyed to the LEMF, isreceived from the
signalling protocol. Where possible, the coding of the related information shall use the same formats as
defined by standard signalling protocols.

The selection, which types of events or information e ements are relevant for transmission to the LEAS
is conforming to the requirements defined in [1] and [2].




A dedicated ASN.1 parameter is defined for supplementary services related to forwarding or re-routing
calls (forwarded-to-Party information), due to the major relevance of these kinds of services with
respect to LI. For the various cases of forwarded calls, the information related to forwarding isincluded
in the originati ngParty/ter minatingParty/forwar ded-to-Party information:

1) If acdl to the target has been previously forwarded, available parameters relating to the
redirecting party(ies) are encapsulated within the originatingPartyl nformation parameter.

2) If the call isforwarded at the target's access (conditional or unconditional forwarding towards
the
forwarded-to-party), the parameters which are related to the redirecting party (target) are
encapsul ated within the terminati ngPartyl nformation parameter.

3) All parameters related to the forwarded-to-party or beyond the forwarded-to-party are
encapsul ated within the forwarded-to-Party ASN1 coded parameter. |n addition, this parameter
includes the
supplementary-Services-Information, containing the forwarded-to address, and the redirection
information parameter, with the reason of the call forwarding, the number of redirection, etc.).

For the detailed specification of supplementary services related procedures see clause 5.4.
Parameters defined within table 5.4 shall be used for existing services, in the given format. National
extensions may be possible using the ASN.1 parameter National-Parameters.

5.2.2.4 Information on non-call related supplementary services

The general principleisto transmit non-call related service information as received from the signalling
protocol.

A typical user action to be reported is Subscriber Controlled Input (SCI).

For the detailed specification of the related procedures see clause 5.4.

5.2.3 Delivery of IRI

The events defined in [19] are used to generate Records for the delivery viaHI2.

There are eight different events type received at DF2 level. According to each event, a Record is sent to
the LEMF if thisisrequired. The following table gives the mapping between event type received at
DF2 level and record type sent to the LEMF.

It is an implementation option if the redundant information will be sent for each further event.

Table 5.4: Structure of the records for UMTS (CS)

Event IRI Record Type
Call establishment BEGIN
Answer CONTINUE
Supplementary service CONTINUE
Handover CONTINUE
Release END
Location update REPORT
Subscriber controlled input |REPORT
SMS REPORT

A set of information is used to generate the records. The records used transmit the information from
mediation function to LEMF. This set of information can be extended in 3G M SC server or 3G GMSC
server or DF2/MF, if thisis necessary in a specific country. The following table gives the mapping
between information received per event and information sent in records.




Table 5.5: Description of parameters

Parameter Definition ASN.1 parameter
obselved MSISDN |[Target Identifier with the MSISDN of the target Partylnformation/msISDN
subscriber (monitored subscriber)
obsejfved IMSI Target Identifier with the IMSI of the target Partylnformation/imsi
subscriber (monitored subscriber)
obsejved IMEI Target Identifier with the IMEI of the target Partylnformation/imei
subscriber (monitored subscriber), it must be
checked for each call over the radio interface
evenl type Description which type of event is delivered: There is no one-to-one mapping for this
Establishment, Answer, Supplementary service, information. Parameters presence on HI2
Handover, Release, SMS, Location update, indicates the event type (e.q. SMS or sciData
Subscriber controlled input parameter presence)
even{ date Date of the event generation in the 3G MSC timestamp
server or 3G GMSC server
event{ time Time of the event generation in the 3G MSC
server or 3G GMSC server
dialled number Dialled number before digit modification, Partylnformation (= originating)/DSS1-
IN-modification, etc. parameters/calledpartynumber
conngcted number [Number of the answering party Partylnformation/supplementary-Services-Info
other|party Directory number of the other party for originating |Partylnformation
addrgss calls (= terminating)/calledpartynumber
Calling party for terminating calls Partylnformation/callingpartynumber
call djrection Information if the monitored subscriber is calling or |intercepted-Call-Direct
called e.qg. MOC/MTC or originating/terminating in
or/out
CID Unigue number for each call sent to the DF, to communicationldentifier
help the LEA, to have a correlation between each
call and the IRI (combination of Interception Node
ID and the correlation number)
lawfu] interception |[Unique number for each surveillance lawful Lawfullnterceptionldentifier
identifier authorization
SAIl SAl of the target; for the location information locationOfTheTarget
locatipn area code |Location-area-code of the target defines the
Location Area in a PLMN
basic|service Information about Tele service or bearer service Partylnformation/DSS1-parameters-codeset-0
supplementary Supplementary services used by the target Partylnformation/Supplementary-Services
servige e.q. CF, CW, ECT
forwdrded to Forwarded to number at CF Partylnformation/calledPartyNumber
numher (party-Qualifier indicating forwarded-to-party)
call r¢lease reason |Call release reason of the target call Release-Reason-Of-intercepted-Call
SMS The SMS content with header which is sent with SMS
the SMS-service
SCI Non-call related Subscriber Controlled Input (SCI) |Partylnformation/sciData
which the 3G MSC server receives from the ME
NOTIE: LIID parameter must be present in each record sent to the LEMF.

5.3 HI3: interface port for Content of Communication

The port HI3 shall transport the Content of the Communication (CC) of the intercepted

telecommunication service to the LEMF. The Content of Communication shall be presented as a

transparent en-clair copy of the information flow during an established, frequently bi-directional,

communication of the interception subject. It may contain voice or data.

A target call has two directions of transmission associated with it, to the target, and from the target.

Two communication channels to the LEMF are needed for transmission of the Content of

Communication (stereo transmission).

The network does not record or store the Content of Communication.

5.3.1 Delivery of Content of Communication




CC will be delivered as described in annex H.
Exceptionally, SMS will be delivered viaHI2.

The transmission media used to support the HI3 port shall be standard ISDN calls, based on 64 kbit/s
circuit switched bearer connections. The CC links are set up on demand to the LEMF. The LEMF
constitutes an ISDN DSS1 user function, with an ISDN DSS1 basic or primary rate access. It may be
locally connected to the target switching node, or it may be located somewhere in the target network or

in another network, with or without a transit network in between.

For network signalling, the standard ISDN user part shall be used. No modifications of the existing
ISDN protocols shall be required. Any information needed for L1, like to enable correlation with the
IRI records of acall, can be inserted in the existing messages and parameters, without the need to
extend the ETSI standard protocols for the LI application.

For each L1 activation, afixed LEMF address is assigned; this addressis, within the present document,
not used for any identification purposes; identification and correlation of the CC links is performed by
separate, L| specific information, see clause 5.1.

The functions defined in the ISDN user part standard, Version 1 (ETSI ISUP V1) arerequired as a
minimum within the target network and, if applicable, the destination and transit networks, especialy
for the support of:

- Correlation of HI3 information to the other HI port's information, using the supplementary
service user-to-user signaling 1 implicit (UUS1).

- Access verification of the delivery call (see clause 5.3.3).

The bearer capability used for the CC links is 64 kbit/s unrestricted digital information; this type
guarantees that the information is passed transparently to the LEMF. No specific HLC parameter value

isrequired.

The CC communication channel is a one-way connection, from the NWO/AP/SvP's | F to the LEMF,
the opposite direction is not switched through in the switching node of the target.

The scenario for delivery of the Content of Communication is as follows:

1) At cal attempt initiation, for one 64 kbit/s bi-directional target call, two ISDN delivery cals are

established from the MF to the LEMF. One call offers the Content of Communication towards
the target identity (CC Rx call/channel), the other call offers the Content of Communication
from the target identity (CC Tx call/channel). Seefigure 5.1.

2) During the establishment of each of these calls, appropriate checks are made (see clause 5.3.3).

3) The MF passes during call set up, within the signalling protocol el ements of the CC link the
LIID and the CID to the LEMF. The LEMF uses thisinformation to identify the target identity
and to correlate between the IRI and CC.

4) At the end of acall attempt, each delivery call associated with that call attempt shall be released

by the MF.
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Figure 5.1: Content of Communication transmission from MF to LEMF

5.3.2 Control information for Content of Communication

The delivery calls shall use unmodified standard SDN protocols (DSS1, ISDN user part). Table 5.6

summari zes specific settings of parameters for the CC links. The User-to-User service 1 parameter is

used during call set up (within the ISUP Initial Address Message [29] or DSS1 Set Up Message [30],

respectively) to transmit L1-specific control information. Thisinformation is carried transparently and

delivered to the specific LEMF remote user.

To identify the delivered information, including correlating the delivery calls with the IRI records,

parameters 1 to 3 and 5 shall be included in the call set up. Parameters 6 to 9 specify settings of further

relevant information. Other parameters of the ISDN protocols shall correspond to normal basic calls.




Table 5.6: Definition of HI3 specific signalling information; UUS1 coding details (see

clause H.1
No. |Used information element of CC Information Purpose
link signalling protocol
1 CLI-Parameter with attribute See clause 5.3.3 LEMF can check identity of origin of
"network provided" call.
2 UUS1-parameter Lawful Interception IDentifier (LIID); Identifier, identifying target identity
see clause 5.1
3 UUS1-parameter Communication IDentifier (CID), see Identifier, identifying specific call of
clause 5.1 target identity
4 UUS1-parameter CC Link IDentifier (CCLID), if required; |ldentifier, used for correlation CC
see clause 5.1 link-IRI records
UUS1-parameter Direction indication Signal from (Tx)/towards (Rx) target
(communication from/towards identity or combined
target/combined (mono))
6 UUS1-parameter Bearer capability of target call Indication to the LEMF of the basic
service in use by the target
7 Closed user group interlock code |Closed user group interlock code Supplementary Service CUG
Security measure at set up of the CC
link
8 Basic Service (BS) Basic Service (BS) of CC link: Guarantee transparent transmission
64 kbit/s unrestricted of CC copy from MF to LEMF
9 ISDN user part forward call ISDN user part preference Guarantee transparent
indicators parameter indicator: "ISDN user part required all  |transmission of UUS1 and other
the way" supplementary services information
10 ISDN user part optional forward Connected line identity request Sending of the connected number by

call indicators parameter

parameter: requested

the destination network

Parameters 2, 3 and 4 are also present in the IRI records, for correlation with the CC links. Parameter 5

indicates in case of separate transmission of each communication direction, which part is carried by a

CC link. Parameter 6, the basic service of the target call, can be used by the LEMF for processing of

the CC signal, e.g. to apply compression methods for speech signals, in order to save storage space.

Parameter 7 contains the CUG of the LEA. It isoptionally used at set up the CC link to the LEA.

Parameter 8, the basic service of the CC link, is set to "64 kbit/s unrestricted": All information of the

Rx, Tx channels can be transmitted fully transparently to the LEA. The setting of the ISDN user part

indicator guarantees, that the services supporting the LI CC link delivery are available for the complete

CC link connection.

The MF uses en-bloc didling, i.e. there exists only one message in forward direction to the LEA.

NOTE:

The LEMF should at reception of the set up message not use the alerting state, it should

connect immediately, to minimize time delay until switching through the CC links. Not

al networks will support such atransition. Exceptionally, it may be necessary to send an

alerting message before the connected message.

The maximum length of the user information parameter can be more than the minimum length of 35

octets (national option, see [29]), i.e. the network transmitting the CC links shall support the standard

maximum size of 131 octets for the UUS] parameter.

The User-to-User service 1 parameter cannot be discarded by the ETSI |SUP procedures. the only

reason, which would allow the |SUP procedures to discard it would be, if the maximum length of the

message carrying UUS1 would be exceeded. With the specified amount of services used for the CC

links, this cannot happen.

The signalling messages of the two CC channels (stereo mode) carry the same parameter values, except

for the direction indication.

See clause H.1 for the ASN.1 definition of the UUSI LI specific content of the UUS] parameter.

5.3.3 Security requirements at the interface port of HI3




The process of access verification and additional (optional) authentication between the MF and the
LEMF shall not delay the set up of the CC.

For the protection and access verification of the Content of Communication delivery call the ISDN
supplementary services CLIP, COLP and CUG shall be used when available in the network involved.
Generally any authentication shall be processed before the set-up of the CC links between the MF and
the LEMF is completed. If thisistechnically not feasible the authentication may be processed after
completion of the CC connection in parallel to the existing connection.

5.3.3.1 LI access verification

The supplementary service CLIP shall be used to check for the correct origin of the delivery call.

NOTE: Whenusing CLIP, the supplementary service CLIR must not be used.

The supplementary service COLP shall be used to ensure that only the intended terminal onthe LEA's
side accepts incoming calls from the Handover Interface (HI).

To ensure access verification the following two checks shall be performed:

- check of Calling-Line Identification Presentation (CLIP) at the LEMF; and

- check of COnnected-Line identification Presentation (COLP) at the Handover Interface (HI)
(due to the fact that the connected number will not always be transported by the networks
involved, there shall be the possibility for deactivating the COLP check for a given interception
measure. |n addition, the COL P check shall accept two different numbers as correct numbers,
i.e. the user provided number and the network provided number. Usually, the user provided
number contains a DDI extension).

5.3.3.2 Access protection

In order to prevent faulty connectionsto the LEA, the CC links may be set up as CUG calls.

In this case, the following settings of the CUG parameters should be used:

- Incoming Access. not allowed:;

- Outgoing Access. not allowed:;

- Incoming calls barred within a CUG: no;

- Outgoing calls barred within a CUG: VES.

5.3.3.3  Authentication

In addition to the minimum access verification mechanisms described above, optional authentication
mechani sms according to the standard series SO 9798 "I nformation technology - Entity authentication
- parts 1 to 5" may be used.

These mechanisms shall only be used in addition to the access verification and protection mechanisms.

5.4 LI procedures for supplementary services

5.4.1 General




In general, L1 shall be possible for all connections and activities in which the target isinvolved. The
target shall not be able to distinguish alterations in the offered service. It shall also not be possible to
prevent interception by invoking supplementary services. Consequently, from a supplementary services
viewpoint, the status of interactions with LI is"no impact", i.e. the behaviour of supplementary
services shall not be influenced by interception.

Depending on the type of supplementary service, additional CC links to the LEA may be required, in
addition to already existing CC links.

Within the IRI records, the transmission of additional, supplementary service specific data may be
required.

Supplementary services, which have an impact on LI, with respect to CC links or IRI record content,
areshownin

table 5.7. The table is based on UMTS services, it considers the services which have been standardized
at the time of finalizing the present document. Future services should be treated following the same

principles.

NOTE 1: Co-ordination of handling of new services should be performed via 3GPP SA WG3-LI.
If required, additions will be included in a subsequent version of the present document.

The question of Lawful Interception with Intelligent Networks is not covered in this version (see note

2.

NOTE 2: Thegenera principleis, that LI takes place on the basis of atechnical identity, i.e. a
directory number. Only numbers which are known to the NWO/AP/SvP, and for which
LI has been activated in the standard way, can be intercepted. No standardized functions
are available yet which would enable an SCF to request from the SSF the invocation of
LI for acdl.

Additional CC links are only required, if the target is the served user. IRl Records may also carry data
from other parties being served users.

Clause 5.5 specifies details for relevant services:

- _Theprocedures for CC links, depending on the call scenario of the target.

- Related to the IRI records, the point in time of sending and supplementary service specific
information.

- Additional remarksfor services with "no impact" on L1.

The specifications for supplementary services interactions are kept as far as possible independent of the
details of the used signalling protocols; service related events are therefore described in more general
terms, rather than using protocol dependent messages or parameters.

I nteractions with services of the same family, like call diversion services, are commonly specified, if
the individual services behaviour isidentical, with respect to L1.

With respect to the IRI records, clause 5.5 specifies typical cases; the general rules for data which shall
beincluded in |RI records are defined in clause 5.2, specifically in clause 5.4.3.

Services, which are not part of table 5.7, do not require the generation of LI information: No CC links
are generated or modified, and no specific information on the service is present in the IRI records. That
is, these services have "no impact” on LI, no special functionsfor L1 are required. However, within the
IIF, functions may be required to realize the principle, that the service behaviour shall not be

influenced by LI.

"No impact” is not automatically applicable for new services. Each new service has to be checked for
itsimpact on LI.




The present document does not intend to give a complete description of all possible cases and access

types of interactions with supplementary services.




Table 5.7: Supplementary Services with impact on LI CC links or IRl records content;
see also clause 5.5
Sdppl. Service Abbr. CC links: additional calls, impact IRl items related to service
Call[waiting Ccw CC links for active or all calls (option |Target: call waiting indication, calling party
A/B) address
other party: generic notification indicator
Call|Hold HOLD CC links for active or all calls (option |Target: call hold indication
A/B) other party: generic notification indicator
Call[Retrieve RETRIEVE [CC links for active or all calls (option |Target: call retrieve indication
A/B) other party: generic notification indicator
Explicit Call ECT Before transfer: see HOLD Target: components of Facility |IE
Trar]sfer After transfer: LI may or may not be other party: generic notification indicator
stopped
Subgaddressing SuUB No impact on CC links Subaddress IE, as available (calling,
called, ...)
Calling Line CLIP No impact on CC links CLI parameter: part of originating-Party
Identification information
Pregentation
Calling Line CLIR No impact on CC links Restriction indicator is part of CLI parameter
Identification
Resiriction
Conpected Line COLP No impact on CC links COL parameter: part of terminating-Party
Identification information
Pregentation
Conpected Line COLR No impact on CC links Restriction indicator is part of COL parameter
Identification
Resiriction
Cloded User CUG No impact on CC links CUG interlock code
Grouip
Mult) Party MPTY Initially: held and active calls see Target: components of Facility |IE
Conference HOLD other party: generic notification indicator
Conf.: Ty: signal from target; Rx call
sum signal
CC links depending on option A/B
Call|Forwarding CFU One CC link for each call, which is Target: see clause 5.2.2.3, point 2, 3.; if
Uncpnditional; forwarded by the target redirecting no. = target DN: not included
see hote Forwarding by other parties: Other party (call to target is a forwarded call):
no impact See clause 5.2.2.3, point 1
Other party (call from target gets forwarded):
See clause 5.2.2.3, point 3
Call|Forwarding CENRyY 1) basic call with standards CC links, |1) basic call, released after time-out,
No Reply; released after time-out (incl. CC links) [standard IRI
see hote 2) forwarding: same as CFU 2) forwarding: same parameters as for CFU
Call|Forwarding CENRc See CFU See CFU
Not Reachable;
see hote
Call|Forwarding CFB Network determined user busy: see Network determined user busy: see CFU
Busy; see note CFU user determined user busy: see CFNR
User determined user busy: see
CENR
Call|Deflection CD See CFNR See CFNR
Use[-to-User Uus No impact on CC links User-to-user information, more data IE
Sigrjalling 1, 2, 3 (part of HI2 information, see clause B.4). In
ETSI HI3 was used. Optionally, ETSI's HI3
interface for UUS may be maintained for
backwards compatibility reasons.
Falllpack procedure|FB No impact on CC links Target or other party: new basic service |[E
(not|a supplemen-
tary [service)
NOTE: Other variants of Call Forwarding, like Forwarding to fixed numbers, to information services, etc. are
assumed to be covered by the listed services.
5.4.2 CC link Impact




The column "CC links: additional calls, impact" (see table 5.7) defines, whether:

- for the related service CC links shall be set up, in addition to the CC links for abasic call;

- dready existing calls are impacted, for example by disconnecting their information flow.

The CC link impact relates always to actions of atarget being the served user. Services invoked by
other parties have no CC link impact.

5.4.3 IRl Impact, General Principle for Sending IRI records

The column "IRI items related to service" (see table 5.7) specifies, which parameters may be
transmitted to the LEA within the IRI records. For several services, it is differentiated, whether the
target or the other party isthe served user.

The table specifies, which parameters are applicable in principle. That is, these parameters are normally
sent to the LEA, immediately when they are available from the protocol procedures of the service. In
many cases, additional

IRI-CONTINUE records, compared to abasic call, will be generated. However, not each service
related signalling event needs to be sent immediately within an individual record. Exceptions may
exist, where several events are included in one record, even if this would result in some delay of
reporting an event (this may be implementation dependent). Each record shall contain all information,
which isrequired by the LEA to enable the interpretation of an action; example: the indication of call
forwarding by the target shall include the forwarded-to number and the indication of the type of
forwarding within the same record.

The complete set of parameters, which are applicable for IR, is specified in clause 5.2.3 (see table 5.5).

If during procedures involving supplementary services protocol parameters, which are listed in table
5.5 become available, they shall beincluded in IRI Records.

IRI data are not stored by the I1F or MF for the purpose of keeping information on call context or call
configuration, including complex multiparty calls. The LEMF (electronically) or the LEA's agent
(manually) shall always be able, to find out the relevant history on the call configuration, to the extent,
which is given by the available signalling protocol based information, within the telecommunication
network.

Service invocations, which result in invoke and return result components (as defined in table 5.5) need
only be reported in case of successful invocations. One |RI record, containing the invoke component,
possibly including additional parameters from the return result component, is sufficient.

With respect to the inclusion of LI specific parameters, see also the parameter specifications and
example scenariosin clause H.2.3 for more details.

Details of e.g. the definition of the used record type, their content, the exact points in time of sending
etc. follow from the according service specifications; in some cases, they are specified explicitly in
clauses 5.5 and H.2.3.

5.4.4 Multi party calls — general principles, options A, B

Each network must adopt option A or B according to local circumstances.

With respect to |RI, each call or call leg owns a separate |RI transaction sequence, independent of
whether it is actually active or not.

With respect to the CC links, two options (A, B) exist, which depend on laws and regulations, see
below. Active call or call leg means in this context, that the target is actually in communication with
the other party of that call or call leg; this definition differs from the definition in [30].

5.4.4.1 CC links for active and non-active calls (option A)




For each call, active or not, separate CC links shall be provided. This guarantees, that:

- _changesin the call configuration of the target are reflected immediately, with no delay, at the
LEMF;

- thesignal from held parties can still be intercepted.

It is a network option, whether the communication direction of a non-active call, which still carries a
signal from the other party, is switched through to the LEMF, or switched off.

other parties
hold < — P1 on hold
T . on hold £ > P2 on hold
arget g > pP3 active
T
IHF
MF

LEMF

Figure 5.2: CClink option A (example for call hold supplementary service)

5.4.4.2 Reuse of CC links for active calls (option B)

CCllinks are only used for calls active in their communication phase. Changesin the call configuration

may not be reflected at the LEMF immediately, because switching in the [IF/MF is required, and the
signal from the held party is not available.

Each time, another target call leg uses an existing CC link, an IRI-CONTINUE record with the correct

CID and CCLID shall be sent.

NOTE: Even when option B is used, more than one CC link may be required simultaneoudly.




other parties
hold < > P1 on hold
- . onho < > P2 on hold
a[rge < > pP3 active
”F [Risliviptuiviotol
MF

LEMF

Figure 5.3: CC link option B (example for call hold supplementary service)

5.4.5 Subscriber Controlled Input (SCD:
Activation/Deactivation/Interrogation of Services

For user procedures for control of Supplementary Services (Activation/Deactivation/Interrogation), a
special |RI record type (IRI-REPORT record) is defined to transmit the required information.

The IRI-REPORT record shall contain an indicator, whether the request of the target has been
processed successfully or not.

At the exchange, where the subscriber data of atarget shall be modified via aremote control procedure,
an IRI-REPORT record shall be generated as if the control procedure had taken place locally.

5.5 Detailed procedures for supplementary services

5.5.1 Advice of Charge services (AOC)

No impact.

Advice of Charge information is not included in |RI records.

5.5.2 Call Waiting (CW)

5.5.2.1 Call Waiting at target: CC links

In case of option A "CC links for al calls', aCC link is set up for the waiting call, using the standard
procedures for terminating calls. In case of option B "CC links for active calls', no CC link is set up for
the waiting call, it istreated like aheld call.

With respect to CC links, the same configurations as for Call Hold apply.




Procedure, when the target accepts the waiting call: see retrieve of aheld call (see clause 5.5.3).

5.5.2.2 Call Waiting: IRI records

5.5.2.2.1 Target is served user

If Call Waiting isinvoked at the target access by another (calling) party: the IRI-BEGIN record or a
following IRI-CONTINUE record for the waiting call shall contain the LI specific parameter call
waiting indication.

55.2.2.2 Other party is served user

If Call Waiting isinvoked at the other (called) party's access: if a CW notification is received by the
target's switching node, it shall beincluded in an IRI-CONTINUE record; it may be a separate record,
or the next record of the basic call sequence.

5.5.3 Call Hold/Retrieve

5.5.3.1 CC links for active and non-active calls (option A)

If an active cal is put on hold, its CC links shall stay intact; as an option, the signal from the held party
is not switched through to the LEMF.

If the target sets up anew call, while one call is on hold, this call istreated like a normal originating
cal, i.e. anew LI configuration (CC links, IRI records) is established.

5.5.3.2 Reuse of CC links for active calls (option B)

If an active cal is put on hold, its CC links shall not immediately be disconnected; as an option, the
signal from the held party is not switched through to the LEMF.

If the target sets up anew call, or retrieves a previously held call, while one target call, which still owns
CC links, is on hold, these CC links shall be used for the signals of the new active call.

5.5.3.3 IRl records

55.3.3.1 Invocation of Call Hold or Retrieve by target

An IRI-CONTINUE record with the LI specific parameter hold indication or retrieve indication,
respectively, shall be sent.

55.3.3.2 Invocation of Call Hold or Retrieve by other parties

An IRI-CONTINUE record with acall hold or retrieve notification shall be sent if it has been received
by the signalling protocol entity of the target call.

5.5.4 Explicit Call Transfer (ECT)

5.5.4.1 Explicit Call Transfer, CC link

During the preparation phase of atransfer, the procedures for Call Hold/Retrieve are applicable.

If the served (transferring) user isthe target, its original call isreleased. This terminates also the CC
link, and causes an |RI-END record to be sent.




After transfer, two options exist:

1) For thetransferred call, CC links (and IRI records) shall be generated, in principle like for a
forwarded call (similar to proceduresin clause 5.5.12.1.1, case b));

2) Thetransferred call shall not be intercepted.

5.5.4.2 Explicit Call Transfer, IRI records

In addition to the basic or hold/retrieve/waiting call related records and parameters, during the
reconfiguration of the call, ECT-specific information at the target's access is sent to the LEMF within
IRI-CONTINUE records.

When the target leaves the call after transfer, an IRI-END record is sent, and the LI transaction is
terminated. Options for the new call, after transfer: see clause 5.5.4.1.

5.5.5 Calling Line Identification Presentation (CLIP) (IRl Records)

5.5.5.1 Call originated by target (target is served user)

The standard CLI parameter of an originating target is included as a supplementary service parameter

inthe IRI records.

5.5.5.2 Call terminated at target (other party is served user)

The CLI sent from the other party isincluded in the IRI-BEGIN record (originating-Party
information), irrespective of arestriction indication. An eventually received second number (case two

number delivery option) isincluded in the IRI record as supplementary services information (Generic

Number parameter).

5.5.6 Calling Line Identification Restriction (CLIR)

For use by LI, therestriction isignored, but copied within the CL| parameter to the IRI record.

5.5.7 COnnected Line identification Presentation (COLP)

5.5.7.1 Call terminated at target (target is served user)

A connected number parameter received from the target shall beincluded in an IRI record
(terminating-Party information).

5.5.7.2 Call originated by target (other party is served user)

If available, a connected number parameter as received from the other (terminating) party shall be
included in an IRI record (terminating-Party information). Any additional number, e.g. a Generic
Number, shall also be included in the IRI record.

5.5.8 COnnected Line identification Restriction (COLR)

For use by LI, therestriction is ignored, but copied within the COL parameter to the IRl record.

5.5.9 Closed User Group (CUG)




In case of aCUG cdll, the closed user group interlock code shall beincluded in an IRI.

5.5.10 Completion of Call to Busy Subscriber (CCBS)

No impact.

Thefirst call, which meets a (terminating) busy subscriber, and is released subsequently, is treated like
astandard busy call, with no CCBS related IRI information.

The procedures for CCBS, until starting a new call attempt from the served user to the terminating user,
including the CCBS recall, are not subject of LI.

5.5.11 Multi ParTY call (MPTY)

5.5.11.1 CCllinks

a) Target is conference controller:
The MPTY conference originates from a configuration with two single calls (one active, one
held). When joining the calls to a conference, the CC links, which have carried the signals of the
active target call are used to transmit the conference signals; that is, the Rx call contains the sum
signal of the conference, the Tx call contains the signal from the target.

The second CC link set, for the previously held call stays intact. |f the conference is released,
and the initial state (1 held, 1 active call) is re-established, the required CC links are still
available.

b) Target is passive party of conference:
No impact on CC links.

5.5.11.2 IRl records

For the eventsindicating the start and the end of the MPTY conference, |RI records are generated.

55.12 DIVersion Services (DIV)

Cdlsto atarget, with a called party number equal to the intercepted target DN(s), but forwarded, are
intercepted, i.e. CC links are set up, and |RI records are sent to the LEA. This applies for all kinds of

call forwarding.

For calls forwarded by the other party (calling or called), the available diversion-related information is
sent to the LEA.

5.5.12.1 Call Diversion by Target

5.5.12.1.1  Call Diversion by Target, CC links

In order to handle call diversion services by applying, as far as possible, common procedures, the
following two cases are differentiated:

a) Call Forwarding Unconditional (CFU), Call Forwarding Busy (NDUB):
In these cases, forwarding is determined, before seizing the target access. CC links are set up,
immediately, for the forwarded call.

Other variants of Call Forwarding with immediate forwarding, i.e. without first seizing the
target access, are handled in the same way (e.g. unconditional Selective Call Forwarding).




b) Call Forwarding No Reply, Call Forwarding Busy (UDUB), Call Deflection:
Initially, the target call is set up, and the call isintercepted like abasic call.

When forwarding takes place (e.q. after expiry of the CFNR timer), the original call is released;
this may cause also arelease of the CC links. In such case two optional IRl record handling may

apply:

1) For the origina call an IRI-END record is sent. For the forwarded call a new set up
procedure, including new LI transaction may take place with new set of IRI records (starting
with IRI-BEGIN record sent to the LEA).

2) For the forwarded call the IRI-CONTINUE record is generated and sent to aLEA, indicating
the CFNR invocation.

Other variants of Call Forwarding with forwarding after first seizing the target access, are handled in
the same way.

In case of multiple forwarding, one call may be intercepted several times, if severa parties are targets.
Considering the maximum number of diversions for one call of 5 (3GPP recommended limit), one call
can be intercepted 7 times, from the same or different LEAS. In principle, these procedures are
independent of each other.

5.5.12.1.2 Call Diversion by Target, IRI records

See clause 5.2.2.3, case 2, related to the target's information, and case 3, related to the forwarded-to-
party information.

As above for the CC links, the diversion types a) and b1, 2) are differentiated: For case a) and b2)
diversions, the IRI is part of one transaction, IRI-BEGIN, -CONTINUE, -END, for case bl) diversions,
afirst transaction informs about the call section, until diversion isinvoked (corresponding to abasic,
prematurely released call), a second transaction informs about the call section, when diversion is
invoked (corresponding to case a).

5.5.12.2 Forwarded Call Terminated at Target

The CClink is handled in the standard way. The IRI-BEGIN record contains the available call
diversion information, see clause 5.2.2.3 case 1.

5.5.12.3 Call from Target Forwarded

The CClink is handled in the standard way. The IRI-BEGIN and possibly IRI-CONTINUE records
contain the available call diversion related information, see clause 5.2.2.3 case 3.

5.5.13 Variants of call diversion services

Variants of the above "standard” diversion services are treated in the same way as the corresponding
"standard” diversion service.

5.5.14 SUBaddressing (SUB)

The different types of subaddress information elements are part of the IRI records, in al basic and
supplementary services cases, where they are present.

5.5.15 User-to-User Signalling (UUS)

User-to-User parameters of services UUS1, UUS2 and UUS3 shall be reported as HI2, see clause 5.4.




If User-User information is not delivered from a target to the other party (e.g. due to overload in the SS

No.7 network), no notification is sent to the LEA.

5.5.16 Incoming Call Barring (ICB)

No impact.

a) Caseterminating call to atarget with |CB active:
In general, the barring condition of atarget is detected before the target access is determined,
consequently, an |RI-REPORT records is generated.
If the access would be determined, a standard IRI-END record is generated, with the applicable

cause value.

b) Casetarget callsaparty with ICB active:
In general, an IRI-BEGIN record has been sent already, and CC links have been set up.
Consequently, astandard IRI-END record is generated, with the applicable cause value.

5.5.17 Outgoing Call Barring (OCB)

No impact.

For abarred call, a standard record may be generated; its type and content are depending on the point
in the call, where the call was released due to OCB restrictions.

5.5.18 Tones, Anhnouncements

No impact.

If the normal procedures, depending on the call state, result in sending the tone or announcement signal

on the Rx CC link channel, this shall be transmitted as CC.

5.6 Functional architecture

The following picture contains the reference configuration for the lawful interception (see [19]).

There is one Administration Function (ADMF) in the network. Together with the delivery functionsiit
is used to hide from the 3G M SC server and 3G GM SC server that there might be multiple activations
by different Law Enforcement Agencies (LEAS) on the same target.
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Figure 5.4: Reference configuration for Circuit switched

The reference configuration is only alogical representation of the entities involved in lawful
interception and does not mandate separate physical entities. This allows for higher levels of
integration.

A call could be intercepted based on several identities (MSISDN, IMSI, IMEI) of the same target.

I nterception based on IMEI could lead to adelay in start of interception at the beginning of acall and
interception of non-call related eventsis not possible.

For the delivery of the IP(CC) and IRI(CD) the 3G M SC server or 3G GM SC server provides
correlation number and target identity to the DF2 and DF3 which is used there in order to select the
different LEAs where the product shall be delivered to.
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Figure B.1: 3GPP object tree

New section

B.4 Interception related information (HI2 CS)

For North America the use of J-STD-25 A[23] is recommended.



Declaration of ROSE operation sending-of-IRI is ROSE délivery mechanism specific. When using FTP
delivery mechanism, data | RI-Content must be considered.
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Partyl nfornation,

Cal | Cont ent Li nkChar acteristics,
Comuni cati onl dentifier,

CC-Li nk-Identifier,

Nat i onal - Par aneters

FROM HI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful I ntercept(2) hi2(1) version3(3)} — Version 3 of TS 101 671 ASN. 1

Locati on,
SMS-report

FROM Unt sHI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful i ntercept(2) threeGPP(4) hi2(1) version-2(2)};

-- nject ldentifier Definitions

-- Security Donainld

| awf ul I nt er cept Domai nld OBJECT I DENTIFIER ::= {itu-t(0) identified-organization(4)
etsi (0)

securitybDomain(2) lawful I ntercept(2)}

-- Security Subdomains
t hr eeGPPSUBDonai nl d OBJECT | DENTI FI ER :: = {l awful I nter cept Donai nl d threeGPP(4)}
hi 2CSDomai nl d OBJECT | DENTI FI ER :: = {threeGPPSUBDomai nl d hi 2CS(3) version-1(1)}

umt sCS-sendi ng-of -1 Rl OPERATION :: =

ARGUVENT Unt sCS- | RI sCont ent
ERRORS { OperationErrors }
CODE gl obal : { threeGPPSUBDomai nl D hi 2CS(3) opcode(1)}

-- Cass 2 operation. The timer shall be set to a value between 3 s and 240 s.
-- The tiner.default value is 60s.
-- NOTE: The sanme note as for H mmnagenment operation applies.

Unt sCS- | RI sCont ent 1= CHO CE
i RI Cont ent Unt sCS- | RI Cont ent
iRl Sequence Unt sCS- | Rl Sequence
)
Unt sCS- | RI Sequence 1= SEQUENCE COF Unt sCS-1 Rl Cont ent

-- Aggregation of UmntsCS-IRl Content is an optional feature.

-- It may be applied in cases when at a given point in time several IRl records
are

-- available for delivery to the same LEA destination.




-- As a general
and shal |
-- not held in

rule, records created at any event shall be sent inmmediately

the DF or MF in order to apply aggregation.

-- Wen aggregation is not to be applied, UmtsCS- IRl Content needs to be chosen.

Ut sCS- | RI Cont ent

;.= CHO CE

i Rl - Begi n-record [1]
--at | east one optional
i Rl - End-record [2]
i Rl -Continue-record [3]
--at | east one optional

[4]

Record
i Rl -Report-record

I Rl - Par anet er s,

paraneter must be included within the i Rl -Begi n-Record
I Rl - Par anmet er s,

I Rl - Par anet er s,

paraneter nust be included within the iRl -Continue-

| Rl - Par anet er s,

--at |east one optional paraneter nust be included within the i Rl -Report-
Record
}
unknown- ver si on ERROR : : CODE | ocal : 0}
m ssi ng- par anet er ERROR : : CODE | ocal : 1}

unknown- par anet er - val ue ERROR ::
unknown- par anet er ERROR : :

o —

OperationErrors ERROR :: =

{
unknown- ver si on |
m ssi ng- paraneter |
unknown- par anet er - val ue |
unknown- par anet er

--These val ues may be sent by the
m sunder st ood.

CODE | ocal : 2}
CODE | ocal : 3}

LEMF, when an operation or a paraneter is

I Rl - Par anet er s .. = SEQUENCE
hi 2CSDonwi nl d
domai n

i Rlversion

{

versionl(1),
} OPTI ONAL,

-- if not present,
| awful I nterceptionldentifier

[0] OBJECT | DENTIFIER OPTIONAL, -- 3GPP HI2 CS

[23] ENUMERATED

it means version 1 is handl ed

[1] Lawful Interceptionldentifier,

-- This identifier is associated to the target.

conmuni cati onl dentifier

[2] Communi cationldentifier,

-- used to uniquely identify an intercepted call.

ti neStanp

[3] TimeStanp,

-- date and tinme of the event triggering the report.

intercepted-Call-Direct

not - Avai | abl e(0),
originating-Target(1),
termi nating-Target(2),

} OPTI ONAL,

intercepted-Call-State
-- Not required for
-- Duration in seconds.

UMTS.

BCD coded :

[4] ENUMERATED

[5] Intercepted-Call-State OPTI ONAL,
May be included for backwards conpatibility to GSM
HHMVBS

ri ngi ngburation



-- Not required for UMIS. May be included for backwards conpatibility to GSM
-- Duration in seconds. BCD coded : HHWSS
-- Not required for UMIS. May be included for backwards conpatibility to GSM

| ocati onOf TheTar get [8] Location OPTI ONAL,
-- location of the target subscriber
partyl nformation [9] SET SIZE (1..10) OF Partylnformation
OPTI ONAL,
-- This paraneter provides the concerned party (Oiginating, Term nating or
f or war ded
-- party), the identity(ies) of the party and all the information provi ded by
the party.
cal | Cont ent Li nkl nformati on [10] SEQUENCE
cCLi nk1Characteristics [1] Call ContentLinkCharacteristics OPTI ONAL,
-- information concerning the Content of Communication Link Tx channel
est abl i shed
-- toward the LEMF (or the sumsignal channel, in case of nmono node).
cCLi nk2Char acteri stics [2] Call ContentLinkCharacteristics OPTI ONAL,
-- information concerning the Content of Communication Link Rx channel
est abl i shed
-- toward the LEM.
} OPTI ONAL,
rel ease- Reason- O -I ntercepted-Call [11] OCTET STRING (SIZE (2)) OPTI ONAL,
-- Rel ease cause coded in [31] format.
-- This paraneter indicates the reason why the
-- intercepted call cannot be established or why the intercepted call has been
-- released after the active phase.
nat ure- O - The-i nt er cept ed- cal | [12] ENUMERATED
--Not required for UMIS. May be included for backwards conpatibility to GSM
--Nature of the intercepted "call":
gSM | SDN- PSTN-circuit-cal | (0),
-- the possible UUS content is sent through the H2 or H 3 "data"
interface
-- the possible call content call is established through the H'3 ,circuit,
interface
gSM SMS- Message( 1),
-- the SMS content is sent through the H'2 or H 3 "data" interface
uUS4- Messages( 2),
-- the UUS content is sent through the H'2 or H 3 "data" interface
tETRA-circuit-call (3),
-- the possible call content call is established through the H'3 "circuit"
interface
-- the possible data are sent through the H 3 "data" interface
t eTRA- Packet - Dat a(4),
-- the data are sent through the H 3 "data" interface
gPRS- Packet - Dat a( 5) ,
-- the data are sent through the H 3 "data" interface
} OPTI ONAL,
servi ceCent er Addr ess [13] Partylnformati on OPTI ONAL,
-- e.g. in case of SM5 nessage this paraneter provides the address of the
rel evant
-- server within the calling (if server is originating) or called
-- (if server is termnating) party address paraneters
sMB [14] SMs-report OPTI ONAL,
-- this paranmeter provides the SM5 content and associ ated information
cC Link-ldentifier [15] CC-Link-ldentifier OPTI ONAL,
-- Depending on a network option, this parameter may be used to identify a CC
I'i nk
-- in case of multiparty calls.
nati onal - Paraneters [16] National - Paranmet ers OPTI ONAL,
unt s- Cs- Event [33] Unts-Cs-Event OPTI ONAL
-- Care should be taken to ensure additional paraneter nunbering does not conflict
wth
-- ETSI TS 101 671 or Annex B.3 of this document (PS HI2).
}
Unt s- Cs- Event ::= ENUMERATED
{
cal | -establ i shnent (1),
answer (2),
suppl ement ary- Servi ce (3),
handover (4),

rel ease (5),

conver sati onDur



sMB 6).
| ocati on-updat e 7),
subscri ber-Control | ed- | nput (8),

}
END — OF Unt sCS-H 20per ati ons

New section

Annex H (normative):
Definition of the UUS1 content associated and sub-
addressing to the CC link

For North Americathe use of J-STD-25 A[23] is recommended.

For the transport of the correlation information and the identifiers accompanying the CC-links there are
two options:

H.1. Use of the User-to_User Signaling (UUSL1) (see Annex H.1).

H.2. Use of the sub-address (SUB) and calling party number (see Annex H.2).

H.1 Definition of the UUS1 content associated to the CC
link



ASN.1 description of the UUS1 content associated to the CC link
HI 3CCLi nkDat a
{ itu-t (0) identified-organization (4) etsi (0) securityDomain (2) |awf ullntercept
(2) hi3 (2) cclinkLl (4) version2 (2)}
DEFINITIONS IMPLICIT TAGS :: =

BEG N

| MPORTS
Lawf ul I nterceptionldentifier,
Conmuni cati onl dentifier,
CC-Li nk-1dentifier
FROM
HI 20per at i ons
{ itu-t (0) identified-organization (4) etsi (0) securityDomain (2)
lawful I ntercept (2) hi2 (1) version2 (2)};

UUS1- Cont ent 11 = SEQUENCE

{
lawful | I nterceptionldentifier [1] Lawful I nterceptionldentifier,
conmuni cationl dentifier [2] Communi cationldentifier,
cC-Link-ldentifier [3] CC-Link-ldentifier OPTI ONAL,
direction-Indication [4] Direction-Indication,
bearer-capability [5] OCTET STRING (Sl ZE(1..12)) OPTI ONAL,

-- transport the Bearer capability information el ement (value part)
-- Protocol: ETS [6]

servi ce- I nformation [7] Service-Information OPTI ONAL,
}
Di rection-1ndication 11 = ENUMERATED
{
nono- node( 0),
cc-fromtarget(1),
cc-fromother-party(2),
}
Service-Information ::= SET
{
hi gh-1 ayer-capability [0] OCTET STRING (Sl ZE(1)) OPTI ONAL,
-- HLC (octet 4 only)
-- Protocol: ETS [6]
t MR [1] OCTET STRING (SI ZE(1)) OPTI ONAL,
-- Transm ssi on Medi um Required
-- Protocol: ISUP [5]
bear er Ser vi ceCode [2] OCTET STRING (S| ZE(1)) OPTI ONAL,
tel eServi ceCode [3] OCTET STRING (S| ZE(1)) OPTI ONAL
-- from MAP, ETS 300 974, clause 14.7.9 and cl ause 14.7.10
}

END -- HI 3CCLi nkDat a

H.2 Use of sub-address and calling party number to carry
correlation information

H.2.1 Introduction

Not all ISDN networks fully support the use of the UUSL1 service [31]. Some networks may be limited
to the transfer of only 32 octets of UUSL user information rather than the 128 required for full support
of the UUSL service. Some networks may not support UUSL at all.

This annex describes a procedure to provide correlation information which is appropriate:




1) if anetwork does not support the delivery of UUSL; or
2) if anetwork does not support the delivery of 128 octets for UUSL1.

If al network involved support the delivery of 128 octets for UUSL then the procedure (described in
this annex) is not appropriate.

The calling party number, the calling party subaddress (CgP Sub) and the called party subaddress (CdP
Sub) are used to carry correlation information.

H.2.2 Subaddress options

The coding of a subaddress information element is given in [30]. The following options shall be
chosen:

Table H.2.1: Subaddress options

Option Value

Type of subaddress  |user specified

Odd/even indicator employed for called party subaddress when no national parameters are used

H.2.3 Subaddress coding

The coding of subaddress information shall be in accordance with [30].

H.2.3.1 BCD Values

The values 0-9 shall be BCD coded according to their natural binary values. The hexadecimal value F
shall be used as afield separator. This coding isindicated in table H.2.2.

Table H.2.2: Coding BCD values

Iltem BCD representation
Bit4 | Bit3 | Bit2 |Bit1

0 0 0 0 0
1 0 0 0 1
2 0 0 1 0
3 0 0 1 1
4 0 1 0 0
5 0 1 0 1
6 0 1 1 0
7 0 1 1 1
8 1 0 0 0
9 1 0 0 1
Field separator 1 1 1 1

When items are packed two to an octet, the least significant item shall be coded by mapping bit 4 to bit
8, bit 3 to bit 7, etc.

H.2.3.2 Field order and layout




Fields shall be presented into the subaddress in the following order:

Table H.2.3: Fields in the Called Party Subaddress

Field
Operator-ID
CIN
CCLID
National Parameters

Order

A WNBE

Table H.2.4: Fields in the Calling Party Subaddress

Order Field
1 Lawful Interception Identifier (LIID)
2 Direction
3 Service Octets

Each field noted above shall be included, whether empty or not, and a field separator shall separate
each field. When afield is empty, that shall be indicated by two consecutive field separators. There

shall be afield separator after the fina field, too.

The Service Octets as available shall always be mapped into octets 19 to 23 of the Calling Party
Subaddress, as appropriate. If one of the parameters TMR, BC or HLC is not available, the octet shall
befill with "FF" hex. If Mobile Teleservice Code is not available, octet 23 shall not be transmitted. If
Mobile Teleservice Code and Mobile Bearer Service Code are not available, octets 22 and 23 shall not

be transmitted.

Table H.2.5 represent called party subaddress and table H.2.6 calling party subaddress with the

maximum length of the identifiers.

Table H.2.5: Called Party Subaddress

Bits Octets
8 17 |16 15 |4 ]3 ]2 ]1
Called party subaddress identifier 1
Length of called party subaddress contents 2
Type of subaddress = user specified, 3
odd/even indicator
Operator-ID @ Operator-ID ® 4
Operator-ID @ Operator-ID @ 5
Field separator Operator-ID ® 6
CIN @ CIN ® 7
CIN ® CIN® 8
CIN ® CIN® 9
CIN CIN @ 10
CCLID © Field separator 11
CCLID ® CCLID @ 12
CCLID ® CCLID ® 13
CCLID @ CCLID ® 14
Field separator CCLID 15
see note 16
17
18
19
20
21
22
23

NOTE:

The Octets after the final field (CCLID) of the

Called Party Subaddress are reserved for
national use, e.g. for authentication purposes.




Table H.2.6: Calling Party Subaddress

Bits Octets

8 ]7 16 15 |4 ]3]2]1
Calling party subaddress identifier 1
Length of calling party subaddress contents |2
Type of subaddress = user specified, 3
odd/even indicator according to the amount
of BCD-digits
LIID @ LIID ® 4
LIID @ LIID ® 5
LIID ® LIID ® 6
LIID LIID @ 7
LIID ©© LIID ® 8
LIID ©®@ LIID ©® 9
LIID ©® LIID ©® 10
LIID ®® LIID ©® 11
LIID ©®® LIID ©®@ 12
LIID @© LIID ©® 13
LIID @@ LIID @® 14
LIID @® LIID @3 15
Field separator LIID @® 16
Field separator Direction 17
spare spare 18
ITU-T Recommendation Q.763 [32] TMR 19
(see note 1)
ITU-T Recommendation Q.931 BC [33] 20
octet 3 (see note 2)
ITU-T Recommendation Q.931 HLC [33] 21
octet 4 (see note 3)
Mobile Bearer Service Code 22
(see note 4)
Mobile Teleservice Code (see note 5) 23

NOTE 1: If available, the Transmission Medium
Requirement according to EN 300 356 [29]. If
not available, the value is "FF" hex.

NOTE 2: If available, only octet 3 of the Bearer
Capability I.E. according to EN 300 403 [30] If
not available, the value is "FF" hex.

NOTE 3: If available, only octet 4 of the High Layer
Compatibility I.E. according to
EN 300 403 [30]. If not available, the value is
"FF" hex.

NOTE 4: |If available, the Mobile Bearer Service Code
according to ETS 300 974 [34],
clause 14.7.10. If not available, the octets 22
and 23 shall not be transmitted.

NOTE 5: If available, the Mobile Teleservice Code
according to ETS 300 974 [34],
clause 14.7.9. If not available, the octet 23
shall not be transmitted.

H.2.4 Field coding

Each field shall employ decimal coding, except for the Service Octets (octets 19-23 of the CgP Sub)
and the octets reserved for national use (octets 16-23 of the CdP Sub). Other values are not permitted.

H24.1 Direction



Thedirection field shall be coded as follows:

Table H.2.7: Direction coding

Indication Value
Mono mode (combined signal) 0
(historic)
CC from target 1
CC to target 2
H.2.4.2 Coding of the Calling Party Number

The Network Element Identifier (NEID) shall be carried by the calling party number information
element. The coding shall be as follows, depending on the type of network access (see note 1):

Numbering plan identification:

Nature of address:
Type of number:
Screening indicator:

Screening indicator:
Presentation indicator:

NOTE 1: Therelevant national specification of the Signalling System Number 7 may also specify
reguirements on the Nature of address for national specific usein national variants of

ISUP.

NOTE 2: Usualy, the I1F respectively the Mediation Function is connected to the network by links
using Signalling System Number 7 and ISDN User Part (ISUP), whereby the parameters

| SDN/telephony numbering plan (Recommendation E.164)
As specified in ITU-T Recommendation Q.731.3 (see note 1) (e.g. national
(significant) number or international number) (in case of ISUP signalling)

As specified in ITU-T Q.951, EN 300 092 (e.g. unknown, subscriber number, national
number or international number), and Network Operator specific type of access (BRA

or PRA) (in case of DSS1 signalling, see note 2 and 3)
Network provided (in case ISUP signalling)

User-provided, not screened (in case of DSS1 signalling, see note 3)

Presentation allowed

are coded according to [29]. But in some cases, the I F respectively the Mediation

Function may be connected via a Basic Rate Access or a Primary Rate Access using D-
Channel signalling, whereby the parameters are coded according to [30].

NOTE 3: The network will perform screening, i.e. the number will arrive at the LEMF as "user-

provided, verified and passed" with the appropriate "type of number" indicator. A
network provided number shall also be accepted at the LEMF.

H.2.5 Length of fields

The length of the identifiersis variable. The minimum and maximum length of each field shall be as

givenintable H.2.8:

Table H.2.8: Field length

Field Minimum length Maximum length  Maximum length ILE.
(decimal digits) (decimal digits) (Half-Octets)
Operator ID 2 5 5+1 CdP Sub
CIN 6 8 8+1 CdP Sub
CCLID 1 8 8+1 CdP Sub
LIID 2 25 25+1 CgP Sub
Direction 1 1 1+1 CgP Sub
Service Octets 10 CgP Sub
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