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Title: ! Securing UTRAN/GERAN IP Transport interfaces and specifically the Iu interface with 

NDS/IP mechanisms 
  
Source: ! SA WG3 
  
Work item code: ! SEC1-NDS-IP  Date: ! 20/11/2002 
     
Category: ! B  Release: ! Rel-6 
 Use one of the following categories: 

F  (correction) 
A  (corresponds to a correction in an earlier release) 
B  (addition of feature),  
C  (functional modification of feature) 
D  (editorial modification) 

Detailed explanations of the above categories can 
be found in 3GPP TR 21.900. 

Use one of the following releases: 
2 (GSM Phase 2) 
R96 (Release 1996) 
R97 (Release 1997) 
R98 (Release 1998) 
R99 (Release 1999) 
Rel-4 (Release 4) 
Rel-5 (Release 5) 
Rel-6 (Release 6) 

  
Reason for change: ! Iu interface is carrying information that is classified as sensitive. Iu is used for 

conveying e.g. security keys, which are vital for the end-user security. Hence Iu 
interface needs to be encrypted along with the integrity check. 

  
Summary of change: ! Addition to Annex to cover the Iu interface also with NDS/IP mechanisms. 
  
Consequences if  ! 
not approved: 

Security wise critical Iu interface would be left unprotected. 

  
Clauses affected: ! Annex (normative) 
  
 Y N   
Other specs ! X   Other core specifications ! TS 25.412 
affected:  X  Test specifications  
  X  O&M Specifications  
  
Other comments: !  
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Annex DX (normative): 
Security protection of UTRAN/GERAN IP transport protocols 
This section details how NDS/IP shall be used to protect UTRAN/GERAN IP transport protocols and interfaces. 

DX.1 The need for security protection 
The control plane in question is used to transfer signalling messages in UTRAN/GERAN IP transport network. The 
UTRAN IP transport option is specified in Rel5 UTRAN Technical Specifications. UTRAN Iu interface signalling 
transport is specified in 3GPP TS 25.412 [28]. Based on the known security threats in IP networking, the traffic shall be 
protected properly. This is in order not to restrict the application of IP in UTRAN and GERAN only to closed network 
environments. 

The security solution for IP based UTRAN/GERAN transport shall follow the principles introduced in the NDS/IP since 
the IPSec provides application independent security solution for all IP traffic. 

Iu interface is carrying information that is classified as sensitive. Iu is used for conveying e.g. subscriber specific 
security keys. These keys are vital for the end-user security. Hence Iu shallmust be encrypted along with the integrity 
check. 

DX.2 Protection of UTRAN/GERAN IP transport protocols 
and interfaces 

IPSec ESP shall be used with both encryption and integrity protection for all RANAP messages traversing inter-security 
domain boundaries through the Iu interface. 

Iu control plane traffic shall be routed via a SEG when it takes place between different security domains (in particular 
over those interfaces that may exist between different operator domains). In order to do so, operators shall operate 
NDS/IP Za-interface between SEGs. 
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It will be for the operator to decide whether and where to deploy Zb-interfaces in order to protect the RANAP messages 
over the Iu interface within the same security domain. 

According to TS 25.412 [28] the multi homing services of SCTP shall be required at both ends of an SCTP-association 
to enable transport redundancy and reliability. Additional guidelines on how to apply IPSec in SCTP are specified in 
[26]. This RFC shall also apply to this NDS/IP Technical Specification. 

Editor's Note; The reference to I-D "draft-ietf-ipsec-sctp-04.txt" shall be replaced by the corresponding RFC 
reference when this draft reaches RFC status. 
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Annex ED (informative): 
Change history 

Change history 
Date TSG # TSG Doc. CR Rev Subject/Comment Old New 
03-2002 SA_15 SP-020117 - - Approved at TSG SA#15 and placed under change control 2.0.0 5.0.0 
06-2002 SA_16 SP-020355 001  NDS/IP Confidentiality protection for IMS session keys 5.0.0 5.1.0 
06-2002 SA_16 SP-020356 002  Strengthening the requirements on IV construction to prevent 

attacks based on predictable IV 
5.0.0 5.1.0 
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