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3.2
Abbreviations

Applicable abbreviations can be found in GSM 01.04[1]. For the purposes of the present document the following abbreviations apply:

AAL5
ATM Adaptation Layer type 5

APN
Access Point Name

ATM
Asynchronous Transfer Mode

AUTN
Authentication Token

BG
Border Gateway

BSSAP+
Base Station System Application Part +

BSSGP
Base Station System GPRS Protocol

BVCI
BSSGP Virtual Connection Identifier

CCU
Channel Codec Unit

CDR
Call Detail Record

CGF
Charging Gateway Functionality

CGI
Cell Global Identification

CK
Cipher Key

CMM
Circuit Mobility Management

CS
Circuit Switched

DHCP
Dynamic Host Configuration Protocol

DNS
Domain Name System

DTM

EGPRS
Enhanced GPRS

ESP
Encapsulating Security Payload

GEA
GPRS Encryption Algorithm

GGSN
Gateway GPRS Support Node

GMM/SM
GPRS Mobility Management and Session Management

GPRS‑SSF
GPRS Service Switching Function

GPRS‑CSI
GPRS CAMEL Subscription Information

GSM‑SCF
GSM Service Control Function

GSIM
GSM Service Identity Module

GSN
GPRS Support Node

GTP
GPRS Tunnelling Protocol

GTP‑C
GTP Control Plane

GTP‑U
GTP User Plane

ICMP
Internet Control Message Protocol

IETF
Internet Engineering Task Force

IK
Integrity Key

IP
Internet Protocol

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6

IPX
Internet Packet eXchange

ISP
Internet Service Provider

KSI
Key Set Identifier

L2TP
Layer‑2 Tunnelling Protocol

LL‑PDU
LLC PDU

LLC
Logical Link Control

MAC
Medium Access Control

MIP
Mobile IP

MNRF
Mobile station Not Reachable Flag

MNRG
Mobile station Not Reachable for GPRS flag

MNRR
Mobile station Not Reachable Reason

MTP2
Message Transfer Part layer 2

MTP3
Message Transfer Part layer 3

NGAF
Non-GPRS Alert Flag

NS
Network Service

NSAPI
Network layer Service Access Point Identifier

NSS
Network SubSystem

ODB
Operator Determined Barring
P‑TMSI
Packet TMSI

PCU
Packet Control Unit

PDCH
Packet Data CHannel

PDCP
Packet Data Convergence Protocol

PDN
Packet Data Network

PDP
Packet Data Protocol, e.g., IP

PDU
Protocol Data Unit

PMM
Packet Mobility Management

PPF
Paging Proceed Flag

PPP
Point-to-Point Protocol

PTP
Point To Point

PVC
Permanent Virtual Circuit

RA
Routeing Area

RAB
Radio Access Bearer

RAC
Routeing Area Code

RAI
Routeing Area Identity
RANAP
Radio Access Network Application Protocol

RAU
Routeing Area Update

RLC
Radio Link Control

RNC
Radio Network Controller

RNS
Radio Network Subsystem

RNTI
Radio Network Temporary Identity

RRC
Radio Resource Control

SGSN
Serving GPRS Support Node

SM
Short Message

SM‑SC
Short Message service Service Centre

SMS‑GMSC
Short Message Service Gateway MSC

SMS‑IWMSC
Short Message Service Interworking MSC

SN‑PDU
SNDCP PDU

SNDC
SubNetwork Dependent Convergence

SNDCP
SubNetwork Dependent Convergence Protocol

SPI
Security Parameter Index

SRNC
Serving RNC

TCAP
Transaction Capabilities Application Part

TCP
Transmission Control Protocol

TFT
Traffic Flow Template

TEID
Tunnel Endpoint IDentifier

TLLI
Temporary Logical Link Identity

TOM
Tunnelling Of Messages

TOS
Type of Service

TRAU
Transcoder and Rate Adaptor Unit

UDP
User Datagram Protocol

UEA
UMTS Encryption Algorithm

UIA
UMTS Integrity Algorithm

URA
UTRAN Registration Area

USIM
User Service Identity Module

UTRAN
UMTS Terrestrial Radio Access Network

5.3.1
Network Access Control Functions

Network access is the means by which a user is connected to a telecommunication network in order to use the services and/or facilities of that network. An access protocol is a defined set of procedures that enables the user to employ the services and/or facilities of the network.

User network access may occur from either the mobile side or the fixed side of the network. The fixed network interface may support multiple access protocols to external data networks, for example IP. The set of access protocols to be supported is determined by the PLMN operator.

Individual PLMN administrations may require specific access-control procedures in order to limit the set of users permitted to access the network, or to restrict the capabilities of individual users, for example by limiting the type of service available to an individual subscriber. Such access control procedures are beyond the scope of the specifications.

5.3.1.1
Registration Function

Registration is the means by which a user's Mobile Id is associated with the user's packet data protocol(s) and address(es) within the PLMN, and with the user's access point(s) to the external PDP network. The association can be static, i.e., stored in an HLR, or dynamic, i.e., allocated on a per need basis.

5.3.1.2
Authentication and Authorisation Function

This function performs the identification and authentication of the service requester, and the validation of the service request type to ensure that the user is authorised to use the particular network services. The authentication function is performed in association with the Mobility Management functions.

5.3.1.3
Admission Control Function

The purpose of admission control is to calculate which network resources are required to provide the quality of service (QoS) requested, determine if those resources are available, and then reserve those resources. Admission control is performed in association with the Radio Resource Management functions in order to estimate the radio resource requirements within each cell.

5.3.1.4
Message Screening Function

A screening function concerned with filtering out unauthorised or unsolicited messages is required. This should be supported through packet filtering functions. All types of message screening are left to the operators' control, e.g., by use of Internet firewalls.

5.3.1.5
Packet Terminal Adaptation Function

This function adapts data packets received / transmitted from / to terminal equipment to a form suitable for transmission across the packet domain network.

5.3.1.6
Charging Data Collection Function

This function collects data necessary to support subscription and/or traffic fees.

5.3.1.7
Operator Determined Barring Function

The purpose of this function is to be able to limit the service provider's financial exposure to new subscribers, or to those who have not promptly paid their bills by regulating a particular packet oriented services.
The functionality of ODB is described in the 3G TS 23.015: "Technical realization of operator determined barring (ODB)" [66].
5.5
Assignment of Functions to General Logical Architecture

The functions identified in the functional model are assigned to the logical architecture.

Table 1: Mapping of Functions to Logical Architecture

Function
2G-MS
3G-MS
BSS
UTRAN
2G-SGSN
3G-SGSN
GGSN
HLR

Network Access Control:









Registration







X

Authentication and Authorisation
X
X


X
X

X

Admission Control
X
X
X
X
X
X



Message Screening






X


Packet Terminal Adaptation
X
X







Charging Data Collection




X
X
X


Operator Determined Barring




X
X

X











Packet Routeing & Transfer:









Relay
X
X
X
X
X
X
X


Routeing
X
X
X
X
X
X
X


Address Translation and Mapping
X
X

X
X
X
X


Encapsulation
X
X

X
X
X
X


Tunnelling



X
X
X
X


Compression
X
X

X
X




Ciphering
X
X

X
X


X











Mobility Management:
X
X


X
X
X
X











Logical Link Management:









Logical Link Establishment
X



X




Logical Link Maintenance
X



X




Logical Link Release
X



X














Radio Resource Management:
X
X
X
X
X














13
Information Storage

This clause describes information storage structures required for the packet domain, and the recovery and restoration procedures needed to maintain service if inconsistencies in databases occur and at lost or invalid database information.

13.1
HLR

IMSI is the prime key to the packet domain subscription data stored in the HLR. There may be several sets of packet domain subscription data per IMSI. This is illustrated in figure 90.
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Figure 1: Packet Domain Subscription Data

As figure 90 indicates, the packet domain subscription data is at the same level as basic services. Each PDP subscription is seen as a basic service. Supplementary services are provisioned as part of the overall subscription. Activation of SSs is either at the basic service level (SS1) or at the overall subscription level (SS2).

Table 5 shows the packet domain subscription data contained in the HLR.

Table 5: HLR Packet Domain Subscription Data

Field
Description
GSM
UMTS

IMSI
IMSI is the main reference key.
X
X

MSISDN
The basic MSISDN of the MS.
X
X

SGSN Number
The SS7 number of the SGSN currently serving this MS.
X
X

SGSN Address
The IP address of the SGSN currently serving this MS.
X
X

Subscribed Charging Characteristics
The charging characteristics for the MS, e.g., normal, prepaid, flat-rate, and/or hot billing subscription.
X
X

Trace Reference
Identifies a record or a collection of records for a particular trace.
X
X

Trace Type
Indicates the type of trace, e.g., MSC/BSS trace, HLR trace, and/or SGSN/GGSN/BSS trace.
X
X

OMC Identity
Identifies the OMC that shall receive the trace record(s).
X
X

SMS Parameters
SMS-related parameters, e.g., operator-determined barring.
X
X

MS PS Purged for GPRS
Indicates that the MM and PDP contexts of the MS are deleted from the SGSN.
X
X

MNRG
Indicates that the MS is not reachable through an SGSN, and that the MS is marked as not reachable at the SGSN and possibly at the GGSN.
X
X

GGSN‑list
The GSN number and optional IP address pair related to the GGSN that shall be contacted when activity from the MS is detected and MNRG is set. The GSN number shall be either the number of the GGSN or the protocol-converting GSN as described in the subclauses "MAP-based GGSN ‑ HLR Signalling" and "GTP and MAP-based GGSN ‑ HLR Signalling".
X
X

Each IMSI contains zero or more of the following PDP context subscription records:

PDP Context Identifier
Index of the PDP context.
X
X

PDP Type
PDP type, e.g., PPP or IP.
X
X

PDP Address
PDP address, e.g., an IP address. This field shall be empty if dynamic addressing is allowed.
X
X

Access Point Name
A label according to DNS naming conventions describing the access point to the external packet data network.
X
X

QoS Profile Subscribed
The quality of service profile subscribed. QoS Profile Subscribed is the default level if a particular QoS profile is not requested.
X
X

VPLMN Address Allowed
Specifies whether the MS is allowed to use the APN in the domain of the HPLMN only, or additionally the APN in the domain of the VPLMN.
X
X

GPRS‑CSI
Optional GPRS CAMEL subscription information, see 3G TS 23.016
X
X

PDP context Charging Characteristics
The charging characteristics of this PDP context, e.g., normal, prepaid, flat-rate, and/or hot billing.
X
X

ODB for PS parameters
Indicates that the status of the operator determined barring for packet oriented services.
X
X

13.2
SGSN

SGSN maintains MM context and PDP context information for MSs in the STANDBY, READY, PMM‑IDLE, and PMM‑CONNECTED states.  Table 6 shows the context fields for one MST

Table 6: SGSN MM and PDP Contexts

Field
Description
GSM
UMTS

IMSI
IMSI is the main reference key.
X
X

MM State
Mobility management state, IDLE, STANDBY, READY, PMM‑DETACHED, PMM‑IDLE, or PMM‑CONNECTED.
X
X

P‑TMSI
Packet Temporary Mobile Subscriber Identity.
X
X

P‑TMSI Signature
A signature used for identification checking purposes.
X
X

IMEI
International Mobile Equipment Identity
X
X

MSISDN
The basic MSISDN of the MS.
X
X

Routeing Area
Current routeing area.
X
X

Cell Identity
Current cell in READY state, last known cell in STANDBY or IDLE state.
X


Cell Identity Age
Time elapsed since the last LLC PDU was received from the MS at the SGSN.
X


Service Area Code
Last known SAC when initial UE message was received or Location Reporting procedure was executed.

X

Service Area Code Age
Time elapsed since the last SAC was received at the 3G‑SGSN.

X

VLR Number
The VLR number of the MSC/VLR currently serving this MS.
X
X

New SGSN Address
The IP address of the new SGSN where buffered and not sent N‑PDUs should be forwarded to.
X
X

Authentication Triplets
Authentication and ciphering parameters.
X
X

Authentication Vectors
Authentication and ciphering parameters for UMTS.

X

Kc
Currently used ciphering key.
X


CKSN
Ciphering key sequence number of Kc.
X


Ciphering algorithm
Selected ciphering algorithm.
X


CK 
Currently used ciphering key.

X

IK 
Currently used integrity key.

X

KSI
Key Set Identifier.

X

MS Radio Access Capability
MS radio access capabilities.
X


MS Network Capability
MS network capabilities.
X
X

DRX Parameters
Discontinuous reception parameters.
X
X

MNRG
Indicates whether activity from the MS shall be reported to the HLR.
X
X

NGAF
Indicates whether activity from the MS shall be reported to the MSC/VLR.
X
X

PPF
Indicates whether paging for PS and CS services can be initiated.
X
X

Subscribed Charging Characteristics
The charging characteristics for the MS, e.g., normal, prepaid, flat-rate, and/or hot billing subscription.
X
X

Trace Reference
Identifies a record or a collection of records for a particular trace.
X
X

Trace Type
Indicates the type of trace.
X
X

Trigger Id
Identifies the entity that initiated the trace.
X
X

OMC Identity
Identifies the OMC that shall receive the trace record(s).
X
X

SMS Parameters
SMS-related parameters, e.g., operator-determined barring.
X
X

Recovery
Indicates if HLR or VLR is performing database recovery.
X
X

Radio Priority SMS
The RLC/MAC radio priority level for uplink SMS transmission.
X


GPRS‑CSI
Optional GPRS CAMEL subscription information, see 3G TS 23.016
X
X

ODB for PS parameters
Indicates that the status of the operator determined barring for packet oriented services.
X
X

Each MM context contains zero or more of the following PDP contexts:

PDP Context Identifier
Index of the PDP context.
X
X

PDP State
Packet data protocol state, INACTIVE or ACTIVE.
X
X

PDP Type
PDP type, e.g., PPP or IP.
X
X

PDP Address
PDP address, e.g., an IP address.
X
X

APN Subscribed
The APN received from the HLR.
X
X

APN in Use
The APN currently used.
X
X

NSAPI
Network layer Service Access Point Identifier.
X
X

TI
Transaction Identifier.
X
X

TEID for Gn/Gp
Tunnel Endpoint Identifier for the Gn and Gp interfaces.
X
X

TEID for Iu
Tunnel Endpoint Identifier for the Iu interface.

X

GGSN Address in Use
The IP address of the GGSN currently used.
X
X

VPLMN Address Allowed
Specifies whether the MS is allowed to use the APN in the domain of the HPLMN only, or additionally the APN in the domain of the VPLMN.
X
X

QoS Profile Subscribed
The quality of service profile subscribed.
X
X

QoS Profile Requested
The quality of service profile requested.
X
X

QoS Profile Negotiated
The quality of service profile negotiated.
X
X

Radio Priority
The RLC/MAC radio priority level for uplink user data transmission.
X


Packet Flow Id
Packet flow identifier.
X


Aggregate BSS QoS Profile Negotiated
The aggregate BSS quality of service profile negotiated for the packet flow that this PDP context belongs to.
X


Send N‑PDU Number
SNDCP sequence number of the next downlink N‑PDU to be sent to the MS.
X


Receive N‑PDU Number
SNDCP sequence number of the next uplink N‑PDU expected from the MS.
X


GTP‑SND
GTP‑U sequence number of the next downlink N‑PDU to be sent to the MS.
X
X

GTP‑SNU
GTP‑U sequence number of the next uplink N‑PDU to be sent to the GGSN.
X
X

PDCP‑SND
Sequence number of the next downlink in-sequence PDCP‑PDU to be sent to the MS.

X

PDCP‑SNU
Sequence number of the next uplink in-sequence PDCP‑PDU expected from the MS.

X

Charging Id
Charging identifier, identifies charging records generated by SGSN and GGSN.
X
X

PDP Context Charging Characteristics
The charging characteristics of this PDP context, e.g., normal, prepaid, flat-rate, and/or hot billing.
X
X

RNC Address in Use
The IP address of the RNC currently used.

X

Annex A (normative):
APN and GGSN Selection

This annex contains the rules applied upon PDP context activation to determine the APN and the corresponding GGSN.

A.1
Definitions

The SGSN knows from the subscription data the parameters (S for Subscribed): PDP type (S), PDP address (S), APN (S), and VPLMN address allowed.

The SGSN may know from configuration the default APN supporting a given PDP type. This APN is called APN (SGSN) and does not include an APN Operator Identifier.

The SGSN knows the parameters requested by the MS (R for Requested): PDP type (R), PDP address (R), and APN (R). APN (R) is the APN Network Identifier requested by the MS.

In case of "an APN chosen by the SGSN" the activated PDP context is always linked with a dynamic PDP address.

An MS may have multiple subscription records for the same PDP type and the same PDP address, but with different APNs.

An MS may have one or two subscription records with the same PDP type and the same APN: one with a static PDP address, one with a dynamic PDP address.

When the MS is in its HPLMN, if the MS requests an APN that does not correspond to any GGSN of its HPLMN, the request shall be rejected by SGSN. When the MS is in a VPLMN, if the MS requests an APN that does not correspond to any GGSN of its HPLMN nor of this VPLMN, the request shall be rejected by SGSN.

If APN (S) = wild card (see GSM 03.03), it means either:

-
that a default APN (a default PDN) has to be chosen by the SGSN (APN (SGSN)) if no APN (R) has been provided; or

-
that a PDP context with dynamic PDP address may be activated towards any APN requested by the MS.

In order to derive APN (R) from the APN sent by the MS, the SGSN shall check if the APN sent by the user ends with ".gprs". If not, then APN (R) is equal to APN sent by the MS. If yes, then APN (R) is the APN sent by the MS without the three last labels.

A.2
Selection Rules

The SGSN shall select the APN to be used to derive the GGSN address, and set the selection mode parameter according to the rules in the SDL diagrams in this subclause. The following definitions apply to the SDL diagrams:

AddrMode: Addressing Mode.

APN‑OI: APN Operator Identifier.

HPLMN AP: HPLMN Access Point

HPLMN‑OI: HPLMN APN Operator Identifier.

Number <condition>: determines the PDP context subscription records that satisfy the given condition.

PDPaddr: PDP address.

SelMode := ChosenBySGSN: Network-provided APN, subscription not verified.

SelMode := SentByMS: MS-provided APN, subscription not verified.

SelMode := Subscribed: MS or Network-provided APN, subscription verified.

SelMode: Selection Mode.

VPLMN AP: VPLMN Access Point

VPLMN‑OI: VPLMN APN Operator Identifier.
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Figure A.1: SDL Diagram 1
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Figure A.4: SDL Diagram 4
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Figure A.5: SDL Diagram 5
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