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3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AK
Anonymity Key

AKA
Authentication and key agreement

AMF
Authentication management field

AUTN
Authentication Token

AV
Authentication Vector

CK
Cipher Key

CKSN
Cipher key sequence number

CS
Circuit Switched

EMSI
Encrypted Mobile Subscriber Identity

EMSIN
Encrypted MSIN




GI
Group Identifier

GK
Group Key


HE
Home Environment

HLR
Home Location Register

IK
Integrity Key

IMSI
International Mobile Subscriber Identity




KSI
Key Set Identifier

KSS
Key Stream Segment

LAI
Location Area Identity


MAC
Message Authentication Code

MAC-A
The message authentication code included in AUTN, computed using f1

MS
Mobile Station

MSC
Mobile Services Switching Centre

MSIN
Mobile Station Identity Number

MT
Mobile Termination


PS
Packet Switched

P-TMSI
Packet-TMSI

Q
Quintet, UMTS authentication vector

RAI
Routing Area Identifier

RAND
Random challenge


SQN
Sequence number

SQNUIC
Sequence number user for enhanced user identity confidentiality 

SQNHE
Sequence number counter maintained in the HLR/AuC

SQNMS
Sequence number counter maintained in the USIM

SGSN
Serving GPRS Support Node

SIM
(GSM) Subscriber Identity Module

SN
Serving Network

T
Triplet, GSM authentication vector

TE
Terminal Equipment

TEMSI
Temporary Encrypted Mobile Subscriber Identity used for paging instead of IMSI




TMSI
Temporary Mobile Subscriber Identity


UE
User equipment

UEA
UMTS Encryption Algorithm

UIA
UMTS Integrity Algorithm

UICC
UMTS IC Card

UIDN
User Identity Decryption Node

USIM
User Services Identity Module

VLR
Visitor Location Register


XEMSI
Extended Encrypted Mobile Subscriber Identity

XRES
Expected Response


5.2
Network domain security

5.2.1 Void





 

5.2.2
Void





5.2.3
Void






5.2.4
Fraud information gathering system

NOTE:
Some feature will be provided which will allow fraud information to be exchanged between 3GMS providers according to time constraints that yet have to be defined.

6.3.1
General

The mechanism described here achieves mutual authentication by the user and the network showing knowledge of a secret key K which is shared between and available only to the USIM and the AuC in the user's HE. In addition the USIM and the HE keep track of counters SEQMS and SEQHE respectively to support network authentication. 

The method was chosen in such a way as to achieve maximum compatibility with the current GSM security architecture and facilitate migration from GSM to UMTS. The method is composed of a challenge/response protocol identical to the GSM subscriber authentication and key establishment protocol combined with a sequence number-based one-pass protocol for network authentication derived from the ISO standard ISO/IEC 9798-4 (section 5.1.1). 

An overview of the mechanism is shown in Figure 5. 
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Figure 5: Authentication and key agreement

Upon receipt of a request from the VLR/SGSN, the HE/AuC sends an ordered array of n authentication vectors (the equivalent of a GSM "triplet") to the VLR/SGSN. Each authentication vector consists of the following components: a random number RAND, an expected response XRES, a cipher key CK, an integrity key IK and an authentication token AUTN. Each authentication vector is good for one authentication and key agreement between the VLR/SGSN and the USIM. 

When the VLR/SGSN initiates an authentication and key agreement, it selects the next authentication vector from the array and sends the parameters RAND and AUTN to the user. The USIM checks whether AUTN can be accepted and, if so, produces a response RES which is sent back to the VLR/SGSN. The USIM also computes CK and IK. The VLR/SGSN compares the received RES with XRES. If they match the VLR/SGSN considers the authentication and key agreement exchange to be successfully completed. The established keys CK and IK will then be transferred by the USIM and the VLR/SGSN to the entities which perform ciphering and integrity functions.

VLR/SGSNs can offer secure service even when HE/AuC links are unavailable by allowing them to use previously derived cipher and integrity keys for a user so that a secure connection can still be set up without the need for an authentication and key agreement. Authentication is in that case based on a shared integrity key, by means of data integrity protection of signalling messages (see 6.4). 

The authenticating parties shall be the AuC of the user's HE (HE/AuC) and the USIM in the user's mobile station. The mechanism consists of the following procedures:

A procedure to distribute authentication information from the HE/AuC to the VLR/SGSN. This procedure is described in 6.3.2. The VLR/SGSN is assumed to be trusted by the user's HE to handle authentication information securely. It is also assumed that the intra‑system links between the VLR/SGSN to the HE/AuC are adequately secure. It is further assumed that the user trusts the HE. 

A procedure to mutually authenticate and establish new cipher and integrity keys between the VLR/SGSN and the MS. This procedure is described in 6.3.3. 

A procedure to distribute authentication data from a previously visited VLR to the newly visited VLR. This procedure is described in 6.3.4. It is also assumed that the links between VLR/SGSNs are adequately secure. 
6.7.3.1
General case

We assume that signalling links within the network are confidentially protected on a link-by-link basis. In particular, we assume that the UE to RNC signalling links are protected using access link security domain keys (see clause 6).. Note that if network-wide encryption can be provided across serving network boundaries (e.g. because inter-network TFO is available) then the signalling links requiring protection will cross network boundaries. In this situation it is important to note that the two serving networks may not be roaming partners yet they still must be able to confidentially protect inter-network signalling by establishing appropriate keys.

The key management scheme for network-wide encryption involves establishing an end-to-end session key between the end points of the traffic channel. It should not be possible to obtain this key by eavesdropping on any transmission links within the network. However, it may be possible to obtain the end-to-end key by compromising certain nodes within the network (e.g. nodes where link encryption terminates).

To satisfy lawful interception requirements it must be possible to decrypt end-to-end encrypted traffic within the core network to provide access to plaintext user traffic. Thus, the end-to-end encryption key (and decryption facilities) must be available in the core network for lawful interception reasons. 

Issues for further study:

-
Specification of key management scheme for the general case;

-
The ability to terminate network-wide encryption key management at network gateways for inter-network user traffic channels.

7
Void





























































































































Annex E: Void
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