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6.1.2
TMUI reallocation procedure

The purpose of the mechanism described in this subsection is to allocate a new TMUI/LAI pair to a user by which he may subsequently be identified on the radio access link.

The procedure should be performed after the initiation of ciphering. The ciphering of communication over the radio path is specified in clause 6.6.

The allocation of a temporary identity is illustrated in Figure 2.
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Figure 2: TMUI Allocation

The allocation of a temporary identity is initiated by the VLR. 

The VLR generates a new temporary identity (TMUIn) and stores the association of TMUIn and the permanent identity IMUI in its database. The TMUI should be unpredictable. The VLR then sends the TMUIn and (if necessary) the new location area identity LAIn to the user. 

Upon receipt the user stores TMUIn and automatically removes the association with any previously allocated TMUI. The user sends an acknowledgement back to the VLR.

Upon receipt of the acknowledgement the VLR removes the association with the old temporary identity TMUIo and the IMUI (if there was any) from its database. 

6.3.2
Distribution of authentication data from HE to SN

The purpose of this procedure is to provide the SN/VLR with an array of fresh authentication vectors from the user’s HE to perform a number of user authentications.
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Figure 5: Distribution of authentication data from HE to SN/VLR

The SN/VLR invokes the procedures by requesting authentication vectors to the HE/AuC. 

The authentication data request shall include a user identity and a parameter MODE that indicates whether the requesting node is a PS node or a CS node. If the user is known in the SN/VLR by means of the IMUI, the authentication data request shall include the IMUI. However, if the user is identified by means of an encrypted permanent identity (see 6.2), the HLR-message from which the HE can derive the IMUI is included instead. In that case, this procedure and the procedure user identity request to the HLR are integrated. 

Upon the receipt of the authentication data request from the SN/VLR, the HE may have pre-computed the required number of authentication vectors and retrieve them from the HLR database or may compute them on demand. The HE/AuC sends an authentication response back to the SN/VLR that contains an ordered array of n authentication vectors AV(1..n).

…

6.3.3
Authentication and key agreement 

The purpose of this procedure is to authenticate the user and establish a new pair of cipher and integrity keys between the SN/VLR and the MS. During the authentication, the user verifies the freshness of the authentication vector that is used.
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Figure 7: Authentication and key establishment

The SN/VLR invokes the procedure by selecting the next unused authentication vector from the ordered array of authentication vectors in the VLR database.  The SN/VLR sends to the user the random challenge RAND and an authentication token for network authentication AUTN from the selected authentication vector.

… 

6.3.4
Distribution of authentication vectors between VLRs

The purpose of this procedure is to provide a newly visited VLR with unused authentication vectors from a previously visited VLR. The procedure is shown in Figure 9.

The procedure is initiated by the visited VLR and illustrated in the following figure: 
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Figure 9: Distribution of authentication data between SN/VLR

The procedure is invoked by the newly visited SN/VLRn after a location update request sent by the user. Typically the user identifies himself using a temporary user identity TMUIo and the location area identity LAIo of a location area under the jurisdiction of SN/VLRo. In that case this procedure is integrated with the procedure described in 6.1.4. In addition, the SN/VLRn indicates whether it is a CS or PS node.

Upon receipt of the request the VLRo verifies whether it has any unused authentication vectors of the appropriate mode in its database and if so, sends the unused authentication vectors to VLRn. The previously visited VLRo shall then delete these authentication vectors from its database.

Upon receipt the VLRn stores the received authentication vectors. 

If VLRo indicates that it has no authentication vectors or the VLRo cannot be contacted, VLRn should request new authentication vectors from the user’s HE using the procedure described in 6.3.2.

6.3.5
Re-synchronisation procedure

The purpose of this procedure is to re-synchronise a counter in the HLR/AuC with a counter in the USIM. The procedure may be invoked by the HLR/AuC in the event of:

-
a database failure in the HLR/AuC whereby the value of the counter SQNHE/MODE is lost;

-
a message coming from the SN/VLR saying that the user could verify the data integrity of AUTN sent by the SN/VLR, but that he rejected AUTN because SQN £ SQNMS/MODE. In normal operations this should not happen. This may point to a replay of AUTN || RAND, but may also be caused because the counter value in the HLR/AuC is accidentally set to a lower value than is required.

The re-synchronisation procedure is described in Figure 10:
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Figure 10: Re-synchronisation of the counter in the HLR/AuC

The HLR/AuC initiates the re-synchronisation procedure by sending a re-synchronisation request to the user that includes the appropriate mode. 

Upon receipt of the request the USIM sends a re-synchronisation response back to the HLR/AuC that includes a RAND and AUTN pair with SQN = SQNMS/MODE. The USIM has several ways to produce RAND || AUTN. Either it stores and returns the latest received RAND || AUTN pair, or it only stores the received RAND and re-computes AUTN, or it generates a RAND and computes the corresponding AUTN. AUTN is computed as described in 6.3.2.

Upon the receipt of the re-synchronisation response the HLR/AuC verifies the data integrity of AUTN as described in 6.3.3. Only if the received SQN is greater than SQNHE/MODE, then SQNHE/MODE is set to SQN.

_989845630.doc


 2. P







-TMSI Reallocation Complete







 1. P







-TMSI Reallocation Command







MS







BSS







SGSN












_989845633.doc


 2. P







-TMSI Reallocation Complete







 1. P







-TMSI Reallocation Command







MS







BSS







SGSN












_989845635.doc


 2. P







-TMSI Reallocation Complete







 1. P







-TMSI Reallocation Command







MS







BSS







SGSN












_989845638.doc


 2. P







-TMSI Reallocation Complete







 1. P







-TMSI Reallocation Command







MS







BSS







SGSN












_989845639.doc


Re-synchronisation response



RAND || AUTN







Re-synchronisation request



MODE







HLR/AuC











USIM












_989845636.doc


Authentication data response



[IMUI] || AV(1..m)







Authentication data request



(IMUI or TMUI) || MODE







SN/VLRo











SN/VLRn












_989845634.doc


User authentication response



RES







User authentication request



RAND || AUTN







SN/VLR







User authentication reject



CAUSE







USIM












_989845631.doc


Authentication data response



[IMUI] || AV(1..n)







Authentication data request



IMUI or HLR-message || MODE







HE











SN/VLR












_989845628.doc


 2. P







-TMSI Reallocation Complete







 1. P







-TMSI Reallocation Command







MS







BSS







SGSN












_989845629.doc


TMUI Allocation Complete







TMUI Allocation Command �TMUIn, LAIn







MS











SN/VLR












_989845626.doc
How to create a CR
Michael Sanders, 3GPP support team, (last updated 19/05/99)

1)
Open the CR cover sheet with MS Word 97. The lastest version of the CR coversheet can be found at:


ftp://ftp.3gpp.org/information/3gCRF-xyz.DOC


2)
Fill out all areas that are relevant on the CR cover sheet - only the areas that have yellow shading shall be filled out. See Annex A of these instructions for further detail. 


3)
Open the specification to which you wish to make a change. It is very IMPORTANT  to ensure that you are using the latest version of the specification to make the change. The latest versions of all approved 3G specifications is located at:



ftp://ftp.3gpp.org/specifications/

Do a "save as" using a file name related to the tdoc number (e.g. T3-99123.DOC).

4)
If the formatting looks incorrect (most easily noticed by the fact that there is no space between paragraphs), it may be because you do not have the correct document sheet in your MS Word style directory. All 3GPP specification use the style sheet 3GPP_70.DOT. This can be downloaded from:



ftp://ftp.3gpp.org/information/3gpp_70.dot

5)
Go to the beginning of the heading of the first subclause which you want to change. Press <CTRL><SHIFT><HOME> to select everything before that point and delete it.


6)
Switch to the window in MS word that contains your CR cover sheet and do a <CTRL>A   <CTRL>C to select and copy the entire sheet (including the section break at the end). Switch back to the other window with the specification to be changed and paste it in.


7)
Between group of changed pages in the CR, insert a section break (insert / break / next page/)


8)
When all the changes have been made (using the "tools / track changes" feature of MS Word 97), the headers and page number need to be corrected other the headers will contain an error message like "error, reference not found". You can fix this by changing to page layout mode (view / page layout) to see the headers. Then, go to the menu item "view / header and footer", select the frame that contains the error message(s) ini the header and delete them (there are normally 2). Do not delete the page number in the middle. On the left side, write the spec name and current version number For example, "3G TS 21.111 version 3.0.0 (1999-04)". Go back to normal view.


9) 
For each group of changes, insert the correct starting page number. The number should be that which is a clean unmodified specification. It is only a guide to the reader only and so they can be +/- 1 page number wrong. Insert the page number using the following method. Go to the line following the first section break in your CR. Choose the menu item insert / page number / format / start at and insert the correct starting page number for that group of changes. click "OK" and then "CLOSE" (don't press "OK" at this last step). Repeat this step for each section break.


10)
When you have finished making all changes, go to "tools / track changes / highlight changes" and uncheck the "track changes while editing" box, otherwise the page numbers in the headers will be difficult to read. Make sure that the two other options in this box (highlight changes on screen" and "highlight changes in printed document" are both maked "X".


Examples of expressions of prevision in 3GPP specifications


To ensure that everybody else understands your proposed chnaged the same way that you do, it is very important to keep to the following rules:


SHALL: To be used to indicate a requirement. e.g. "The ME shall reset the USIM" is correct Do not use "The ME resets the USIM" or "the ME must reset the USIM"


SHOULD: To be used to indicate recommendation. i.e. if, among several possibilities one is recommended as particularly suitable, without mentioning or excluding others, or that a certain course of action is preferred but not necessarily required, or that (in the negative form) a certain possibility or course of action is deprecated but not prohibited.


MAY: To be used to indicate permission. To be used instead of phrases such as "is permitted", "is allowed" or is permissible". The opposite of "may" is "need not".


CAN: To be used to indicate possibility and capability. To be used instead of phrases such as "be able to", "there is a possibility of" or "it is possible to".


A more detailed guide to the 3GPP drafting rules can be found on the 3GPP server at:



ftp://ftp.3gpp.org/information/drafting-rules.pdf

ANNEX A   
The CR cover sheet


This annex provides further information on how to fill out the cover sheet of a CR.


The header:


a)
The header, including the TSG or Working Group, the tdoc number (normally obtinaed from the 3GPP support team) and the meeting location and date.


The title box:
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The change request number. This is a 3 digit number and is allocated by the 3GPP support team project manager of the relevant WG.
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The 3G specification number (e.g. 21.111).
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The TSG plenary meeting to which this CR will be submitted to if it gets agreed at the WG meeting. 


e)
for approval/for information: one box only shall be marked with an "X"


Proposed change affects:
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At least one box shall be marked with an "X"


Source:
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recently used
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"correction"






"editorial correction"






"correction to TS xxx.yy"






"various improvements"


Work item:



h)
The name of the 3G work item for which the CR is relevant.


Category and release:


i)
Choose one category only


Reason:


j)
This should be 1 to 10 lines of text that describes in further detail the reasons why the change is necessary and how the change is done.


Clauses Affected:


m)
Each subclause that is affected by the change should be listed here. New subclause number can be followed by " (new) ".


Other specs affected:


n)
Other 3G core specifications: to be used if the CR is linked to a CR for another 3G specification.
Other 2G core specifications: to be used if a CR is also needed for a GSM or other 2G specification.



MS test specifications: to be used if a change is needed to the MS test specifications.



BSS test specifications: to be used if a change is needed to the base station test specifications.



O&M specifications: to be used if a change is needed to the 32 series specifications.



When listing other CRs in part n) use, for example, the form "21.111-CR001"
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