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3 3G TS 33.102 Version 3.0.0 (1999-06)

Annex B (Informative):
Enhanced user identity confidentiality
This mechanism allows the identification of a user on the radio access by means of  the permanent user identity encrypted
by means of a group key. The mechanism described here can be used in combination with the mechanism described in 6.2
to provide user identity confidentiality in the event that the user not known by means of a temporary identity in the
serving network.

The mechanism assumes that the user belongs to a user group with group identity GI. Associated to the user group is a
secret group key GK which is shared between all members of the user group and the user’s HE, and securely stored in the
USIM and in the HE.

The mechanism is illustrated in Figure B.1.

MS SN/VLR HE

User identity request

HE-id || GI || EMUI

GI || EMUI

IMUI

Generate TVP
EMUI := f6GK (TVP || IMUI)

Retrieve GK
TVP || IMUI := f7GK (EMUI)

Figure B.1: Identification by means of the IMUI encrypted by means of a group key

The user identity procedure is initiated by the visited VLR. The visited VLR requests the user to send its permanent user
identity.

Upon receipt the user generates a time variant parameter TVP. The user encrypts the time variant parameter TVP and the
IMUI with enciphering algorithm f6 and his group key GK. The TVP prevents traceability attacks. The user sends a
response to the VLR that includes the HE identity, the group identity GI and the encrypted mobile user identity (EMUI).

Upon receipt of that response the SN/VLR should resolve the user’s HE address from HE-identity and forwards the group
identity GI and the user’s EMUI to the user’s HE.

Upon receipt the HE retrieves the group key GK associated with the group identity GI. The HE then decrypts EMUI with
the deciphering algorithm f7 (f7 = f6-1) and the group key GK and retrieves TVP and IMUI. The HE then sends the IMUI
in a response to the visited SN/VLR.


