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1. Discussion

Chapter 7 of TR 21.902 describes technology evolution. Section 7.6 relates to Smartcards. The first bullet point states:

· Support of UICC based identification and authentication for roaming between 3GPP and non-3GPP based networks

We cannot mandate non – 3GPP networks to use our security mechanisms. This is not made very clear in the above statement. We can provide means to base non-3GPP networks’ customer relationship on the well established 3G operator – customer relationship in terms of security or billing. There is certainly room for future evolution in that  respect. 

The second bullet point states: 

· Support of secure download of both terminal and UICC applications 

The first part of this point should go into section 7.5 “User equipment” as it is not smartcard related

The third bullet point states:

· Establishment of the UICC as a cornerstone for all kind of trusted relationships (e.g. via powerful cryptoprocessors)

We fully agree with the intentions we assume are behind the wording. However, the wording is a bit too narrow when it addresses the UICC explicitly. 
Clearly, the UICC is an essential - but not the only part - of the mechanisms provided by 3GPP to establish trusted relationships. There are other parts also needed for the mechanisms to work such as the AAA Server, HLR etc.

The intention of the original wording is to make re-use of the security mechanisms defined by 3GPP for all kind of trusted relationships. These mechanisms maybe further elaborated in the future as suggested by the “cryptoprocessor” statement.

Furthermore there is an additional aspect raised by the “cryptoprocessor” example. In essence it is asking for an extension or improvement of the security mechanisms maintained by 3GPP which may partially reside on the UICC. Just asking the UICC to perform such functions is neglecting the necessary complementing functions in the network.

 

2. Proposal

From the above statements we propose to rephrase and restructure the following sections of 21.902:

7.5 User equipment

· Support of secure download of applications to the UE

7.6
Smartcards

· Support of secure download of UICC applications 

· Advanced high-speed communication protocols for the terminal ( UICC interface
Furthermore we propose to add a section on Security:

7.X Security

· Make re-use of 3G based identification and authentication for roaming between 3GPP and non-3GPP based networks by providing adequate means to non 3GPP networks to make use of 3GPP Security mechanisms

· Establishment of the 3GPP security mechanisms as a cornerstone for all kind of trusted relationships 

· Introduce the necessary state of the art protection mechanism needed to cope with the increased threats due to overall IP-based network and terminal connectivity.

