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[bookmark: _GoBack]In RAN1 #111, the following conclusion was made:
	Conclusion
For network verification of UE location in NR NTN based on multi-RTT using UE RX-TX time difference report, if the UE reports needed to perform multi-RTT can be assumed to be trusted, existing multi-RTT framework may be reused with potential enhancements to adapt it to NTN context. This may include, but not limited to:
· If justified: NTN-specific definition of UE RX-TX time difference, including as an example, potential modifications to UE Rx – Tx time difference to enable network verification of UE location without introducing any additional measurements at the UE (with respect to Rel-17 NTN)
· The following is not precluded: the UE Rx – Tx time difference is defined as TUE-RX – TUE-TX, where TUE-RX – TUE-TX is directly derived from the timing advance TTA applied by the UE at a given subframe.
· Above does not imply that the relevant work is prioritized.
· Other assistance data (e.g. ephemeris) to be transferred from gNB to the LMF.
· If justified: Other assistance data (e.g. to resolve ambiguity on mirror position issue) to be transferred from UE to LMF
· If justified: Adaptations enabling Rx-TX measurements for Multi-RTT involving multiple cells within the same satellite
For network verification of UE location in NR NTN based on DL-TDOA positioning, if the UE reports needed to perform DL-TDOA positioning can be assumed to be trusted, existing DL-TDOA positioning framework may be reused with potential enhancements to adapt it to NTN context.



Consequently, in RAN #98-e the following was added to WID of NR NTN enhancements for normative phase. 
	Based on RAN1 conclusions of the study phase, RAN to prioritize the specification of necessary enhancements to multi-RTT to support the network verified UE location in NTN assuming a single satellite in view [RAN1, 2, 3, 4]. DL-TDoA methods for verification may be considered as lower priority and if time permits and condition in Note is satisfied.
Note 1: Enhancements assume reuse of the RAT dependent positioning framework
Note 2: The specification of DL-TDOA enhancements will be subject to the study of the impact of realistic UE clock drift onto DL-TDOA performance
Note 3: The target accuracy for position verification purposes is as documented in clause « recommendations » of the 3GPP TR 38.882 (i.e. 10 km granularity)
Note 4 : Multiple satellite in view by the UE may be considered if time allows
Note 5 : The enhancements may be subject to relevant SA WGs (e.g. SA3/SA3-LI) feedbacks on the reliability of UE reports involved
Note 6 : The enhancements should take into account the mirror-image ambiguity
Note 7 : Network verified UE location is an optional UE feature



In this contribution we discuss the advantages of Multi-RTT vs. DL-TDOA for network verified NR NTN UE location.  We then discuss the possibility of enabling Multi-RTT method to verify the validity of the reported measurements by the UE. Throughout this document we focus only on the case that a single satellite is in view by the UE.

Discussion 
Multi-RTT vs. DL-TDOA 
During the study phase it was generally agreed that time based positioning methods are specified for Network verifies UE location. Specifically, multi-RTT was prioritized in contrast to other time based positioning methods such as DL-TDOA.  In terms of accuracy multi-RTT and DL-TDOA are very comparable in absence of UE impairments.  However, DL-TDOA is potentially susceptible to the UE clock drift. In TDOA methods, for a single satellite case, the measurements for propagation delay have to be performed over a longer period of time.  Typical gap between two consecutive measurements could be up to 30 seconds and therefore any clock drift will cause measurement errors that consequently degrades the positioning accuracy unnecessarily.
Observation 1:  DL-TDOA does not offer any evident advantage over multi-RTT.  For single satellite case, DL-TDOAis susceptible to the clock drift and its accuracy degrades for a typical window of measurement.  

On the other hand Rel-18 RAN1 has a very limited TU budget for NR NTN enhancements. We, therefore, propose RAN1 focus only on specifications changes for multi-RTT enhancements, if any, to fit the TU budget.
Proposal 1: RAN1 focus only on specification changes (if any) for Multi-RTT.

Multi-RTT
In Multi-RTT positioning method, the UE position is estimated based on the measurements performed at both UE and gNB. The measurements performed at the UE and gNB are UE Rx-Tx and gNB Rx-Tx time difference measurements (and optionally DL-PRS-RSRP, DL-PRS-RSRPP, UL-SRS-RSRP, and/or UL-SRS-RSRPP) of DL-PRS and UL-SRS, which are used by an LMF to determine the RTTs [1].
During the study phase, however, different variants of RTT measurements were brought up by some companies. For instance, some suggested that the timing advance value report could be used for measuring the propagation delay and/or round trip time RTT in Multi-RTT positioning.  Using timing advance report has the following disadvantages. 
TA reporting mechanism was defined in Rel-17. However, since the granularity of the existing TA reporting is low to meet the requirements for network verified UE location for NR NTN, high granularity design would be necessary.  The new design would need larger MAC CE size, etc. In terms of overhead Multi-RTT based on TA report is comparable to other Multi-RTT schemes.  Moreover, in 38.882 [2] it is mentioned that the UE reported location information  (for example determined with its GNSS receiver) could be erroneous due to intentional causes, for example maliciously tampering by user or by 3rd party, hence it cannot be considered trusted by network operator and relying only on the GNSS based location information reported by the UE is not considered reliable.  Since the main tool for an NTN UE to calculate timing advance is its GNSS device, we think that using timing advance for RTT measurement is essentially equivalent to using GNSS receiver for determining UE’s location. A malicious UE that could report false GNSS information, could report false value for timing advance as well, and deceive LMF.       
Observation 2: A malicious UE could report false value for the timing advance to deceive LMF when using Multi-RTT method for UE location calculation.

Timing advance is a single value that is reported to the LMF.  If a malicious UE reports a false value, LMF by no means is able to check the validity of that value.
Observation 3: There are no plausible solutions for the LMF to check the validity of a false timing advance reported by a malicious UE.

The rationale behind suggestion of using timing advance report, as opposed to the regular UE Rx-Tx and gNB Rx-Tx time difference reports that is suggested in [1], was that a malicious UE can report false value for the measurement of UE Rx-Tx time difference the same way that it could report false value for the timing advance. 
In the following we will assess the Multi-RTT method based on UE Rx-Tx and gNB Rx-Tx time difference reports to see if there is a possible way to enable LMF to verify the validity of the UE Rx-Tx time difference measurement .  Figure 1 illustrates and simplifies the concept of Multi-RTT method based on UE Rx-Tx and gNB Rx-Tx time difference measurements reports.   Section 8.10 in [1] explains the assistant data and measurement results that may be transferred between LMF, gNB and the UE.  LMF configures both gNB and UE for PRS and SRS transmissions.  gNB measures t4-t1 and reports gNB Rx-Tx time difference to LMF.  Similarly, UE measures t3-t2 and reports UE Rx-Tx time difference to LMF.  Then LMF calculates ‘gNB Tx-Rx’ – ‘UE Tx-Rx’ to estimate the value of the RTT at the time of the measurements.   
	
	RTT = gNB Tx-Rx – UE Tx-Rx = (t4 – t1) – (t3 – t2)
	(1)





[bookmark: _Ref127196526]Figure 1. Concept of Multi-RTT method based on UE Rx-Tx and gNB Rx-Tx reports

We know that gNB never reports a false value for gNB Rx-Tx time difference, but one can easily see that if a malicious UE reports a false value for UE Rx-Tx time difference, LMF can be deceived and calculate wrong UE location.  
Observation 4: A malicious UE could report false value for UE Rx-Tx time difference to deceive LMF when using Multi-RTT method for UE location calculation. 

The resources that the UE uses for SRS transmissions are configured by LMF and therefore LMF have some knowledge about the timing of t3.  Also since downlink and uplink  Multi-RTT measurements are performed almost at the same time, the downlink and the uplink propagation delays should be very close.  LMF can use satellite ephemeris and speed information to estimate how different downlink and uplink propagation delays could be.  This way by comparing ‘t4 – t3’ and ‘t2 – t1’ LMF is able verify the validity the measurements reported by the UE. If the reported values are verified LMF calculates the RTT by  at multiple times at different occasions and estimates the UE location.  If the reported values do not pass the verification criteria as mentioned, after a few times failure to verify, LMF can declare the reporting UE as a malicious UE and report it to the higher layers of the network.
We notice that by proper resource assignment for SRS transmission and also by changing the reporting details of the measurement components, LMF will be able to verify the validity of the reported measurements by the UE.   
Observation 5:  Multi-RTT method based on UE Rx-Tx and gNB Rx-Tx has the potential to enable LMF to verify the validity of the measurements reported by the UE.  

The argument above is justifiable if UE reports t2 and t3 and gNB reports t1 and t4 separately to LMF.  This way, we can see that if t1, t2, t3, and t4 are reported separately to LMF (as opposed to reporting time differences ‘t4 – t1’ and ‘t3 – t2’), LMF is able to verify the validity of the measurements reported by the UE.  Based on the above discussion we make the following proposal:
[bookmark: _Hlk74145913]Proposal 2: RAN1 focus on modifications needed for Multi-RTT to enable LMF verify the validity of the measurements reported by the UE.

Conclusions 
In this contribution we discussed the possibility of enabling Multi-RTT method to verify the validity of the reported measurements by the UE.  We made the following observations:

Observation 1:  DL-TDOA does not offer any evident advantage over multi-RTT.  For single satellite case, DL-TDOA is susceptible to the clock drift and its accuracy degrades for a typical window of measurement.

Observation 2: A malicious UE could report false value for the timing advance to deceive LMF when using Multi-RTT method for UE location calculation.
Observation 3: There are no plausible solutions for the LMF to check the validity of a false timing advance reported by a malicious UE.

Observation 4: A malicious UE could report false value for UE Rx-Tx time difference to deceive LMF when using Multi-RTT method for UE location calculation.

Observation 5:  Multi-RTT method based on UE Rx-Tx and gNB Rx-Tx has the potential to enable LMF to verify the validity of the measurements reported by the UE. 

And based on the observations we made the following proposals:
Proposal 1: RAN1 focus only on specification changes (if any) for Multi-RTT.
Proposal 2: RAN1 focus on modifications needed for Multi-RTT to enable LMF verify the validity of the measurements reported by the UE.
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