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	Reason for change:
	In TTCN Function f_ENDC_GetKeysActivateSecurity_KeNB()
After calling f_NR_InitAS_KeyChaining_KeNB(), following variables (KRRCenc, KUPenc, KRRCint) will be updated in AS_Ciphering_S.
Hence it is only required to update v_SecurityParams.AS_Ciphering with the new generated parameters. Not the entire AS_Ciphering_S.
overwring AS_Ciphering with AS_Ciphering_S will result in ActiTimeList getting updated with wrong parameters (Including SRBs), which is not required.

	
	

	Summary of change:
	Function f_ENDC_GetKeysActivateSecurity_KeNB() is modified to update AS_Ciphering  only with KRRCenc, KUPenc, KRRCint from AS_Ciphering_S. Also use AS_Ciphering to activate security rather than AS_Ciphering_S.
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1. [bookmark: _Toc122434485][bookmark: _Toc99378526]Overview
This document lists all the changes needed to correct issues in the ATS iwd-TTCN3-B2020-09_D12wk12 related to the title of this CR.
Contact:	Shaun Harry
	shaun.harry@keysight.com
1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc99378527]Corrections required
1. Change 1
	Function name
	f_ENDC_GetKeysActivateSecurity_KeNB ()

	Reason for change
	In TTCN Function f_ENDC_GetKeysActivateSecurity_KeNB()
After calling f_NR_InitAS_KeyChaining_KeNB(), following variables (KRRCenc, KUPenc, KRRCint) will be updated in AS_Ciphering_S.
Hence it is only required to update v_SecurityParams.AS_Ciphering with the new generated parameters. Not the entire AS_Ciphering_S.
overwring AS_Ciphering with AS_Ciphering_S will result in ActiTimeList getting updated with wrong parameters (Including SRBs), which is not required.

	Summary of change
	Function f_ENDC_GetKeysActivateSecurity_KeNB() is modified to update AS_Ciphering  only with KRRCenc, KUPenc, KRRCint from AS_Ciphering_S. Also use AS_Ciphering to activate security rather than AS_Ciphering_S.

	TTCN module
	NR_CommonFunctions_ENDC.ttcn

	MCC160 Comment
	



Before Change
	function f_ENDC_GetKeysActivateSecurity_KeNB(NR_CellId_Type p_NR_CellId,
                                               EUTRA_NR_CO_ORD_PORT p_Port) runs on NR_BASE_PTC
  {
    var EUTRA_NR_CoOrd_Security_Type v_SecurityRx;
    var NR_SecurityParams_Type v_SecurityParams;
    
    v_SecurityParams := f_NR_Security_Get ();
    // get security from EUTRA
    v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security (p_Port);
    v_SecurityParams.SK_Counter := v_SecurityRx.SK_Counter;
    v_SecurityParams.S_KGNB := v_SecurityRx.Key;  //contains KeNB
    
    // get latest security keys
    v_SecurityParams := f_NR_InitAS_KeyChaining_KeNB (v_SecurityParams);
    // Make sure all keys are updated @sic R5w220012 sic@
    v_SecurityParams.AS_Ciphering := v_SecurityParams.AS_Ciphering_S;
    v_SecurityParams.AS_Integrity := v_SecurityParams.AS_Integrity_S;
    f_NR_Security_Set(v_SecurityParams);
    
    // Configure PDCP security
    v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_NR_CellId, false); // @sic R5s210277 sic@
    f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_NR_CellId,
                                          v_SecurityParams.AS_Integrity_S,
                                          v_SecurityParams.AS_Ciphering_S);
                                          
  }



After Change
	function f_ENDC_GetKeysActivateSecurity_KeNB(NR_CellId_Type p_NR_CellId,
                                               EUTRA_NR_CO_ORD_PORT p_Port) runs on NR_BASE_PTC
  {
    var EUTRA_NR_CoOrd_Security_Type v_SecurityRx;
    var NR_SecurityParams_Type v_SecurityParams;
    
    v_SecurityParams := f_NR_Security_Get ();
    // get security from EUTRA
    v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security (p_Port);
    v_SecurityParams.SK_Counter := v_SecurityRx.SK_Counter;
    v_SecurityParams.S_KGNB := v_SecurityRx.Key;  //contains KeNB
    
    // get latest security keys
    v_SecurityParams := f_NR_InitAS_KeyChaining_KeNB (v_SecurityParams);
    // Make sure all keys are updated @sic R5w220012 sic@
    v_SecurityParams.AS_Ciphering.KRRCenc := v_SecurityParams.AS_Ciphering_S.KRRCenc;
    v_SecurityParams.AS_Ciphering.KUPenc := v_SecurityParams.AS_Ciphering_S.KUPenc;
    v_SecurityParams.AS_Integrity.KRRCint := v_SecurityParams.AS_Integrity_S.KRRCint; //@82281
    f_NR_Security_Set(v_SecurityParams);
    
    // Configure PDCP security
    v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_NR_CellId, false); // @sic R5s210277 sic@
    f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_NR_CellId,
                                          v_SecurityParams.AS_Integrity,
                                          v_SecurityParams.AS_Ciphering); //@82281
                                          
  }





