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	Reason for change:
	1. As per TS 33.501, clause 8.4
….
3.	The target AMF shall construct a mapped 5G security context from the EPS security context received from the source MME. The target AMF shall derive a mapped KAMF' key from the received KASME and the NH value in the EPS security context received from the source MME as described in clause 8.6.2. 
----
The target AMF shall create a NAS Container to signal the necessary security parameters to the UE. The NAS Container shall include a NAS MAC, the selected 5G NAS security algorithms, the ngKSI associated with the derived KAMF' and the NCC value associated with the NH parameter used in the derivation of the KAMF'.  The target AMF shall calculate the NAS MAC as described in clause 6.9.2.3.3. with the COUNT parameter set to the maximal value of 232-1.
As per TS 33.401, clause 7.2.8.4.3
Upon reception of the HANDOVER REQUIRED message the source MME shall increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex A.4
And as per TS 33.501, clause 6.9.2.1.1, NCC=1 cannot be used for Key derivation 

2. In f_NR5GC_IRAT_S1ToN1_SessionModification, TTCN shall get the GMMInfo via f_NR5GC_MobileInfo_GetGMM_MobilityInfo, but the GMMInfo in vc_NR5GC_Global is not updated after receiving Registration Request, which leads to error while checking the ispresent(v_GMM_MobilityInfo.SessionStatus)

	
	

	Summary of change:
	1. NCC=2 is used for key derivation, set v_SecurityParams.NCC to 2
2. Call f_NR5GC_MobileInfo_SetGMM_MobilityInfo to save GMMInfo after receiving Registration Request

	
	

	Consequences if not approved:
	A conformant UE will fail the test case
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1. [bookmark: _Toc122434485][bookmark: _Toc69135675]Overview
This document lists all the changes needed to correct issues in the ATS iWD-TTCN3-B2020-09_D21wk12 related to the title of this CR.
Contact:	Shaun Harry
	shaun.harry@keysight.com

1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc69135676]Corrections required
1. [bookmark: _Toc30685521][bookmark: _Toc69135677]Change 1
	Function name
	fl_TC_8_1_4_2_2_1_NR5GC_EUTRA_TestBody

	Reason for change
	As per TS 33.501, clause 8.4

….
3.	The target AMF shall construct a mapped 5G security context from the EPS security context received from the source MME. The target AMF shall derive a mapped KAMF' key from the received KASME and the NH value in the EPS security context received from the source MME as described in clause 8.6.2. 
----
The target AMF shall create a NAS Container to signal the necessary security parameters to the UE. The NAS Container shall include a NAS MAC, the selected 5G NAS security algorithms, the ngKSI associated with the derived KAMF' and the NCC value associated with the NH parameter used in the derivation of the KAMF'.  The target AMF shall calculate the NAS MAC as described in clause 6.9.2.3.3. with the COUNT parameter set to the maximal value of 232-1.
As per TS 33.401, clause 7.2.8.4.3
Upon reception of the HANDOVER REQUIRED message the source MME shall increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex A.4
And as per TS 33.501, clause 6.9.2.1.1, NCC=1 cannot be used for Key derivation 


	Summary of change
	NCC=2 is used for key derivation, set v_SecurityParams.NCC to 2

	TTCN module
	IRAT_Handover_NR5GC_EUTRA

	MCC160 Comment
	



Before Change
	  function fl_TC_8_1_4_2_2_1_NR5GC_EUTRA_TestBody() runs on EUTRA_5GS_PTC
  {
    var octetstring v_NR_HOCmd;
    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();
    
    // @sic R5s201078 sic@ as per 33.401 7.2.8.4.3:
    // the source MME shall increase its locally kept NCC value by one and compute a fresh NH using A.4
    v_SecurityParams.NH := f_EUTRA_NB_Authentication_S12(v_SecurityParams.KDF,
                                                         v_SecurityParams.KASME,
                                                         v_SecurityParams.NH);
    // @sic R5s201654 sic@
    // 33.501 cl. 8.4.2 point 3: the target AMF shall also set the NCC to zero    
    v_SecurityParams.NCC := 0;
    f_EUTRA_Security_Set (v_SecurityParams);
    
    //@siclog "Step 1" siclog@
    // Send latest parameters to NR
    f_EUTRA38_Send_AuthParametersToNR();
    
    f_EUTRA38_SendPduSessionInfoListToNR();
    
    // Wait for NR to send back encoded RRC Reconfiguration message
    v_NR_HOCmd := f_EUTRA_NR_WaitForCoOrd_Data(NR, "HO Cmd");

    SRB.send( cas_SRB1_RrcPdu_REQ( eutra_Cell1, cs_TimingInfo_Now, cs_MobilityFromEutraCommand_Handover( tsc_RRC_TI_Def,
                                                                                                         false,
                                                                                                         nr,
                                                                                                         v_NR_HOCmd,
                                                                                                         omit)));
    // UE now moved to NR
    f_EUTRA_NR_WaitForCoOrd_Trigger (NR, "Postamble");
  }



After Change
	  function fl_TC_8_1_4_2_2_1_NR5GC_EUTRA_TestBody() runs on EUTRA_5GS_PTC
  {
    var octetstring v_NR_HOCmd;
    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();
    
    // @sic R5s201078 sic@ as per 33.401 7.2.8.4.3:
    // the source MME shall increase its locally kept NCC value by one and compute a fresh NH using A.4
    v_SecurityParams.NH := f_EUTRA_NB_Authentication_S12(v_SecurityParams.KDF,
                                                         v_SecurityParams.KASME,
                                                         v_SecurityParams.NH);
    // @sic R5s201654 sic@
    // 33.501 cl. 8.4.2 point 3: the target AMF shall also set the NCC to zero    
    v_SecurityParams.NCC := 2;
    f_EUTRA_Security_Set (v_SecurityParams);
    
    //@siclog "Step 1" siclog@
    // Send latest parameters to NR
    f_EUTRA38_Send_AuthParametersToNR();
    
    f_EUTRA38_SendPduSessionInfoListToNR();
    
    // Wait for NR to send back encoded RRC Reconfiguration message
    v_NR_HOCmd := f_EUTRA_NR_WaitForCoOrd_Data(NR, "HO Cmd");

    SRB.send( cas_SRB1_RrcPdu_REQ( eutra_Cell1, cs_TimingInfo_Now, cs_MobilityFromEutraCommand_Handover( tsc_RRC_TI_Def,
                                                                                                         false,
                                                                                                         nr,
                                                                                                         v_NR_HOCmd,
                                                                                                         omit)));
    // UE now moved to NR
    f_EUTRA_NR_WaitForCoOrd_Trigger (NR, "Postamble");
  }



1. [bookmark: _Toc30685522][bookmark: _Toc69135678]Change 2
	Function name
	fl_TC_8_1_4_2_2_1_TestBody


	Reason for change
	In f_NR5GC_IRAT_S1ToN1_SessionModification, TTCN shall get the GMMInfo via f_NR5GC_MobileInfo_GetGMM_MobilityInfo, but the GMMInfo in vc_NR5GC_Global is not updated after receiving Registration Request, which lead to error while checking the ispresent(v_GMM_MobilityInfo.SessionStatus)

	Summary of change
	Call f_NR5GC_MobileInfo_SetGMM_MobilityInfo to save GMMInfo after receiving Registration Request

	TTCN module
	IRAT_Handover_NR5GC_NR

	MCC160 Comment
	



Before Change
	function fl_TC_8_1_4_2_2_1_TestBody() runs on NR5GC_PTC
  {
    var EUTRA_NR_CoOrd_Security_Type v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security (EUTRA);
    var EUTRA_NR_PduSessionInfoList_Type v_PduSessionInfoList;
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var TriggerOrTimeout_Type v_TriggerOrTimeout;
    var PDUSessionInfoList_Type v_PDUSessionInfoList;
    var boolean v_ReregisterIMS := false;
    var integer i;
 
    timer t_ReregisterIMS := 10.0;

    //@siclog "Step 0" siclog@
    //@sic R5-198922 sic@
    f_NR_SetCellPower (nr_Cell1, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);
    f_Delay (5.0);
    
    //@siclog "Steps 1-2" siclog@
    // derive 5G parameters from values received from EUTRA
    f_NR5GC_MappedContextFromS1_InitNAS (v_SecurityRx, true);
    
    v_PduSessionInfoList := f_EUTRA_NR_WaitForCoOrd_PduSessionInfoList(EUTRA);
    // this also sends octetstring to EUTRA and waits for the Complete message
    f_NR5GC_508RRC_InterRAT_HO_ToNR(nr_Cell1, v_PduSessionInfoList, v_SecurityRx); // @sic R5s201078 sic@
    f_NR_PreliminaryPass( __FILE__, __LINE__, "Step 2" );

    //@siclog "Steps 3-5" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(nr_Cell1, tsc_NR_RbId_SRB2, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected))) -> value v_ReceivedAsp; // @sic R5s201078 sic@
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedAsp.Signalling.Nas[0].Pdu, Mobility)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
    }
    
    f_NR5GC_MobilityRegistration_Steps4_6(nr_Cell1, v_GMM_MobilityInfo, -, -, noRrcConnectionRelease, -, tsc_NR_RbId_SRB2);

    // make sure all the PDNs configured on EUTRA are changed in routing table @sic R5s210148 sic@
    for (i := 0; i < lengthof (v_PduSessionInfoList); i := i + 1) {
      f_IP_ChangeDrbMappingNR(IP, nr_Cell1, cs_IP_QosFlowId(v_PduSessionInfoList[i].PDU_SessionId, v_PduSessionInfoList[i].QFI), v_PduSessionInfoList[i].PdnIndex);
    }

  // Procedure for UE-requested PDU session modification according to 38.508 Table 4.9.14.2.2-1
    v_ReregisterIMS := f_NR5GC_IRAT_S1ToN1_SessionModification(nr_Cell1, v_PduSessionInfoList, -, tsc_NR_RbId_SRB2); // @sic R5s201413 sic@

    //  Deal with potential IMS Re-Registration
    if (v_ReregisterIMS) { // @sic R5-205942 sic@
      v_TriggerOrTimeout := f_IMS_IPCAN_WaitForTriggerOrTimeout(IMS[tsc_Index_IMS1], t_ReregisterIMS);
      select (v_TriggerOrTimeout) {
        case (TRIGGER) {                                          // => IMS Re-Registration has been started ...
          f_IMS_IPCAN_WaitForTrigger(IMS[tsc_Index_IMS1]);        //    ... wait for IMS Re-Registration being finished
        }
        case (TIMEOUT) {
          f_IMS_IPCAN_SendCoOrdMsg(IMS[tsc_Index_IMS1], cms_IPCAN_IMS_ReregistrationStop);
        }
      }
    }

    // @siclog "Step 7 Void" siclog@
    // @siclog "Steps 8-9" siclog@
    // The SS sends one IP Packet to the UE on the default DRB associated with the first PDU session.
    v_PDUSessionInfoList := f_NR5GC_MobileInfo_GetSessionInfoList();
    if (isvalue(v_PDUSessionInfoList)) { // @sic R5s200517 sic@
      // @sic R5-204453, R5-206332 sic@
      f_NR5GC_LoopbackIPdataOnDefaultBearer(nr_Cell1, valueof(v_PDUSessionInfoList[0]), "Step 9");
    } else {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "No PDU Session");
    }
 }



After Change
	function fl_TC_8_1_4_2_2_1_TestBody() runs on NR5GC_PTC
  {
    var EUTRA_NR_CoOrd_Security_Type v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security (EUTRA);
    var EUTRA_NR_PduSessionInfoList_Type v_PduSessionInfoList;
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var TriggerOrTimeout_Type v_TriggerOrTimeout;
    var PDUSessionInfoList_Type v_PDUSessionInfoList;
    var boolean v_ReregisterIMS := false;
    var integer i;
 
    timer t_ReregisterIMS := 10.0;

    //@siclog "Step 0" siclog@
    //@sic R5-198922 sic@
    f_NR_SetCellPower (nr_Cell1, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);
    f_Delay (5.0);
    
    //@siclog "Steps 1-2" siclog@
    // derive 5G parameters from values received from EUTRA
    f_NR5GC_MappedContextFromS1_InitNAS (v_SecurityRx, true);
    
    v_PduSessionInfoList := f_EUTRA_NR_WaitForCoOrd_PduSessionInfoList(EUTRA);
    // this also sends octetstring to EUTRA and waits for the Complete message
    f_NR5GC_508RRC_InterRAT_HO_ToNR(nr_Cell1, v_PduSessionInfoList, v_SecurityRx); // @sic R5s201078 sic@
    f_NR_PreliminaryPass( __FILE__, __LINE__, "Step 2" );

    //@siclog "Steps 3-5" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(nr_Cell1, tsc_NR_RbId_SRB2, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected))) -> value v_ReceivedAsp; // @sic R5s201078 sic@
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedAsp.Signalling.Nas[0].Pdu, Mobility)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
    }
    
    f_NR5GC_MobileInfo_SetGMM_MobilityInfo(v_GMM_MobilityInfo);
       
    f_NR5GC_MobilityRegistration_Steps4_6(nr_Cell1, v_GMM_MobilityInfo, -, -, noRrcConnectionRelease, -, tsc_NR_RbId_SRB2);

    // make sure all the PDNs configured on EUTRA are changed in routing table @sic R5s210148 sic@
    for (i := 0; i < lengthof (v_PduSessionInfoList); i := i + 1) {
      f_IP_ChangeDrbMappingNR(IP, nr_Cell1, cs_IP_QosFlowId(v_PduSessionInfoList[i].PDU_SessionId, v_PduSessionInfoList[i].QFI), v_PduSessionInfoList[i].PdnIndex);
    }

  // Procedure for UE-requested PDU session modification according to 38.508 Table 4.9.14.2.2-1
    v_ReregisterIMS := f_NR5GC_IRAT_S1ToN1_SessionModification(nr_Cell1, v_PduSessionInfoList, -, tsc_NR_RbId_SRB2); // @sic R5s201413 sic@

    //  Deal with potential IMS Re-Registration
    if (v_ReregisterIMS) { // @sic R5-205942 sic@
      v_TriggerOrTimeout := f_IMS_IPCAN_WaitForTriggerOrTimeout(IMS[tsc_Index_IMS1], t_ReregisterIMS);
      select (v_TriggerOrTimeout) {
        case (TRIGGER) {                                          // => IMS Re-Registration has been started ...
          f_IMS_IPCAN_WaitForTrigger(IMS[tsc_Index_IMS1]);        //    ... wait for IMS Re-Registration being finished
        }
        case (TIMEOUT) {
          f_IMS_IPCAN_SendCoOrdMsg(IMS[tsc_Index_IMS1], cms_IPCAN_IMS_ReregistrationStop);
        }
      }
    }

    // @siclog "Step 7 Void" siclog@
    // @siclog "Steps 8-9" siclog@
    // The SS sends one IP Packet to the UE on the default DRB associated with the first PDU session.
    v_PDUSessionInfoList := f_NR5GC_MobileInfo_GetSessionInfoList();
    if (isvalue(v_PDUSessionInfoList)) { // @sic R5s200517 sic@
      // @sic R5-204453, R5-206332 sic@
      f_NR5GC_LoopbackIPdataOnDefaultBearer(nr_Cell1, valueof(v_PDUSessionInfoList[0]), "Step 9");
    } else {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "No PDU Session");
    }
 }
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