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5
Test Control (TC) protocol procedures and test loop operation

5.1
General description

The UE test loop function provides access to isolated functions of the UE via the radio interface without introducing new physical interfaces just for the reason of conformance testing.

NOTE:
It should be emphasised that the UE test loop function only describes the functional behaviour of the UE with respect to its external interfaces; physical implementation of the UE test loop function is completely left open to the manufacturer.

The UE test loop function is activated by transmitting the appropriate TC message to the UE, see clause 6. 

The UE test loop function can be operated in five two different loopback modes:

-
UE test loop mode A;

-
UE test loop mode B; and

-
UE test loop mode C;

-
UE test loop mode D; and

-
UE test loop mode E.
UE test loop mode A provides loopback of PDCP SDUs for bi-directional data radio bearers while UE is operating in E-UTRA mode. The downlink PDCP SDUs received by the UE on each bi-directional data radio bearer are returned on the same radio bearer regardless of the PDCP SDU contents and of the TFT of the associated EPS bearer context [36].
UE test loop mode B provides loopback of PDCP SDUs (E-UTRA and UTRA), SNDCP PDUs (GSM/GPRS) and RLP PDUs (CDMA2000) for bi-directional EPS bearers while UE is operated in E-UTRA, UTRA, GSM/GPRS or CDMA2000 modes. When operating in E-UTRA, UTRA or GSM/GPRS then the downlink PDCP SDUs or SNDCP PDUs received by the UE on all bi-directional data radio bearers are returned by the UE on the data radio bearer associated with an EPS bearer context with a TFT matching the TCP/UDP/IP protocol information within the PDCP SDU or SNDCP SDU [36]. When operating in CDMA2000 modes, the downlink RLP PDUs received by the UE on all bi-directional data radio bearers are returned by the UE on the data radio bearer with the smallest identity, regardless of the RLP PDU content and of the TFT of the associated EPS bearer context.
NOTE:
When multiple PDN connections are established (or multiple Primary PDP Contexts are active), it is assumed that different IP addresses are allocated to the UE by the SS on each PDN.
UE test loop mode C provides counting of successfully received MBMS Packets on a given MTCH while UE is operating in E-MBMS/E-UTRA mode. For E-MBMS then one or more MTCHs are multiplexed on a MCH. MBMS packets for a MTCH are delivered as one RLC SDU per MBMS packet segmented into one or more RLC UMD PDUs.
UE test loop mode D provides announcing or monitoring of ProSe Direct Discovery messages, as specified by the test loop mode D setup IE in the CLOSE UE TEST LOOP message. For discovery monitor operation, UE test loop mode D provides counting of successfully received SL-DCH MAC SDUs while the UE is operating in ProSe Direct Discovery/E-UTRA mode. For discovery announce operation, UE test loop mode D provides trigger for transmission of ProSe Direct Discovery message on SL-DCH.

Note: ProSe Direct Discovery messages on the PC5 interface are delivered as one MAC SDU per ProSe Direct Discovery message.

UE test loop mode E provides either transmit or receive of ProSe Direct Communication packets, as specified by the test loop mode E setup IE in the CLOSE UE TEST LOOP message. For communication receive operation, UE test loop mode E provides counting of successfully received STCH PDCP SDUs and PSCCH transport blocks while the UE is operating in ProSe Direct Communication/E-UTRA mode. For communication transmit operation, UE test loop mode E provides trigger for transmission of IP packets for ProSe Direct Communication message on STCH.

UE test loop mode A is mandatory to all E-UTRA UEs.

UE test loop mode B for operation in E-UTRA mode is mandatory to all E-UTRA UEs.

UE test loop mode B for operation in UTRA mode is mandatory to all E-UTRA UEs supporting UTRA radio access.

UE test loop mode B for operation in GSM/GPRS mode is mandatory to all E-UTRA UEs supporting GSM/GPRS radio access.

UE test loop mode B for operation in CDMA2000 mode is mandatory to all E-UTRA UEs supporting CDMA2000 radio access.

UE test loop mode C is mandatory for E-UTRA UEs supporting E-MBMS.
UE test loop mode D is mandatory for E-UTRA UEs supporting ProSe Direct Discovery.

UE test loop mode E is mandatory for E-UTRA UEs supporting ProSe Direct Communication.
Support of UPDATE UE LOCATION INFORMATION is optional for the UE.

For E-UTRA UE supporting multiple radio access technologies then UE reception of Test Control messages is limited to UE operating in E-UTRA mode, while continuation of loopback of user data is provided over the change to other UE supported radio access technologies. 

UE test loop mode B for operation in UTRA, GSM/GPRS and CDMA2000 mode is only applicable for loopback of user data in PS domain.

The TC entity may be seen as a L3 or a NAS entity.

Figure 5.1-1 shows a functional block diagram of UE test loop function for TC entity and UE test loop mode A. The loopback of PDCP SDUs for UE test loop mode A is specified in sub clause 5.4.3.
Figure 5.1-2 shows a functional block diagram of UE test loop function for TC entity and UE test loop mode B. The loopback of IP PDUs/PDCP SDUs for UE test loop mode B and UE in E-UTRA mode is specified in subclauses 5.4.4.2 and 5.3.4.3.
Figure 5.1-3 shows a functional block diagram of UE test loop function for UE test loop mode B and UE operating in UTRA mode. The loopback of IP PDUs/PDCP SDUs for UE test loop mode B and UE in UTRA mode is specified in subclauses 5.4.4.4 and 5.4.4.5.
Figure 5.1-4 shows a functional block diagram of UE test loop function for UE test loop mode B for UE operating in GSM/GPRS mode. The loopback of IP PDUs/SNDCP SDUs for UE test loop mode B and UE in GSM/GPRS mode is specified in subclauses 5.4.4.6 and 5.4.4.7.
Figure 5.1-5 shows a functional block diagram of UE test loop function for UE test loop mode B for UE operating in CDMA2000 mode. The loopback of IP PDUs/RLP SDUs for UE test loop mode B and UE in CDMA2000 mode is specified in subclauses 5.4.4.8 and 5.4.4.9.
Figure 5.1-6 shows a functional block diagram of UE test loop function for TC entity and UE test loop mode C. The MBMS Packet Counter function for UE test loop mode C is specified in sub clause 5.4.4.a. The MBMS Packet Counter function is limited to count successfully received MBMS packets on one MTCH configured by the SS when UE test loop mode C is activated.
Figure 5.1-7 and Figure 5.1-8 show a functional block diagram of the UE test loop mode for TC entity and UE test loop mode D. The ProSe Direct Discovery Packet Counter function for UE test loop mode D is specified in clause 5.4.4b. The ProSe Direct Discovery packet counter function is limited to count successfully received SL-DCH MAC SDUs when UE test loop mode D is activated.

Figure 5.1-9 and Figure 5.1-10 show a functional block diagram of the UE test loop mode for TC entity and UE test loop mode E. The ProSe Direct Communication Packet Counter function for UE test loop mode E is specified in clause 5.4.4c. The ProSe Direct Communication packet counter function is limited to count successfully received STCH PDCP SDUs and PSCCH PHY Transport blocks when the UE test loop mode E is activated.
NOTE:
ROHC functionality in PDCP Layer 2 is optional for UE implementations.
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Figure 5.1-1: Model for Test Control and UE Test Loop Mode A on UE side for E-UTRA
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Figure 5.1-2: Model for Test Control and UE Test Loop Mode B on UE side for E-UTRA
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Figure 5.1-3: Model for UE Test Loop Mode B on UE side for UTRA
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Figure 5.1-4: Model for UE Test Loop Mode B on UE side for GSM/GPRS
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Figure 5.1-5: Model for UE Test Loop Mode B on UE side for CDMA2000
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Figure 5.1-6: Model for UE test loop mode C on UE side
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Figure 5.1-7: Model for UE test loop mode D on UE side
(when Discovery monitor is indicated in the UE test loop mode D setup IE)
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Figure 5.1-8: Model for UE test loop mode D on UE side 
(when Discovery announce is indicated in the UE test loop mode D setup IE)
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Figure 5.1-9: Model for UE test loop mode E on UE side 
(when Communication receive is indicated in UE test loop mode E setup IE)
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Figure 5.1-10: Model for UE test loop mode E on UE side
(when Communication transmit is indicated in the UE test loop mode E setup IE)

5.2
Security protection of test control messages
The test control messages, i.e. ACTIVATE TEST MODE, DEACTIVATE TEST MODE, CLOSE UE TEST LOOP, and OPEN UE TEST LOOP, are integrity protected and ciphered according to TS 24.301 clause 4.4.

5.3
UE test mode procedures

5.3.1
General

The UE test mode procedures are intended for setting the UE into a test mode where the SS can set up data radio bearers (UE test loop mode A) or EPS bearers (UE test loop mode B) or MTCH data radio bearers (UE test loop mode C) or SL-DCH MAC SDUs (UE test loop mode D) or STCH PDCP SDUs and PSCCH transport blocks (UE test loop mode E) to be terminated in the UE test loop function; as well as, for making UE leave the test mode if it has previously been set into it and return to normal operation.

5.3.2
Activate UE test mode
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Figure 5.3.2-1: Activate UE test mode procedure

5.3.2.1
General

The SS uses the activate UE test mode procedure to get the UE into a test mode where the SS can set up one or more sets of data radio bearers with an associated EPS bearer context (UE test loop mode A) or EPS bearers (UE test loop mode B) or MTCH data radio bearers (UE test loop mode C) before commanding the UE to terminate them in the UE test loop function. The activation of the UE test loop function in UE test loop mode A, UE test loop mode B, or UE Test loop mode C, UE test loop mode D, or UE test loop mode E will control if the UE is terminating the data radio bearers, the EPS bearers or the MTCH data radio bearer or the SL-DCH MAC SDUs or the STCH PDCP SDUs or the PSCCH transport blocks in the UE test loop function.
5.3.2.2
Initiation

The SS can activate the UE test mode when UE is in E-UTRA connected state.
NOTE:
Refer to TS 36.508 [28] subclause 4.5.1 for more details on UE states.
The SS requests the UE to activate the UE test mode by transmitting an ACTIVATE TEST MODE message.

5.3.2.3
Reception of ACTIVATE TEST MODE message by UE

Upon receiving the ACTIVATE TEST MODE message the UE shall:
1>
if a default EPS bearer context is already activated:

2>
the UE behaviour is unspecified.

1> else:

2>
activate the UE test mode;
2>
send ACTIVATE TEST MODE COMPLETE message.

When the UE test mode is active, the UE operates normally, except for the following:

1>
the UE shall accept any request to establish a data radio bearer with an associated EPS bearer context, both included in the same RRC message, and within the radio access capabilities of the UE;

1>
optionally, if the UE supports CSG Proximity Indication;

2>
the UE shall ignore any non 3GPP radio signals which are normally used in determining proximity to a CSG (closed subscriber group) cell and delete any previously stored cell information for proximity detection.

NOTE:
The UE may provide other means which would guarantee that the UE ignores any non 3GPP radio signals which are normally used in determining proximity to a CSG (closed subscriber group) cell and deletes any previously stored cell information for proximity detection. For such UEs the above mentioned CSG requirements in UE test mode may not apply.

1>
if neither test loop mode A operation, test loop mode B operation, test loop mode C operation, test loop mode D operation nor test loop mode E operation is ongoing:
2>
if the UE is operating in E-UTRAN mode, for each PDN connection requested by the UE:

3>
if the UE has not received the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message in response to the PDN CONNECTIVITY REQUEST message; or

3>
if the UE has received the response message with the PDN type IE set to 'IPv4' and an IPv4 address value different from '0.0.0.0' and "IPv4 address allocation via DHCPv4" was not requested by the UE:

4>
the UE shall not transmit any uplink PDCP SDU on any DRB associated with the requested PDN:
4>
the UE may discard any received downlink PDCP SDU on any DRB associated with the requested PDN.

NOTE:
If the UE has requested the use of DHCPv4 signalling for allocation of an IPv4 address, the UE may either accept the IPv4 address provided via NAS signalling and not transmit any uplink PDCP SDU on any DRB and may discard downlink PDCP SDUs on any DRB, or the UE may transmit and receive DHCPv4 messages to obtain an IPv4 address, according to the procedure described in TS 36.508 clause 4.5.2A.

3>
if the UE has received the response message with the PDN type IE set to ‘IPv6’ or ‘IPv4v6’ or "IPv4 address allocation via DHCPv4" was requested by the UE , and the UE has not yet obtained its IP address(es);

4> the UE may transmit uplink PDCP SDUs on any DRB associated with the requested PDN, for the sole purpose of obtaining its IP address(es). 

3>
if the UE has obtained its IP address(es):

4>
the UE shall not transmit any uplink PDCP SDU on any DRB associated with the requested PDN:

4>
the UE may discard any received downlink PDCP SDU on any DRB associated with the requested PDN.
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