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	Reason for change:
	1. The inclusion of new GSM/GPRS Ciphering algorithms A5/4 and GEA4 leads to a new method of calculation of the Kc Ciphering key.  According to TS 33.102  Annex B.5, a Kc128 is used as input to the GSM A5 and GEA ciphering algorithms which require 128-bit keys.  This, then, leads to TTCN changes to calculate the new Kc128 ciphering key.
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2. Test step ts_InitSystemSpecificCap has been updated to factor in support of the new GSM Ciphering algorithm A5/4
3. Type B3_CipherAlg extended to include A5/4.

4. A new test case variable is created to store the MS Network Capability of the UE. The 3 bits representing the GPRS Ciphering algorithms are extracted out and compared for support of GEA3/GEA4.

5. Updated the test step ts_G_IMSIDetach to expect CLASSMARK CHANGE after having received the IMSI DETACH INDICATION message.
6. The TSO o_OctToBit is applied on the parameter before invoking the LENGTH_OF operation. The condition where parameter p_GEA2 is TRUE is updated to compare the testcase variable tcv_TmpB3 with ‘1??’B. This, then, allows any value for GEA3/GEA4.
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1.1 Change 1

	Object name 
	ts_GMM_AuthenticationInit

	Reason for change
	The inclusion of new GSM/GPRS Ciphering algorithms A5/4 and GEA4 leads to a new method of calculation of the Kc Ciphering key.  According to TS 33.102  Annex B.5, a Kc128 is used as input to the GSM A5 and GEA ciphering algorithms which require 128-bit keys.  This, then, leads to TTCN changes to calculate the new Kc128 ciphering key

	Summary of change
	A new TSO o_KeyDerivationFunction_HMAC_SHA_256 has been introduced which is used to generate a 256-bit string. The most significant 128 bits represent the Kc128 ciphering key. This is then used in the appropriate places where ciphering is initiated.



	Source of change
	(MCC160)

	Label
	WA#


Before change: 
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After change: 
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New Local Tree: 
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New Testcase Variables: 
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New TSO: 
The key has to have a length of 256 bits
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New Type Definition:
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1.2 Change 2
	Object name 
	ts_MM_AuthenticationInit

	Reason for change
	The inclusion of new GSM/GPRS Ciphering algorithms A5/4 and GEA4 leads to a new method of calculation of the Kc Ciphering key.  According to TS 33.102  Annex B.5, a Kc128 is used as input to the GSM A5 and GEA ciphering algorithms which require 128-bit keys.  This, then, leads to TTCN changes to calculate the new Kc128 ciphering key

	Summary of change
	A new TSO o_KeyDerivationFunction_HMAC_SHA_256 has been introduced which is used to generate a 256-bit string. The most significant 128 bits represent the Kc128 ciphering key. This is then used in the appropriate places where ciphering is initiated.



	Source of change
	MCC160

	Label
	WA#


Before change: 
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After change: 
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New Local Tree: 
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1.3 Change 3

	Object name 
	c_DedCh

	Reason for change
	The element cipherKey128 should be assigned the calculated value tcv_AuthKc128 instead of px_CipherKey128

	Summary of change
	Removed the use of px_CipherKey128 and used tcv_AuthKc128

	Source of change
	

	Label
	WA#


Before change: 
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After change: 
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1.4 Change 4

	Object name 
	c_SDCCH4_Ch

	Reason for change
	The element cipherKey128 should be assigned the calculated value tcv_AuthKc128 instead of px_CipherKey128

	Summary of change
	Removed the use of px_CipherKey128 and used tcv_AuthKc128

	Source of change
	

	Label
	WA#


Before change: 
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After change: 
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1.5 Change 5

	Object name 
	ca_G_CLLC_Assign_Req

	Reason for change
	The element cipherKey128 should be assigned the calculated value tcv_AuthKc128 instead of px_CipherKey128

	Summary of change
	Removed the use of px_CipherKey128 and used tcv_AuthKc128

	Source of change
	

	Label
	WA#


Before change:
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After change: 
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1.6 Change 6
	Object name 
	ts_InitSystemSpecificCap

	Reason for change
	For a Rel-6 or later UE, the GSM security capability in the SECURITY MODE COMMAND should take into account the new GSM Ciphering algorithm A5/4



	Summary of change
	Test step ts_InitSystemSpecificCap has been updated to factor in support of the new GSM Ciphering algorithm A5/4



	Source of change
	

	Label
	WA#


Before change: 
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After change:
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1.7 Change 7
	Object name 
	B3_CipherAlg

	Reason for change
	Range for the type B3_CipherAlg should be extended to include A5/4

	Summary of change
	Type B3_CipherAlg extended to include A5/4

	Source of change
	

	Label
	WA#


Before change: 
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After change: 
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1.8 Change 8
	Object name 
	ts_GPRS_ConvertCipheringAlgorithm

	Reason for change
	In test step ts_GPRS_ConvertCipheringAlgorithm, it is recommended to check if the UE actually supports GEA3/GEA4 before assigning the test case variable tcv_GPRS_CipheringAlgorithmB3

	Summary of change
	A new test case variable tcv_TmpGPRSCipherAlg is created to store the MS Network Capability of the UE. The 3 bits representing the GPRS Ciphering algorithms are extracted out and compared for support of GEA3/GEA4. Also, assigned a default value of GEA2 for test case variable tcv_GPRS_CipheringAlgorithmB3

	Source of change
	

	Label
	WA#


Before change: 
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Testcase Variable:
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After change: 
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Testcase Variable:
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New Testcase variable: 
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1.9 Change 9
	Object name 
	ts_G_IMSIDetach

	Reason for change
	In test step ts_G_IMSIDetach, the TC expects to receive a CLASSMARK CHANGE message even before an IMMEDIATE ASSIGNMENT is sent by the SS. This is incorrect. 

	Summary of change
	Updated the test step ts_G_IMSIDetach to expect CLASSMARK CHANGE after having received the IMSI DETACH INDICATION message

	Source of change
	

	Label
	WA#


Before change: 
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f 6.L276_L2_L2Estan_ND car_0_L2_LoEstaIND (p_Cli, ._MSI_Detachinga | IMSI Deach Iniation @sic ER178 51
) @

5 +ts_G_ChannelRelease (p_Cellld, tsc_PhyCh0 )

(@sic ER1982 sic@




After change: 
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Test Step Id: ts_G_IMSIDetach( p_Cellld : INTEGER )
et St Group Ref: M_RAT_Ho_GaM_Speciet
Objectve
Defauts IntrsystemGPRS
comments Assurne UE already swished of @i RS5060003 sic
1) o] Seiavour Desorpton T Constrant et ] Commerts
0 ©.L270_L2_ACCESS_IND _(wv_RR_RFN = 0_L2_ACCESS_IND, (o cabr_G_L2_ AGCESS_IND (p_Celld fsc_PYCHD, 1,7 | Receis CHANNEL,
_ChRedquest = ©_L2_ACCESS_IND burst tov_RR_RA = (BIT_TOINT (tv 7, ir_ChanReqotherPros) REQUEST for M1 Detach second
_ChRequest estCauRandomRef)) )
1 ©_L216_L2_ UNITDATA_REQ cas_6_L2_UNITDATA_REG (p_Celld, sc_PChO,3, | Assign a GEM Channel @sic T150405
15,c_G_RFN_Omit, cs_ImmediateAssignment ( tov_G 36 5ic@
_CellCanfignio xCCH Freo, v_G_CellConfiginfabec,
cv_RR_RA, tov_RR_RFN))
2 6.L276_L2_L2Estan_ND car_0_L2_LoEstaIND (p_Cli, ._MSI_Detachinga | IMSI Deach Iniation @sic ER178 51
) @
3 512767 DTG 15 L2_DATALIND (5 BN _CelA, 7 e_Fio0.7, | @i Res1A0519 5@
2,7, er_G_ClassmarkChangeAny) WARIRAT: TTCN CR Required
f 6.1276_L2_DATAIND 6_L2_DATA_IND (15_GBM_CellA, 7 f5c_PYCHD, %, | @sio R5S140519 5@

2,2,¢r_6_UtranClassmarkChange) WAIRAT: TTCN CR Required

5 5_G_ChannelRelease (p_Cellid, tsc_PhyCho ) @sic ER1982 sic@





1.10 Change 10
	Object name 
	ts_RRC_ConnEst_CheckGEA_UEAUIA

	Reason for change
	In test step ts_RRC_ConnEst_CheckGEA_UEAUIA, the 3 bits representing the GPRS Ciphering algorithms are extracted out and compared for support of GEA2/GEA3/GEA4. However, the parameter to the operation LENGTH_OF should be a BITSTRING.

Also, the condition where only GEA2 is supported needs to be modified. Specifically, the condition mandates that along with GEA2, GEA3 also should be supported. This is incorrect as a R99 UE would only have implemented GEA2 but not GEA3 and GEA4.

	Summary of change
	The TSO o_OctToBit is applied on the parameter before invoking the operation LENGTH_OF

The condition where parameter p_GEA2 is TRUE is updated to compare the testcase variable tcv_TmpB3 with ‘1??’B. This, then, allows any value for GEA3/GEA4

	Source of change
	

	Label
	WA#


Before change: 
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[TestSten 10

ts_RRC_CannEst_CheckGEA_UEAUIA (p_Celld : INTEGER,
p_MO_Reg : RegOr_MO;

p_EstCauss : EstablishmentCause;

P_GEA2, p_GEA3, p_GEA4, p_UEAUIAL, p_UEAUIA2 : BOOLEAN)

Test Step Group Ref. UMTS_Specific/

Objective The generic Step fo establish RRC Connection and bring UE to CELL_FACH or CELL_DCH siate. Also o test e UE supporls
GEAJ2, GEA/3 or GEAJ4 ciphering algorithm (must set EITHER p_GEA2, p_GEA3 OR p_GEA4 to true) and
either UEA1 and UIA 1 or UEA2 and UEA2 ciphering algorithm (must set EITHER p_UEAUIA1 OR p_UEAUIAZ to true)
Defauts RRC_DefConnEst
Comments: In this Step , 5 Signalling Radio Bearers with 3.4kbps DL & UL is setup (RE#0,1, 2, 3,4).
L) [Label [ Behaviour Description JI Caonstraint Ref JLJI Comments
0 +ts_SS_PrepareCellRRC_ConnEst (p_Cellld)
1 +1s_SefTmpCelinio (p_Celld)
2 +I_RevConnReq
3 +I_Send_CannSetUp
4 +1s_RRC_ReceiveConnSetunCrmpl  p_Cellid) @sic R5000190 5ic@
5 +H_CheckUEAUIA @sic R5-142836 5ic@
B (tev_TmpB3 = o_Bitstringitract(o_OctToBit(tcv_TmpAttachReqPDU.msN @sic R5s090190, RE-142836 sic@
etworkCap.value), LENGTH_OF (fev_TmpAttachReqPDU.msNetworkCap.val
ue), 3,9)
7 {n_GEAZ AND (tev_TmpB3 = 1178)] () @sic R55080180, RE-142636 5ie@
7 [n_GEA3 AND (tov_TmpB3 = 1178)] (7) @sic R5-142836 5ic@ GEA2 and OE
43 are mandatory
7 (n_GEA# AND (tov_TmpB3 = 1118)] ) @sic R5-142836 sic@ GEA2 and OE
43 are mandatory
7 [TRUE]

| @sit R65090190 sic@ GEAZ and GE
A3 are mandatory





After change: 

[image: image28.png]Test Step

Test Step Id ts_RRC_ConnEst_CheckGEA_UEAUIA (p_Cellld : INTEGER;
p_MO_Reg : RegOr_MO;
p_EstCauss : EstablishmentCause;
P_GEA2, p_GEA3, p_GEA4, p_UEAUIAL, p_UEAUIA2 : BOOLEAN)
Test Step Group Ref. UMTS_Specific/
Objective: The generic Step to establish RRC Connection and bring UE to CELL_FACH or CELL_DCH state. AIso to testthe UE supports
GEAI2, GEAI3 or GEA/4 ciphering algorithm (must sst EITHER p_GEAZ, p_GEA3 OR p_GEAd to rue) and
either UEAT and ULA 1 or UEAZ and UEA2 ciphering algorithm (must set EITHER p_UEAUIAT OR p_UEAUIAZ to true)

Defalts RRC_DefConnEst
Comments: In this Step , 5 Signalling Radio Bearers with 3.4kbps DL & UL is setup (RE#0,1, 2, 3,4).
I1..] [Label| | Behaviour Description JI Caonstraint Ref JLJI Comments
0 +ts_SS_PrepareCellRRC_ConnEst (p_Cellld)
1 +15_SetTmpCellinfo (p_Celld)
2 It RevConnReg
3 +I_gend_ConngetUp
4 +15_RRC_RecelveConngetunCmpl ( p_Cell) @sic RAS090190 sic@
5 +It_CheckUEAUIA @sic R5-142836 0@
6 (tt_TmpB3 = o_Bitstringiract(o_OctToBit(tey_TmpAtiachReqPDU.msN @sic R55090190, R5-142836 sic@
etworkCap value), LENGTH_OF{o_OGtToBty_TrmpAttachReqPDU msNet Wies_3_11_1
workCap.value), 3, )
7 [n_GEAZ AND (fcv_TrmpE: (P) @sic REs090190, R5-142836 sic@
Wees 3 11_1
7 [P_GEA3 AND (tev_TrmpE: (P) @sic R5-142836 sic@ GEAZ and GE
A3 are mandatory
7 (p_GEA# AND (tcv_TmpB3=1118)] (F) @sic R5-142836 sic@ GEAZ and GE
A3 are mandatory
7 (TRUE] | @sic R5S090190 sic@ GEAZ and GE

A3 are mandatory





