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	Reason for change:
	New Security has to be configured so we need to release old Security before new is initialized. 

	
	

	Summary of change:
	Use MCC implementation from TTCN CR R5s130900. First store old security info to release it after re-authentication and then use function f_IMS_Register_SecurityRelease for release security before initializing new security.
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Change 1
	Testcase name
	9.2

	Reason for change
	According to spec 34.229 section 9.2.4 in step 3 UE populates a new Security-Client header and IPsec needs to be updated as per TTCN CR R5s130573 so before this update old IPsec need to be released.

	Summary of change
	Use MCC implementation from TTCN CR R5s130900. First store old security info to release it after re-authentication and then use function f_IMS_Register_SecurityRelease for release security before initializing new security.

	Source of change
	IMS_36523\source\IMS\9\IMS_CC_AuthenticationTestcases.ttcn


Before change:

	module IMS_CC_AuthenticationTestcases {

  import from LibSip_SIPTypesAndValues all;

  import from IP_ASP_TypeDefs all;

  import from IMS_Component all;

  import from IMS_ASP_TypeDefs all;

  import from IMS_ASP_Templates all;

  import from IMS_CommonDefs all;

  import from IMS_SIP_Templates all;

  import from NAS_AuthenticationCommon all;

  import from IMS_CommonFunctions all;

  import from IMS_Procedures_Registration all;

  import from IMS_PTC_CoordMsg all;

  import from IMS_CC_CommonFunctions all;
…

function f_TC_9_2_IMS() runs on IMS_PTC

  {

    var charstring v_InvalidNonce := fl_GenerateInvalidNonce(sqnFailure);

    var IMS_DATA_REQ v_IMS_DATA_REQ;

    var template (value) IMS_RoutingInfo_Type v_RoutingInfo_DL;

    var REGISTER_Request v_RegisterReq;

    var charstring v_CallId;

    f_IMS_CC_Preamble(IPCAN_SignallingOnly, IMS_NULL, IMS_Security);

    f_IMS_CC_StartSignalling(IPCAN_InitialRegistration);

    f_IMS_TestBody_Set(true);

    // Step 1

    v_IMS_DATA_REQ := f_IMS_REGISTER_InitialRequest();

    v_RoutingInfo_DL := f_IMS_RoutingInfo_ULtoDL(v_IMS_DATA_REQ.RoutingInfo);

    v_RegisterReq := v_IMS_DATA_REQ.Request.Register;

    v_CallId := v_RegisterReq.msgHeader.callId.callid;

    // Step 2

    f_IMS_Register_SecurityInit(v_RegisterReq);       /* @sic R5s130264 Change 2.1: security needs to be initialised just before (first) 401 response is sent sic@ */

    IMS_Server.send(cas_IMS_DATA_RSP(v_RoutingInfo_DL, cs_Response(c_statusLine401, f_IMS_RegisterResponse_401_MessageHeaderTX(v_RegisterReq, v_InvalidNonce))));

    // Step 3

    v_IMS_DATA_REQ := f_IMS_REGISTER_RequestWithSpecificAuth(v_CallId, cr_Authorization_9_2(v_InvalidNonce, tsc_IMS_Opaque));

    v_RegisterReq := v_IMS_DATA_REQ.Request.Register;

    // Step 4

    f_IMS_Register_SecurityInit(v_RegisterReq);       /* @sic R5s130573: IPSec layer needs to be updated acc. to new Security client header sent by the UE sic@ */

    IMS_Server.send(cas_IMS_DATA_RSP(v_RoutingInfo_DL, cs_Response(c_statusLine401, f_IMS_RegisterResponse_401_MessageHeaderTX(v_RegisterReq))));

    // Step 5

    v_IMS_DATA_REQ := f_IMS_REGISTER_SubsequentRequest();

    v_RoutingInfo_DL := f_IMS_RoutingInfo_ULtoDL(v_IMS_DATA_REQ.RoutingInfo);   /* @sic R5s130264 Change 2.2: security has changed to "protected" now sic@ */

    v_RegisterReq := v_IMS_DATA_REQ.Request.Register;

    // Step 6

    IMS_Server.send(cas_IMS_DATA_RSP(v_RoutingInfo_DL, cs_Response(c_statusLine200, f_IMS_RegisterResponse_200_MessageHeaderTX(v_RegisterReq))));

    f_IMS_Register_SubscribeNotify(v_RegisterReq);

    f_IMS_TestBody_Set(false);

    f_IMS_CC_Postamble(IPCAN_InitialRegistration);

  }

}


After change :

	module IMS_CC_AuthenticationTestcases {

  import from LibSip_SIPTypesAndValues all;

  import from IP_ASP_TypeDefs all;

  import from IMS_Component all;

  import from IMS_ASP_TypeDefs all;

  import from IMS_ASP_Templates all;

  import from IMS_CommonDefs all;

  import from IMS_SIP_Templates all;

  import from NAS_AuthenticationCommon all;

  import from IMS_CommonFunctions all;

  import from IMS_Procedures_Registration all;

  import from IMS_IP_Config all; 
  import from IMS_PTC_CoordMsg all;

  import from IMS_CC_CommonFunctions all;
…

function f_TC_9_2_IMS() runs on IMS_PTC

  {

    var charstring v_InvalidNonce := fl_GenerateInvalidNonce(sqnFailure);

    var IMS_DATA_REQ v_IMS_DATA_REQ;

    var template (value) IMS_RoutingInfo_Type v_RoutingInfo_DL;

    var REGISTER_Request v_RegisterReq;

    var charstring v_CallId;

    var template (value) IMS_SecurityInfo_Type v_SecurityInfo;
    f_IMS_CC_Preamble(IPCAN_SignallingOnly, IMS_NULL, IMS_Security);

    f_IMS_CC_StartSignalling(IPCAN_InitialRegistration);

    f_IMS_TestBody_Set(true);

    // Step 1

    v_IMS_DATA_REQ := f_IMS_REGISTER_InitialRequest();

    v_RoutingInfo_DL := f_IMS_RoutingInfo_ULtoDL(v_IMS_DATA_REQ.RoutingInfo);

    v_RegisterReq := v_IMS_DATA_REQ.Request.Register;

    v_CallId := v_RegisterReq.msgHeader.callId.callid;

    // Step 2

    f_IMS_Register_SecurityInit(v_RegisterReq);       /* @sic R5s130264 Change 2.1: security needs to be initialised just before (first) 401 response is sent sic@ */

    IMS_Server.send(cas_IMS_DATA_RSP(v_RoutingInfo_DL, cs_Response(c_statusLine401, f_IMS_RegisterResponse_401_MessageHeaderTX(v_RegisterReq, v_InvalidNonce))));

   // store old security info to release it after re-authentication @sic R5130900 - MCC160 implementation sic@

    v_SecurityInfo := cs_IMS_SecurityInfo(f_IMS_PTC_Security_GetProtectedPorts(),

                                          f_IMS_PTC_Security_GetSPIs(),

                                          f_IMS_PTC_Security_GetIntegrityAlgorithm(),

                                          f_IMS_PTC_Security_GetCipheringAlgorithm()); 

    // Step 3

    v_IMS_DATA_REQ := f_IMS_REGISTER_RequestWithSpecificAuth(v_CallId, cr_Authorization_9_2(v_InvalidNonce, tsc_IMS_Opaque));

    v_RegisterReq := v_IMS_DATA_REQ.Request.Register;

    f_IMS_Register_SecurityRelease(v_SecurityInfo);  // @sic R5130900 - MCC160 implementation sic@

    // Step 4

    f_IMS_Register_SecurityInit(v_RegisterReq);       /* @sic R5s130573: IPSec layer needs to be updated acc. to new Security client header sent by the UE sic@ */

    IMS_Server.send(cas_IMS_DATA_RSP(v_RoutingInfo_DL, cs_Response(c_statusLine401, f_IMS_RegisterResponse_401_MessageHeaderTX(v_RegisterReq))));

    // Step 5

    v_IMS_DATA_REQ := f_IMS_REGISTER_SubsequentRequest();

    v_RoutingInfo_DL := f_IMS_RoutingInfo_ULtoDL(v_IMS_DATA_REQ.RoutingInfo);   /* @sic R5s130264 Change 2.2: security has changed to "protected" now sic@ */

    v_RegisterReq := v_IMS_DATA_REQ.Request.Register;

    // Step 6

    IMS_Server.send(cas_IMS_DATA_RSP(v_RoutingInfo_DL, cs_Response(c_statusLine200, f_IMS_RegisterResponse_200_MessageHeaderTX(v_RegisterReq))));

    f_IMS_Register_SubscribeNotify(v_RegisterReq);

    f_IMS_TestBody_Set(false);

    f_IMS_CC_Postamble(IPCAN_InitialRegistration);

  }

}
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