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1. Overview

This document lists all changes needed to correct problems in the TTCN implementation of test case 8.1 which is part of the ‘IMS_34229_IWD_13wk35’ test suite in ATS ‘iwd-EUTRA-B2012-03_D13wk35’.
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3. Corrections required
This section describes the TTCN changes required to ‘iwd-EUTRA-B2012-03_D13wk35’ release.
Change 1 – IMS_CommonParameters
	Module name
	IMS_CommonParameters

	Reason for change
	34.229-1, A.1.1., specifies that the encrypt-algorithm sent by the UE in the Security-Client header depends on if the UE supports IPSec ESP confidentiality protection or not. Function fl_IMS_SecurityClient_Check verifies this. Only, this check is governed by constant tsc_IMS_Confidentiality, set to FALSE by default. However, as this header depends on UE capabilities, this should not be a constant but a PICS Parameter. 

Note that 34.229-2 used to have Table A.6b on Security capabilities. Item 10 in that table referred to IPSec ESP confidentiality protection. Core spec reference was 33.203, section 6.2. From version 9.3.0 of 34.229-2 onwards this table went missing. The core spec however did not change much (it was just updated to a newer RFC at some time later). This seems to suggest that 34.229-2 should be checked as well.

	Summary of change
	Constant tsc_IMS_Confidentiality replaced by PICS pc_IMS_Confidentiality

	TTCN module
	

	MCC160 Comment
	


Before change

module IMS_CommonParameters { 
…

  //****************************************************************************

  // PICS Parameters

  //----------------------------------------------------------------------------

  modulepar boolean                     pc_IMS_GIBA_Sec             := false;           // @desc  UE supports GIBA security only

                                                                                        // Reference: 34.229-2 Table A.6a/1

  modulepar boolean                     pc_IMS_GRUUsInSIP           := false;           // @desc  UE supports obtaining and using GRUUs in the Session Initiation Protocol (SIP)

                                                                                        // Reference: 34.229-2 Table A.4/53

  modulepar boolean                     pc_IMS_Geolocation          := false;           // @desc  UE uses Geolocation header to provide its geographical location for emergency session setup

                                                                                        // Reference: 34.229-2 Table A.12/27

  modulepar boolean                     pc_IMS_Sec                  := false;           // @desc  UE supports full IMS security

                                                                                        // Reference: 34.229-2 Table A.6a/2

  modulepar boolean                     pc_MultimediaTelephonyService := false;         // @desc  Multimedia telephony service participant

                                                                                        // Reference: 34.229-2 Table A.3A/50

}
After change

module IMS_CommonParameters { 

…

  //****************************************************************************

  // PICS Parameters

  //----------------------------------------------------------------------------

  modulepar boolean                     pc_IMS_GIBA_Sec             := false;           // @desc  UE supports GIBA security only

                                                                                        // Reference: 34.229-2 Table A.6a/1

  modulepar boolean                     pc_IMS_GRUUsInSIP           := false;           // @desc  UE supports obtaining and using GRUUs in the Session Initiation Protocol (SIP)

                                                                                        // Reference: 34.229-2 Table A.4/53

  modulepar boolean                     pc_IMS_Geolocation          := false;           // @desc  UE uses Geolocation header to provide its geographical location for emergency session setup

                                                                                        // Reference: 34.229-2 Table A.12/27

  modulepar boolean                     pc_IMS_Sec                  := false;           // @desc  UE supports full IMS security

                                                                                        // Reference: 34.229-2 Table A.6a/2

  modulepar boolean                     pc_MultimediaTelephonyService := false;         // @desc  Multimedia telephony service participant

                                                                                        // Reference: 34.229-2 Table A.3A/50

  modulepar boolean                     pc_IMS_Confidentiality      := false;  

  …

}
Change 2 – IMS_CommonDefs
	Module name
	IMS_CommonDefs

	Reason for change
	See Change 1

	Summary of change
	Deleted constant

	TTCN module
	Common/IMS/IMS_CommonDefs

	MCC160 Comment
	


Before change

module IMS_CommonDefs {

  import from CommonDefs all;

  import from Parameters all;

  import from IMS_CC_Parameters all;

  const boolean tsc_IMS_Confidentiality := false;      // In previous releases TS 34.229-2 A.6/10 (rel-6)
  const boolean tsc_IMS_SMSoverIMS := false; // In previous releases 34.229-2 A.4.5/21 (Rel-8)

  const boolean tsc_IMS_VideoFeature := false; // A.12/zz
…
After change

module IMS_CommonDefs {

  import from CommonDefs all;

  import from Parameters all;

  import from IMS_CC_Parameters all;

  const boolean tsc_IMS_SMSoverIMS := false; // In previous releases 34.229-2 A.4.5/21 (Rel-8)

  const boolean tsc_IMS_VideoFeature := false; // A.12/zz
…

Change 3 – fl_IMS_SecurityClient_Check
	Function name
	fl_IMS_SecurityClient_Check

	Reason for change
	See Change 1

	Summary of change
	See Change 1

	TTCN module
	Common/IMS/IMS_CommonProcedures_Registration

	MCC160 Comment
	


Before change

  function fl_IMS_SecurityClient_Check(SecurityClient p_SecClient,

                                       boolean p_Confidentiality := tsc_IMS_Confidentiality) runs on IMS_PTC  //#UE=7#8_1#BZ44784#CR=toBeWritten#AU=HR#PU=fx: replace constant tsc_IMS_Confidentiality by new PICS value pc_IMS_Confidentiality

  {

    //Check that mandatory fields are there (normally that should already be done in the receive template of the request message)

    if (not match(p_SecClient, cr_SecClientMandatoryFields)) {

      f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "Invalid 'SecurityClient'");

    }

    //Check optional fields

    if (match (p_SecClient, cr_SecClientOptionalProtAny) and not match (p_SecClient, cr_SecClientOptionalProt)) { //"prot" parameter is there with a value different to "esp"

      f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "Invalid 'SecurityClient'");

    }

    if (match (p_SecClient, cr_SecClientOptionalModAny) and not match (p_SecClient, cr_SecClientOptionalMod)) {  //"mod" parameter is there with a value different to "trans"

      f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "Invalid 'SecurityClient'");

    }

    //Check confidentiality parameter

    if (p_Confidentiality) {

      if (not match(p_SecClient, cr_SecClientEalg)) {

        f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "Invalid 'SecurityClient'");

      }

    }

    else {

      if (not match(p_SecClient, cr_SecClientEalgNull) and match (p_SecClient, cr_SecClientEalgAny)) { //"ealg" parameter is there with a value different to "null"

        f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "Invalid 'SecurityClient'");

      }

    }

  }
After change

  function fl_IMS_SecurityClient_Check(SecurityClient p_SecClient,

                                       boolean p_Confidentiality := pc_IMS_Confidentiality) runs on IMS_PTC  //#UE=7#8_1#BZ44784#CR=toBeWritten#AU=HR#PU=fx: replace constant tsc_IMS_Confidentiality by new PICS value pc_IMS_Confidentiality

  {

    //Check that mandatory fields are there (normally that should already be done in the receive template of the request message)

    if (not match(p_SecClient, cr_SecClientMandatoryFields)) {

      f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "Invalid 'SecurityClient'");

    }

    //Check optional fields

    if (match (p_SecClient, cr_SecClientOptionalProtAny) and not match (p_SecClient, cr_SecClientOptionalProt)) { //"prot" parameter is there with a value different to "esp"

      f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "Invalid 'SecurityClient'");

    }

    if (match (p_SecClient, cr_SecClientOptionalModAny) and not match (p_SecClient, cr_SecClientOptionalMod)) {  //"mod" parameter is there with a value different to "trans"

      f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "Invalid 'SecurityClient'");

    }

    //Check confidentiality parameter

    if (p_Confidentiality) {

      if (not match(p_SecClient, cr_SecClientEalg)) {

        f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "Invalid 'SecurityClient'");

      }

    }

    else {

      if (not match(p_SecClient, cr_SecClientEalgNull) and match (p_SecClient, cr_SecClientEalgAny)) { //"ealg" parameter is there with a value different to "null"

        f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "Invalid 'SecurityClient'");

      }

    }

  }
Change 4 – f_IMS_PTC_BuildSecurityServerParam
	Function name
	f_IMS_PTC_BuildSecurityServerParam

	Reason for change
	See Change 1

	Summary of change
	See Change 1

	TTCN module
	Common/IMS/IMS_Component

	MCC160 Comment
	


Before change

  function f_IMS_PTC_BuildSecurityServerParam() runs on IMS_PTC return template (value) SecurityMechanism_List

  {

    var IMS_PTC_SecurityInfo_Type v_Security := vc_IMS_Global.Security;

    return f_SIP_BuildSecurityServerParam(tsc_IMS_Confidentiality, 

                                          v_Security.IntegrityAlgorithm,

                                          v_Security.CipheringAlgorithm,

                                          int2str(v_Security.SPIs.SPI_pc),

                                          int2str(v_Security.SPIs.SPI_ps),

                                          int2str(v_Security.ProtectedPorts.Port_pc),

                                          int2str(v_Security.ProtectedPorts.Port_ps));

  }
After change

  function f_IMS_PTC_BuildSecurityServerParam() runs on IMS_PTC return template (value) SecurityMechanism_List

  {

    var IMS_PTC_SecurityInfo_Type v_Security := vc_IMS_Global.Security;

    return f_SIP_BuildSecurityServerParam(pc_IMS_Confidentiality, 

                                          v_Security.IntegrityAlgorithm,

                                          v_Security.CipheringAlgorithm,

                                          int2str(v_Security.SPIs.SPI_pc),

                                          int2str(v_Security.SPIs.SPI_ps),

                                          int2str(v_Security.ProtectedPorts.Port_pc),

                                          int2str(v_Security.ProtectedPorts.Port_ps));

  }
Change 5 – f_IMS_PTC_BuildSecurityVerifyHeader
	Function name
	f_IMS_PTC_BuildSecurityVerifyHeader

	Reason for change
	See Change 1

	Summary of change
	See Change 1

	TTCN module
	Common/IMS/IMS_Component

	MCC160 Comment
	


Before change

  function f_IMS_PTC_BuildSecurityVerifyHeader() runs on IMS_PTC return template (present) SecurityVerify

  {

    var IMS_PTC_SecurityInfo_Type v_Security := vc_IMS_Global.Security;

    return f_SIP_BuildSecurityVerifyHeader(tsc_IMS_Confidentiality, 

                                           v_Security.IntegrityAlgorithm,

                                           v_Security.CipheringAlgorithm,

                                           int2str(v_Security.SPIs.SPI_pc),

                                           int2str(v_Security.SPIs.SPI_ps),

                                           int2str(v_Security.ProtectedPorts.Port_pc),

                                           int2str(v_Security.ProtectedPorts.Port_ps));

  }
After change

  function f_IMS_PTC_BuildSecurityVerifyHeader() runs on IMS_PTC return template (present) SecurityVerify

  {

    var IMS_PTC_SecurityInfo_Type v_Security := vc_IMS_Global.Security;

    return f_SIP_BuildSecurityVerifyHeader(pc_IMS_Confidentiality, 

                                           v_Security.IntegrityAlgorithm,

                                           v_Security.CipheringAlgorithm,

                                           int2str(v_Security.SPIs.SPI_pc),

                                           int2str(v_Security.SPIs.SPI_ps),

                                           int2str(v_Security.ProtectedPorts.Port_pc),

                                           int2str(v_Security.ProtectedPorts.Port_ps));

  }
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