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1. Overview

This document lists changes needed to correct problems in the TTCN implementation of test case 10.9.1  which is part of the LTE/SAE test suite ‘iwd-EUTRA-B2011-03_D11wk37’. 

The test case can be demonstrated to run with one LTE UE (see section 5). Execution log is provided as evidence.
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3. Verification Test Summary

Test Case:
TC_10_9_1

Test Group:
ESM_testcases.ttcn
ATS Version:
iwd-EUTRA-B2011-03_D11wk37
System Simulator used:
R&S CMW500 
UE used:
LG L2000

Verification Status:
PASS


4. Corrections required for test case 10.9.1
This section describes the TTCN changes required to make test case 10.9.1 run correctly with a LTE UE. The TTCN used to pass this test case belongs to ‘iwd-EUTRA-B2011-03_D11wk37’ release.

4.1 Change 1 – Correction to packet type 19 in ‘fl_Get_IP_Packet()’

Function name
fl_Get_IP_Packet_10_9_1()

Reason for change
Packet type 19 was implemented as not suitable for IPv4. 

Summary of change
Packet type 19 corrected to allow for IPv4.

TTCN module
ESM_testcases.ttcn

MCC160 Comment


Before change

  function fl_Get_IP_Packet_10_9_1(boolean p_IpTypeIsIPv4,

                                   integer p_Index) return template (value) octetstring

  {

    var template (value) octetstring v_IpPacket;

    var charstring v_IPv4_SourceAddr := "192.168.0.1";

    var charstring v_IPv4_DestAddr   := "172.168.8.1";

    var charstring v_IPv6_SourceAddr := "fe80::1:1";

    var charstring v_IPv6_DestAddr   := "2001:0ba0:0001:0001";

    var UInt20_Type v_IPv6_FlowLabel := 10;

    var UInt16_Type v_SourcePort;

    var UInt16_Type v_DestPort;

    var O1_Type v_TOS_TC;

    var UInt8_Type v_Protocol;

    var O4_Type v_IPSecSPI := 'F80F0000'O; // check if value is correct <> prose

    var octetstring v_IPPayload;

    select (p_Index) { // Index is packet number per prose

      case (1) {

        v_Protocol   := tsc_IP_Protocol_UDP;

        v_SourcePort := 60001;

        v_DestPort   := 60350;

        v_TOS_TC     := 'A9'O;

      }

      case (2) {

        v_Protocol   := tsc_IP_Protocol_UDP;

        v_SourcePort := 60001;

        v_DestPort   := 60350;

        v_TOS_TC     := 'A9'O;

        v_IPv4_DestAddr   := "172.168.9.1"; // modified wrt base IP packet #1

        v_IPv6_DestAddr   := "2001:0bb0:0001:0001"; // modified wrt base IP packet #1

      }

      case (3) {

        v_Protocol   := tsc_IP_Protocol_TCP; // modified wrt base IP packet #1

        v_SourcePort := 60001;

        v_DestPort   := 60350;

        v_TOS_TC     := 'A9'O;

      }

      case (4) {

        v_Protocol   := tsc_IP_Protocol_UDP;

        v_SourcePort := 60002; // modified wrt base IP packet #1

        v_DestPort   := 60350;

        v_TOS_TC     := 'A9'O;

      }

      case (5) {

        v_Protocol   := tsc_IP_Protocol_UDP;

        v_SourcePort := 60101; // modified wrt base IP packet #1

        v_DestPort   := 60350;

        v_TOS_TC     := 'A9'O;

      }

      case (6) {

        v_Protocol   := tsc_IP_Protocol_UDP;

        v_SourcePort := 60001;

        v_DestPort   := 60351; // modified wrt base IP packet #1

        v_TOS_TC     := 'A9'O;

      }

      case (7) {

        v_Protocol   := tsc_IP_Protocol_UDP;

        v_SourcePort := 60001;

        v_DestPort   := 60451; // modified wrt base IP packet #1

        v_TOS_TC     := 'A9'O;

      }

      case (8) {

        v_Protocol   := tsc_IP_Protocol_UDP;

        v_SourcePort := 60001;

        v_DestPort   := 60350;

        v_TOS_TC     := 'E9'O; // modified wrt base IP packet #1

      }

      case (9) {

        v_Protocol   := tsc_IP_Protocol_IPSec;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'A2'O;

      }

      case (10) {

        v_Protocol   := tsc_IP_Protocol_IPSec;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'A2'O;

        v_IPv4_DestAddr   := "172.168.9.1"; // modified wrt base IP packet #9

        v_IPv6_DestAddr   := "2001:0bb0:0001:0001"; // modified wrt base IP packet #9

      }

      case (11) {

        v_Protocol   := tsc_IP_Protocol_TCP;  // modified wrt base IP packet #9

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'A2'O;

      }

      case (12) {

        v_Protocol   := tsc_IP_Protocol_IPSec;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'A2'O;

        v_IPSecSPI    := 'F90F0000'O;  // modified wrt base IP packet #9

      }

      case (13) {

        v_Protocol   := tsc_IP_Protocol_IPSec;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'E9'O;  // modified wrt base IP packet #9

      }

      case (14) {

        v_Protocol   := tsc_IP_Protocol_TCP;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'B3'O;

        v_IPv6_FlowLabel := 5;

        if (p_IpTypeIsIPv4) {

          FatalError(__FILE__, __LINE__, "packet id 14 is not for IPv4");

        }

      }

      case (15) {

        v_Protocol   := tsc_IP_Protocol_TCP;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'B3'O;

        v_IPv6_FlowLabel := 5;

        v_IPv6_DestAddr   := "2001:0bb0:0001:0001"; // modified wrt base IP packet #14

        if (p_IpTypeIsIPv4) {

          FatalError(__FILE__, __LINE__, "packet id 15 is not for IPv4");

        }

      }

      case (16) {

        v_Protocol   := tsc_IP_Protocol_TCP;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'E9'O;  // modified wrt base IP packet #14

        v_IPv6_FlowLabel := 5;

        if (p_IpTypeIsIPv4) {

          FatalError(__FILE__, __LINE__, "packet id 16 is not for IPv4");

        }

      }

      case (17) {

        v_Protocol   := tsc_IP_Protocol_TCP;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'B3'O;

        v_IPv6_FlowLabel := 10;  // modified wrt base IP packet #14

        if (p_IpTypeIsIPv4) {

          FatalError(__FILE__, __LINE__, "packet id 17 is not for IPv4");

        }

      }

      case (18) {

        v_Protocol   := tsc_IP_Protocol_TCP;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'AA'O;

      }

      case (19) {

        v_Protocol   := tsc_IP_Protocol_TCP;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'AA'O;

        v_IPv6_DestAddr   := "2001:0ba1:0001:0001"; // modified wrt base IP packet #18

        if (p_IpTypeIsIPv4) {

          FatalError(__FILE__, __LINE__, "packet id 17 is not for IPv4");

        }
      }

      case else {

        // out of supported range

        FatalError(__FILE__, __LINE__, "unsupported packet id");

      }

    }

    if (p_IpTypeIsIPv4) {

      select (v_Protocol) {

        case (tsc_IP_Protocol_UDP) {

          v_IPPayload := f_IPv4UdpDatagram_Create(v_IPv4_SourceAddr, v_IPv4_DestAddr, v_SourcePort, v_DestPort, tsc_IP_AnyData);

        }

        case (tsc_IP_Protocol_TCP) {

          v_IPPayload := f_IPv4TcpDatagram_Create(v_IPv4_SourceAddr, v_IPv4_DestAddr, v_SourcePort, v_DestPort, tsc_IP_AnyData);

        }

        case (tsc_IP_Protocol_IPSec) {

          v_IPPayload := fl_IPSecESPDatagram_Create(v_Protocol,

                                                    v_IPSecSPI,

                                                    f_IPv4UdpDatagram_Create(v_IPv4_SourceAddr, v_IPv4_DestAddr, v_SourcePort, v_DestPort, tsc_IP_AnyData));

        }

      }

      v_IpPacket := f_IPv4Packet_Create(-, v_TOS_TC, v_Protocol, v_IPv4_SourceAddr, v_IPv4_DestAddr, v_IPPayload);

    }

    else {

      select (v_Protocol) {

        case (tsc_IP_Protocol_UDP) {

          v_IPPayload := f_IPv6UdpDatagram_Create(v_IPv6_SourceAddr, v_IPv6_DestAddr, v_SourcePort, v_DestPort, tsc_IP_AnyData);

        }

        case (tsc_IP_Protocol_TCP) {

          v_IPPayload := f_IPv6TcpDatagram_Create(v_IPv6_SourceAddr, v_IPv6_DestAddr, v_SourcePort, v_DestPort, tsc_IP_AnyData);

        }

        case (tsc_IP_Protocol_IPSec) {

          v_IPPayload := fl_IPSecESPDatagram_Create(v_Protocol,

                                                    v_IPSecSPI,

                                                    f_IPv6UdpDatagram_Create(v_IPv6_SourceAddr, v_IPv6_DestAddr, v_SourcePort, v_DestPort, tsc_IP_AnyData));

        }

      }

      v_IpPacket := f_IPv6Packet_Create(v_TOS_TC, v_IPv6_FlowLabel, v_Protocol, v_IPv6_SourceAddr, v_IPv6_DestAddr, v_IPPayload);

    }

return v_IpPacket;

  }

After change

  function fl_Get_IP_Packet_10_9_1(boolean p_IpTypeIsIPv4,

                                   integer p_Index) return template (value) octetstring

  {

    var template (value) octetstring v_IpPacket;

    var charstring v_IPv4_SourceAddr := "192.168.0.1";

    var charstring v_IPv4_DestAddr   := "172.168.8.1";

    var charstring v_IPv6_SourceAddr := "fe80::1:1";

    var charstring v_IPv6_DestAddr   := "2001:0ba0:0001:0001";

    var UInt20_Type v_IPv6_FlowLabel := 10;

    var UInt16_Type v_SourcePort;

    var UInt16_Type v_DestPort;

    var O1_Type v_TOS_TC;

    var UInt8_Type v_Protocol;

    var O4_Type v_IPSecSPI := 'F80F0000'O; // check if value is correct <> prose

    var octetstring v_IPPayload;

    select (p_Index) { // Index is packet number per prose

      case (1) {

        v_Protocol   := tsc_IP_Protocol_UDP;

        v_SourcePort := 60001;

        v_DestPort   := 60350;

        v_TOS_TC     := 'A9'O;

      }

      case (2) {

        v_Protocol   := tsc_IP_Protocol_UDP;

        v_SourcePort := 60001;

        v_DestPort   := 60350;

        v_TOS_TC     := 'A9'O;

        v_IPv4_DestAddr   := "172.168.9.1"; // modified wrt base IP packet #1

        v_IPv6_DestAddr   := "2001:0bb0:0001:0001"; // modified wrt base IP packet #1

      }

      case (3) {

        v_Protocol   := tsc_IP_Protocol_TCP; // modified wrt base IP packet #1

        v_SourcePort := 60001;

        v_DestPort   := 60350;

        v_TOS_TC     := 'A9'O;

      }

      case (4) {

        v_Protocol   := tsc_IP_Protocol_UDP;

        v_SourcePort := 60002; // modified wrt base IP packet #1

        v_DestPort   := 60350;

        v_TOS_TC     := 'A9'O;

      }

      case (5) {

        v_Protocol   := tsc_IP_Protocol_UDP;

        v_SourcePort := 60101; // modified wrt base IP packet #1

        v_DestPort   := 60350;

        v_TOS_TC     := 'A9'O;

      }

      case (6) {

        v_Protocol   := tsc_IP_Protocol_UDP;

        v_SourcePort := 60001;

        v_DestPort   := 60351; // modified wrt base IP packet #1

        v_TOS_TC     := 'A9'O;

      }

      case (7) {

        v_Protocol   := tsc_IP_Protocol_UDP;

        v_SourcePort := 60001;

        v_DestPort   := 60451; // modified wrt base IP packet #1

        v_TOS_TC     := 'A9'O;

      }

      case (8) {

        v_Protocol   := tsc_IP_Protocol_UDP;

        v_SourcePort := 60001;

        v_DestPort   := 60350;

        v_TOS_TC     := 'E9'O; // modified wrt base IP packet #1

      }

      case (9) {

        v_Protocol   := tsc_IP_Protocol_IPSec;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'A2'O;

      }

      case (10) {

        v_Protocol   := tsc_IP_Protocol_IPSec;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'A2'O;

        v_IPv4_DestAddr   := "172.168.9.1"; // modified wrt base IP packet #9

        v_IPv6_DestAddr   := "2001:0bb0:0001:0001"; // modified wrt base IP packet #9

      }

      case (11) {

        v_Protocol   := tsc_IP_Protocol_TCP;  // modified wrt base IP packet #9

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'A2'O;

      }

      case (12) {

        v_Protocol   := tsc_IP_Protocol_IPSec;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'A2'O;

        v_IPSecSPI    := 'F90F0000'O;  // modified wrt base IP packet #9

      }

      case (13) {

        v_Protocol   := tsc_IP_Protocol_IPSec;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'E9'O;  // modified wrt base IP packet #9

      }

      case (14) {

        v_Protocol   := tsc_IP_Protocol_TCP;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'B3'O;

        v_IPv6_FlowLabel := 5;

        if (p_IpTypeIsIPv4) {

          FatalError(__FILE__, __LINE__, "packet id 14 is not for IPv4");

        }

      }

      case (15) {

        v_Protocol   := tsc_IP_Protocol_TCP;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'B3'O;

        v_IPv6_FlowLabel := 5;

        v_IPv6_DestAddr   := "2001:0bb0:0001:0001"; // modified wrt base IP packet #14

        if (p_IpTypeIsIPv4) {

          FatalError(__FILE__, __LINE__, "packet id 15 is not for IPv4");

        }

      }

      case (16) {

        v_Protocol   := tsc_IP_Protocol_TCP;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'E9'O;  // modified wrt base IP packet #14

        v_IPv6_FlowLabel := 5;

        if (p_IpTypeIsIPv4) {

          FatalError(__FILE__, __LINE__, "packet id 16 is not for IPv4");

        }

      }

      case (17) {

        v_Protocol   := tsc_IP_Protocol_TCP;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'B3'O;

        v_IPv6_FlowLabel := 10;  // modified wrt base IP packet #14

        if (p_IpTypeIsIPv4) {

          FatalError(__FILE__, __LINE__, "packet id 17 is not for IPv4");

        }

      }

      case (18) {

        v_Protocol   := tsc_IP_Protocol_TCP;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'AA'O;

      }

      case (19) {

        v_Protocol   := tsc_IP_Protocol_TCP;

        v_SourcePort := 60101;

        v_DestPort   := 60451;

        v_TOS_TC     := 'AA'O;

        v_IPv4_DestAddr   := "172.168.9.1"; // modified wrt base IP packet #18 //
        v_IPv6_DestAddr   := "2001:0ba1:0001:0001"; // modified wrt base IP packet #18

      }

      case else {

        // out of supported range

        FatalError(__FILE__, __LINE__, "unsupported packet id");

      }

    }

    if (p_IpTypeIsIPv4) {

      select (v_Protocol) {

        case (tsc_IP_Protocol_UDP) {

          v_IPPayload := f_IPv4UdpDatagram_Create(v_IPv4_SourceAddr, v_IPv4_DestAddr, v_SourcePort, v_DestPort, tsc_IP_AnyData);

        }

        case (tsc_IP_Protocol_TCP) {

          v_IPPayload := f_IPv4TcpDatagram_Create(v_IPv4_SourceAddr, v_IPv4_DestAddr, v_SourcePort, v_DestPort, tsc_IP_AnyData);

        }

        case (tsc_IP_Protocol_IPSec) {

          v_IPPayload := fl_IPSecESPDatagram_Create(v_Protocol,

                                                    v_IPSecSPI,

                                                    f_IPv4UdpDatagram_Create(v_IPv4_SourceAddr, v_IPv4_DestAddr, v_SourcePort, v_DestPort, tsc_IP_AnyData));

        }

      }

      v_IpPacket := f_IPv4Packet_Create(-, v_TOS_TC, v_Protocol, v_IPv4_SourceAddr, v_IPv4_DestAddr, v_IPPayload);

    }

    else {

      select (v_Protocol) {

        case (tsc_IP_Protocol_UDP) {

          v_IPPayload := f_IPv6UdpDatagram_Create(v_IPv6_SourceAddr, v_IPv6_DestAddr, v_SourcePort, v_DestPort, tsc_IP_AnyData);

        }

        case (tsc_IP_Protocol_TCP) {

          v_IPPayload := f_IPv6TcpDatagram_Create(v_IPv6_SourceAddr, v_IPv6_DestAddr, v_SourcePort, v_DestPort, tsc_IP_AnyData);

        }

        case (tsc_IP_Protocol_IPSec) {

          v_IPPayload := fl_IPSecESPDatagram_Create(v_Protocol,

                                                    v_IPSecSPI,

                                                    f_IPv6UdpDatagram_Create(v_IPv6_SourceAddr, v_IPv6_DestAddr, v_SourcePort, v_DestPort, tsc_IP_AnyData));

        }

      }

      v_IpPacket := f_IPv6Packet_Create(v_TOS_TC, v_IPv6_FlowLabel, v_Protocol, v_IPv6_SourceAddr, v_IPv6_DestAddr, v_IPPayload);

    }

    return v_IpPacket;

  }

5. Execution Log Files

5.1 LG L2000 UE 

The LG L2000 UE passed this test case on R&S CMW500 with NAS and AS Snow 3G integrity and ciphering algorithm in LTE FDD band 13. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log files: 
tc_10_9_1_LG-L2000_FDD_band_13.log   
(Note: PICS/PIXIT settings are captured at the beginning of the TLI log)

In the log file (in .txt format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

References

[1]
R5s110605: Supporting information for agreement of TC 10.9.1. This archive comprises:

- text format execution log files
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