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use function f_EUTRA_SS_RRC_EnableIntProt_CiphULandDL in place of 2 functions f_EUTRA_SS_RRC_EnableIntegrityProtection and f_EUTRA_SS_RRC_EnableCipheringULandDL
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Change 1
Test case name
8.2.4.1

Reason for change
Integrity and Ciphering are configured in 2 seperate ASP calls; As they are co-related, and further optimisation, can be clubbed into one single ASP call

Summary of change
use function f_EUTRA_SS_RRC_EnableIntProt_CiphULandDL in place of 2 functions f_EUTRA_SS_RRC_EnableIntegrityProtection and f_EUTRA_SS_RRC_EnableCipheringULandDL

in functions: f_EUTRA_SS_AS_ActivateSecurity_HO_Reest, f_EUTRA_RRC_ActivateSecurity, f_EUTRA_AS_ActivateSecurity_NewAKA

Source of change
File:    source\CommonEUTRA\EUTRA_SecuritySteps.ttcn

MCC 160


Before:

    function f_EUTRA_RRC_ActivateSecurity(CellId_Type p_CellId,

                                        EUTRA_SecurityParams_Type p_SecurityParams,

                                        NasCount_Type p_NasCountUL) runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type

  {

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Authentication_InitAS(p_SecurityParams,

                                                                                    p_NasCountUL); /* Calculate Kenb and KRRCenc, KRRCint, KUPenc */

    // Read PDCP SQN for SRB1 and calcuate Ciphering Activation times

    v_SecurityParams.AS_Ciphering.ActTimeList := f_EUTRA_RRC_CipherActTime_Get(p_CellId);         /* note: this works only when timing info is now */

    // Note by default DRB is also pre-configured on SS side

    f_EUTRA_SS_RRC_EnableIntegrityProtection(p_CellId,

                                             v_SecurityParams.AS_Integrity );          /* SecurityModeCommand is integrity protected with the algorithm

                                                                                          being contained in the message; all sub-sequent RRC messages

                                                                                          are integrity protected in UL and DL (36.331 cl. 5.3.4.3) */

    f_EUTRA_SS_RRC_EnableCipheringULandDL(p_CellId,

                                          v_SecurityParams.AS_Ciphering);

    f_EUTRA_RRC_InitialSecurityActivation(p_CellId,

                                          v_SecurityParams.AS_Integrity.Algorithm,

                                          v_SecurityParams.AS_Ciphering.Algorithm);    /* SecurityModeComplete is not ciphered

                                                                                          acc. to 36.331 cl. 5.3.4.3 and 5.3.1.1 */

    return (v_SecurityParams);

  };



After:

function f_EUTRA_RRC_ActivateSecurity(CellId_Type p_CellId,

                                        EUTRA_SecurityParams_Type p_SecurityParams,

                                        NasCount_Type p_NasCountUL) runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type

  {

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Authentication_InitAS(p_SecurityParams,

                                                                                    p_NasCountUL); /* Calculate Kenb and KRRCenc, KRRCint, KUPenc */

    // Read PDCP SQN for SRB1 and calcuate Ciphering Activation times

    v_SecurityParams.AS_Ciphering.ActTimeList := f_EUTRA_RRC_CipherActTime_Get(p_CellId);         /* note: this works only when timing info is now */

    // Note by default DRB is also pre-configured on SS side

    f_EUTRA_SS_RRC_EnableIntProt_CiphULandDL (p_CellId,

                                             v_SecurityParams.AS_Integrity, 

                                          v_SecurityParams.AS_Ciphering);
    f_EUTRA_RRC_InitialSecurityActivation(p_CellId,

                                          v_SecurityParams.AS_Integrity.Algorithm,

                                          v_SecurityParams.AS_Ciphering.Algorithm);    /* SecurityModeComplete is not ciphered

                                                                                          acc. to 36.331 cl. 5.3.4.3 and 5.3.1.1 */

    return (v_SecurityParams);

  };

Before:

  function f_EUTRA_AS_ActivateSecurity_NewAKA(CellId_Type p_TargetCellId,

                                              EUTRA_SecurityParams_Type p_SecurityParams,

                                              NasCount_Type p_NasCountUL,

                                              template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,

                                              DRB_IdentityList_Type p_AM_DrbList := tsc_DrbList_Def) runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type

  {

    var EUTRA_SecurityParams_Type v_SecurityParams;

    var PhysCellId v_PhysicalCellId := f_EUTRA_CellInfo_GetPhyCellId(p_TargetCellId);

    var Frequency_IE_Type v_Frequency_IE_Cell := f_EUTRA_CellInfo_GetFrequencyIEs(p_TargetCellId);

    var ARFCN_ValueEUTRA v_EARFCN_DL := v_Frequency_IE_Cell.UL_DL_Earfcn.dl_CarrierFreq;

    var boolean v_IsSMC_Procedure := false;   // => Security is (re-)initialised for the non-SECURITY-MODE-COMMAND case

    v_SecurityParams := f_EUTRA_Authentication_InitAS(p_SecurityParams,

                                                      p_NasCountUL,

                                                      v_IsSMC_Procedure,

                                                      v_PhysicalCellId,

                                                      v_EARFCN_DL); /* Calculate Kenb and KRRCenc, KRRCint, KUPenc */

    // get list of activation times:

    // NOTE: this function queries the PDCP SNs now, i.e. without taking into account the p_TimingInfo;

    //       thats works fine for SRBs and UM DRBs since those are reset to 0; for AM DRBs there shall be no data until the HO is completed

    v_SecurityParams.AS_Ciphering.ActTimeList := f_EUTRA_RRC_CipherActTime_GetForHO(p_TargetCellId, p_AM_DrbList);

    f_EUTRA_SS_RRC_EnableIntegrityProtection(p_TargetCellId,

                                             v_SecurityParams.AS_Integrity,

                                             p_TimingInfo);

    f_EUTRA_SS_RRC_EnableCipheringULandDL(p_TargetCellId,

                                          v_SecurityParams.AS_Ciphering,

                                          p_TimingInfo);
    return (v_SecurityParams);

  };

After:

  function f_EUTRA_AS_ActivateSecurity_NewAKA(CellId_Type p_TargetCellId,

                                              EUTRA_SecurityParams_Type p_SecurityParams,

                                              NasCount_Type p_NasCountUL,

                                              template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,

                                              DRB_IdentityList_Type p_AM_DrbList := tsc_DrbList_Def) runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type

  {

    var EUTRA_SecurityParams_Type v_SecurityParams;

    var PhysCellId v_PhysicalCellId := f_EUTRA_CellInfo_GetPhyCellId(p_TargetCellId);

    var Frequency_IE_Type v_Frequency_IE_Cell := f_EUTRA_CellInfo_GetFrequencyIEs(p_TargetCellId);

    var ARFCN_ValueEUTRA v_EARFCN_DL := v_Frequency_IE_Cell.UL_DL_Earfcn.dl_CarrierFreq;

    var boolean v_IsSMC_Procedure := false;   // => Security is (re-)initialised for the non-SECURITY-MODE-COMMAND case

    v_SecurityParams := f_EUTRA_Authentication_InitAS(p_SecurityParams,

                                                      p_NasCountUL,

                                                      v_IsSMC_Procedure,

                                                      v_PhysicalCellId,

                                                      v_EARFCN_DL); /* Calculate Kenb and KRRCenc, KRRCint, KUPenc */

    // get list of activation times:

    // NOTE: this function queries the PDCP SNs now, i.e. without taking into account the p_TimingInfo;

    //       thats works fine for SRBs and UM DRBs since those are reset to 0; for AM DRBs there shall be no data until the HO is completed

    v_SecurityParams.AS_Ciphering.ActTimeList := f_EUTRA_RRC_CipherActTime_GetForHO(p_TargetCellId, p_AM_DrbList);

    f_EUTRA_SS_RRC_EnableIntProt_CiphULandDL(p_TargetCellId,

                                             v_SecurityParams.AS_Integrity,

                                         v_SecurityParams.AS_Ciphering,

                                          p_TimingInfo);
    return (v_SecurityParams);

  };

Before:

  function f_EUTRA_SS_AS_ActivateSecurity_HO_Reest(CellId_Type p_TargetCellId,

                                                   EUTRA_SecurityParams_Type p_Auth_Params,

                                                   NextHopChainingCount p_NCC,

                                                   template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,

                                                   DRB_IdentityList_Type p_AM_DrbList := tsc_DrbList_Def,

                                                   template (omit) SecurityActTimeList_Type p_SecurityActTimeList := omit) runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type

  { /* @sic R5s110019/R5s110030: add. parameter p_SecurityActTimeList; this may be used to avoid async. query of PDCP count when security activation is scheduled sic@ */

    var PhysCellId v_TargetPhysicalCellIdentity := f_EUTRA_CellInfo_GetPhyCellId(p_TargetCellId);

    var ARFCN_ValueEUTRA v_TargetCellEARFCN_DL := f_EUTRA_CellInfo_GetEARFCN_DL(p_TargetCellId); // @sic R5s100138

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_InitAS_KeyChaining_KeyRefresh(v_TargetPhysicalCellIdentity,

                                                                                            v_TargetCellEARFCN_DL,

                                                                                            p_Auth_Params,

                                                                                            p_NCC); /* Calculate Kenb and KRRCenc, KRRCint, KUPenc */

    // @sic R5s100138

    // Read PDCP SQN for SRB1 and calcuate Ciphering Activation times

    if (isvalue(p_SecurityActTimeList)) {

      v_SecurityParams.AS_Ciphering.ActTimeList := valueof(p_SecurityActTimeList);

    } else {

      v_SecurityParams.AS_Ciphering.ActTimeList := f_EUTRA_RRC_CipherActTime_GetForHO (p_TargetCellId, p_AM_DrbList);

    }

    // Note by default DRB is also pre-configured on SS side

    f_EUTRA_SS_RRC_EnableIntegrityProtection(p_TargetCellId,

                                             v_SecurityParams.AS_Integrity,

                                             p_TimingInfo);                           /* SecurityModeCommand is integrity protected with the algorithm

                                                                                         being contained in the message; all sub-sequent RRC messages

                                                                                         are integrity protected in UL and DL (36.331 cl. 5.3.4.3) */

    f_EUTRA_SS_RRC_EnableCipheringULandDL(p_TargetCellId,

                                          v_SecurityParams.AS_Ciphering,

                                          p_TimingInfo);
    return v_SecurityParams;

  };

  

After:

  function f_EUTRA_SS_AS_ActivateSecurity_HO_Reest(CellId_Type p_TargetCellId,

                                                   EUTRA_SecurityParams_Type p_Auth_Params,

                                                   NextHopChainingCount p_NCC,

                                                   template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,

                                                   DRB_IdentityList_Type p_AM_DrbList := tsc_DrbList_Def,

                                                   template (omit) SecurityActTimeList_Type p_SecurityActTimeList := omit) runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type

  { /* @sic R5s110019/R5s110030: add. parameter p_SecurityActTimeList; this may be used to avoid async. query of PDCP count when security activation is scheduled sic@ */

    var PhysCellId v_TargetPhysicalCellIdentity := f_EUTRA_CellInfo_GetPhyCellId(p_TargetCellId);

    var ARFCN_ValueEUTRA v_TargetCellEARFCN_DL := f_EUTRA_CellInfo_GetEARFCN_DL(p_TargetCellId); // @sic R5s100138

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_InitAS_KeyChaining_KeyRefresh(v_TargetPhysicalCellIdentity,

                                                                                            v_TargetCellEARFCN_DL,

                                                                                            p_Auth_Params,

                                                                                            p_NCC); /* Calculate Kenb and KRRCenc, KRRCint, KUPenc */

    // @sic R5s100138

    // Read PDCP SQN for SRB1 and calcuate Ciphering Activation times

    if (isvalue(p_SecurityActTimeList)) {

      v_SecurityParams.AS_Ciphering.ActTimeList := valueof(p_SecurityActTimeList);

    } else {

      v_SecurityParams.AS_Ciphering.ActTimeList := f_EUTRA_RRC_CipherActTime_GetForHO (p_TargetCellId, p_AM_DrbList);

    }

    // Note by default DRB is also pre-configured on SS side

    f_EUTRA_SS_RRC_EnableIntProt_CiphULandDL (p_TargetCellId,

                                             v_SecurityParams.AS_Integrity,

                                          v_SecurityParams.AS_Ciphering,

                                          p_TimingInfo);
    return v_SecurityParams;

  };
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