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1 Change 1
	Test case name
	8.2.4.1

	Reason for change
	As per TS 36523-3,

AS_SecStartRestart_Type

TTCN-3 Record Type

Name
AS_SecStartRestart_Type

Comment

Integrity
AS_IntegrityInfo_Type
opt
optional to allow separated activation of integrity and ciphering; omit: keep as it is

Ciphering
AS_CipheringInfo_Type
opt
optional to allow separated activation of integrity and ciphering; omit: keep as it is

Integrity and ciphering can be configured separately. As per comment when either Integrity or Ciphering is OMIT, it means keep as it is.

In current TTCN implementation, At step10 security is “re-activated” on cell1. If Integrity and ciphering are sent separately during re-activation, the when System_Ctrl_Req for Integrity is sent to the SS, SS may use Ciphering Keys from the previous context.

This is due to above mentioned clause (i.e. omit: keep as it is).

Hence any uplink message, after security re-activation may fail “De-Ciphering”. Therefore Both Integrity and Ciphering need to be sent in one System_Ctrl_Req (Instead of two separate System_Ctrl_Req each for Integrity and Ciphering).

	Summary of change
	Both Integrity and Ciphering need to be sent at the same time to the SS. 

1) Defined new function “f_EUTRA_SS_AS_ActivateSecurity_HO_Reest_step10_8241” and used in the test case at step10. 

2) Defined new function  “f_EUTRA_SS_RRC_EnableIntegrityAndCipheringProtection”.

3) Defined new template “cs_AS_IntProtCipheringActivate” and used in “f_EUTRA_SS_RRC_EnableIntegrityAndCipheringProtection”.

4) 

	Source of change
	File: source\CommonEUTRA_Templates\EUTRA_Security_Templates.ttcn   and

       source\CommonEUTRA\EUTRA_SecuritySteps.ttcn


Before:

	   /*

   * @desc      Activation of RRC security at SS[SRB 1,2 and DRB 1] for Chaining and Re-keying of KeNB.

   *

   *            the parameter p_NCC will decide if it is chainnig [p_NCC != NCC associated with Kenb],

   *            or if Re-keying [p_NCC == NCC associated with Kenb] .

   *            This function needs to be called after sending RRCConnection reconfiguration for handover or

   *            RRC Connection Re-establishment when keyChangeIndicator received in the securityConfiguration is not set to TRUE

   *

   * @param     p_TargetCellId

   * @param     p_Auth_Params

   * @param     p_NCC

   * @param     p_TimingInfo        (default value: cs_TimingInfo_Now)

   * @param     p_AM_DrbList        (default value: tsc_DrbList_Def)

   * @return    EUTRA_SecurityParams_Type

   * @status    APPROVED

   */

  function f_EUTRA_SS_AS_ActivateSecurity_HO_Reest(CellId_Type p_TargetCellId,

                                                   EUTRA_SecurityParams_Type p_Auth_Params,

                                                   NextHopChainingCount p_NCC,

                                                   template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,

                                                   DRB_IdentityList_Type p_AM_DrbList := tsc_DrbList_Def) runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type

  {

    var PhysCellId v_TargetPhysicalCellIdentity := f_EUTRA_CellInfo_GetPhyCellId(p_TargetCellId);

    var ARFCN_ValueEUTRA v_TargetCellEARFCN_DL := f_EUTRA_CellInfo_GetEARFCN_DL(p_TargetCellId); // @sic R5s100138

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_InitAS_KeyChaining_KeyRefresh(v_TargetPhysicalCellIdentity,

                                                                                            v_TargetCellEARFCN_DL,

                                                                                            p_Auth_Params,

                                                                                            p_NCC); /* Calculate Kenb and KRRCenc, KRRCint, KUPenc */

    // @sic R5s100138

    // Read PDCP SQN for SRB1 and calcuate Ciphering Activation times

    v_SecurityParams.AS_Ciphering.ActTimeList := f_EUTRA_RRC_CipherActTime_GetForHO (p_TargetCellId, p_AM_DrbList );

    // Note by default DRB is also pre-configured on SS side

    f_EUTRA_SS_RRC_EnableIntegrityProtection(p_TargetCellId,

                                             v_SecurityParams.AS_Integrity,

                                             p_TimingInfo); );                           /* SecurityModeCommand is integrity protected with the algorithm

                                                                                         being contained in the message; all sub-sequent RRC messages

                                                                                         are integrity protected in UL and DL (36.331 cl. 5.3.4.3) */
    f_EUTRA_SS_RRC_EnableCipheringULandDL(p_TargetCellId,

                                          v_SecurityParams.AS_Ciphering,

                                          p_TimingInfo); 
    return (v_SecurityParams);

  }; 




After:
	File: source\CommonEUTRA_Templates\EUTRA_Security_Templates.ttcn   

 /*

   * @desc      Activation of RRC security at SS[SRB 1,2 and DRB 1] for Chaining and Re-keying of KeNB.

   *

   *            the parameter p_NCC will decide if it is chainnig [p_NCC != NCC associated with Kenb],

   *            or if Re-keying [p_NCC == NCC associated with Kenb] .

   *            This function needs to be called after sending RRCConnection reconfiguration for handover or

   *            RRC Connection Re-establishment when keyChangeIndicator received in the securityConfiguration is not set to TRUE

   *

   * @param     p_TargetCellId

   * @param     p_Auth_Params

   * @param     p_NCC

   * @param     p_TimingInfo        (default value: cs_TimingInfo_Now)

   * @param     p_AM_DrbList        (default value: tsc_DrbList_Def)

   * @return    EUTRA_SecurityParams_Type

   * @status    APPROVED

   */

  function f_EUTRA_SS_AS_ActivateSecurity_HO_Reest_step10_8241(CellId_Type p_TargetCellId,

                                                   EUTRA_SecurityParams_Type p_Auth_Params,

                                                   NextHopChainingCount p_NCC,

                                                   template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,

                                                   DRB_IdentityList_Type p_AM_DrbList := tsc_DrbList_Def) runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type

  {

    var PhysCellId v_TargetPhysicalCellIdentity := f_EUTRA_CellInfo_GetPhyCellId(p_TargetCellId);

    var ARFCN_ValueEUTRA v_TargetCellEARFCN_DL := f_EUTRA_CellInfo_GetEARFCN_DL(p_TargetCellId); // @sic R5s100138

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_InitAS_KeyChaining_KeyRefresh(v_TargetPhysicalCellIdentity,

                                                                                            v_TargetCellEARFCN_DL,

                                                                                            p_Auth_Params,

                                                                                            p_NCC); /* Calculate Kenb and KRRCenc, KRRCint, KUPenc */

    // @sic R5s100138

    // Read PDCP SQN for SRB1 and calcuate Ciphering Activation times

    v_SecurityParams.AS_Ciphering.ActTimeList := f_EUTRA_RRC_CipherActTime_GetForHO (p_TargetCellId, p_AM_DrbList );

    // Note by default DRB is also pre-configured on SS side

    // Pramod TTCN CR 8.2.4.1

    f_EUTRA_SS_RRC_EnableIntegrityAndCipheringProtection(p_TargetCellId,v_SecurityParams.AS_Integrity, v_SecurityParams.AS_Ciphering, p_TimingInfo)
/*    f_EUTRA_SS_RRC_EnableIntegrityProtection(p_TargetCellId,

                                             v_SecurityParams.AS_Integrity,

                                             p_TimingInfo);                           /* SecurityModeCommand is integrity protected with the algorithm

                                                                                         being contained in the message; all sub-sequent RRC messages

                                                                                         are integrity protected in UL and DL (36.331 cl. 5.3.4.3) */
/*    f_EUTRA_SS_RRC_EnableCipheringULandDL(p_TargetCellId,

                                          v_SecurityParams.AS_Ciphering,

                                          p_TimingInfo); */
    return (v_SecurityParams);

  }; 
-----------------------------------------------------------------------------------------------------------------------

File: source\CommonEUTRA_Templates\EUTRA_Security_Templates.ttcn   

// Pramod TTCN CR 8.2.4.1, Defined New Template

template (value) AS_SecStartRestart_Type cs_AS_IntProtCipheringActivate(template (value) AS_IntegrityInfo_Type p_IntInfo, template (value) AS_CipheringInfo_Type p_CiphInfo) :=

  { 

    Integrity := p_IntInfo,

    Ciphering := p_CiphInfo

  };
-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

File : source\CommonEUTRA\EUTRA_SecuritySteps.ttcn
  /*

   * @desc      configure AS integrity protection and ciphering protection at the SS

   * @param     p_CellId

   * @param     p_AS_IntegrityInfo

   * @param     p_TimingInfo        (default value: cs_TimingInfo_Now)

   * @status    NOT APPROVED

   */ // Pramod TTCN CR 8.2.4.1

  function f_EUTRA_SS_RRC_EnableIntegrityAndCipheringProtection(CellId_Type p_CellId,

                                                    AS_IntegrityInfo_Type p_AS_IntegrityInfo,

                                                    AS_CipheringInfo_Type p_AS_CipheringInfo,

                                                    template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now) runs on EUTRA_PTC

  { /* @sic R5s100135, R5-100178 sic@ */

    /* PDCP sequence Number needs to be queried from PDCP; */
    var boolean v_CnfFlag := f_TimingInfo_IsNow(p_TimingInfo);

    f_EUTRA_SS_AS_SecurityConfig(p_CellId, cas_AsSecurityStart_REQ(p_CellId,cs_AS_IntProtCipheringActivate(p_AS_IntegrityInfo, p_AS_CipheringInfo), p_TimingInfo, v_CnfFlag));

  };
-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
File: source\8_2\RRC_Handover.ttcn
//@siclog "Step 7" siclog@

    //Set RS EPRE for T2

    f_EUTRA_SetCellPowerList ( v_CellPowerList_AtT2, cs_TimingInfo_Now );

    //@siclog "Step 8" siclog@

    //Receive Measurement Report

    SRB.receive ( car_SRB1_RrcPdu_IND ( eutra_Cell4, cr_MeasurementReport ( 1,//Meas id

                                                                            ?,//RSRP result

                                                                            ?,//RSRQ result

                                                                            cr_MeasResultNeighCells_measResultListEUTRA_1Entry ( v_PhysicalCellIdentity_Cell1,

                                                                                                                                 omit,//CGI info

                                                                                                                                 ?,//RSRP result

                                                                                                                                 ? ) ) ) );//RSRQ result

    //Activate the default to receive further measurment reports for cell 1 on cell 4

    v_DefaultRef := activate ( a_EUTRA_AddDefault_PeriodicalMeasurmentReport ( eutra_Cell4,

                                                                               cr_MeasurementReport ( 1, ?, ?,

                                                                                cr_MeasResultNeighCells_measResultListEUTRA_1Entry ( v_PhysicalCellIdentity_Cell1,

                                                                                                                                     omit, ?, ? ) ) ) );

    //Reactivate RRC security at SS Cell 1 (SRB 1, 2 and 1 AM DRB)

    v_NextHopChainingCount := 1;

    v_Auth_Params := f_EUTRA_SS_AS_ActivateSecurity_HO_Reest_step10_8241 (eutra_Cell1, v_Auth_Params, v_NextHopChainingCount);

    f_EUTRA_Security_Set (v_Auth_Params);

    //Stop periodic TA on source cell   @sic R5s100524 sic@

    f_EUTRA_SS_CommonCellConfig(eutra_Cell4, cas_ULGrantAllocation_Def_REQ(eutra_Cell4, cs_TimingInfo_Now, cs_PUCCH_Synch_None));
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