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	Reason for change:
(

	In case an attacker manages to send a fraudulent warning message with valid <Message Identifier, Serial Number> but invalid digital signature before the genuine warning message, this may prohibit reception of the genuine warning message. This security threat is prevented when verification is performed before duplicate detection. Therefore duplicate detection is removed from RRC, to enable verification before duplicate detection in the upper layers.  
Some minor corrections (of editorial nature) are proposed.

	
	

	Summary of change:
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	Duplicate detection is removed from section 5.2.2.17 "Action upon reception of SystemInformationBlock10". The UE does not perform duplicate detection, but just forwards the received warning information, together with the security information, to the upper layers. 

Duplicate detection is removed from section 5.2.2.18 "Action upon reception of SystemInformationBlock11". The UE does not perform duplication detection, but the re-assembly function of SIB11 segments is retained. The UE just forwards the received warning information to the upper layers. 
Some minor corrections in 5.2.2.4 in 5.2.2.18:

1. messageIdentifier and serialNumber are IEs so they should be italic style. And there is missing an i in messageIdentifer. SystemInformationBlockType11 should be italic style. 
2. In section 5.2.2.4, we have the following text:
2>
upon entering a cell during RRC_IDLE, following successful handover or upon connection re-establishment:
[…]

2>
when the UE acquires SystemInformationBlockType1 following ETWS indication, upon entering a cell during RRC_IDLE, following successful handover and upon connection re-establishment:
We think the “and” in the last statement should be replaced by “or” to align with the previous statement.
3. the action of storing the received warningMessageSegment is missing when not all segments are received in Section 5.2.2.17.
Impact analysis:
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<Start of modified section>
5.2.2.4
System information acquisition by the UE

The UE shall:

1>
apply the specified BCCH configuration defined in 9.1.1.1;

1>
if the procedure is triggered by a system information change notification:
2>
start acquiring the required system information, as defined in 5.2.2.3, from the beginning of the modification period following the one in which the change notification was received;
NOTE 1:
The UE continues using the previously received system information until the new system information has been acquired.

1>
if the UE is in RRC_IDLE and enters a cell for which the UE does not have stored a valid version of the system information required in RRC_IDLE, as defined in 5.2.2.3:

2>
acquire, using the system information acquisition procedure as defined in 5.2.3, the system information required in RRC_IDLE, as defined in 5.2.2.3;
1>
following successful handover completion to a cell for which the UE does not have stored a valid version of the system information required in RRC_CONNECTED, as defined in 5.2.2.3:

2>
acquire, using the system information acquisition procedure as defined in 5.2.3, the system information required in RRC_CONNECTED, as defined in 5.2.2.3;
2> upon acquiring the concerned system information:

3>
discard the corresponding radio resource configuration information included in the radioResourceConfigCommon previously received in a dedicated message, if any;

1>
following a request from CDMA2000 upper layers:

2>
acquire SystemInformationBlockType8, as defined in 5.2.3;
1>
neither initiate the RRC connection establishment procedure nor initiate transmission of the RRCConnectionReestablishmentRequest message until the UE has a valid version of the MasterInformationBlock and SystemInformationBlockType1 messages as well as SystemInformationBlockType2 ;

1>
if the UE is ETWS capable:

2>
upon entering a cell during RRC_IDLE, following successful handover or upon connection re-establishment:
3>

discard any previously buffered warningMessageSegment;
3>
clear, if any, the current values of messageIdentifier and serialNumber for SystemInformationBlockType11;
2>
when the UE acquires SystemInformationBlockType1 following ETWS indication, upon entering a cell during RRC_IDLE, following successful handover or upon connection re-establishment:
3>
if schedulingInfoList indicates that SystemInformationBlockType10 is present:

4>
start acquiring SystemInformationBlockType10 immediately;

3>
if schedulingInfoList indicates that SystemInformationBlockType11 is present:

4>
start acquiring SystemInformationBlockType11 immediately;

NOTE 2:
UEs shall start acquiring SystemInformationBlockType10 and SystemInformationBlockType11 as described above even when systemInfoValueTag in SystemInformationBlockType1 has not changed.

The UE may apply the received SIBs immediately, i.e. the UE does not need to delay using a SIB until all SI messages have been received. The UE may delay applying the received SIBs until completing lower layer procedures associated with a received or a UE originated RRC message, e.g. an ongoing random access procedure.

NOTE 3:
While attempting to acquire a particular SIB, if the UE detects from schedulingInfoList that it is no longer present, the UE should stop trying to acquire the particular SIB.
<End of modified section>

<Start of modified section>

5.2.2.17
Actions upon reception of SystemInformationBlockType10
Upon receiving SystemInformationBlockType10, the UE shall:



1>
forward the received warningType, warningSecurityInfo (if present), messageIdentifier and serialNumber to upper layers;





<End of modified section>

<Start of modified section>

5.2.2.18
Actions upon reception of SystemInformationBlockType11
Upon receiving SystemInformationBlockType11, the UE shall:






1>
if there is no current value for messageIdentifier and serialNumber for SystemInformationBlockType11; or
1>
if either the received value of messageIdentifier or of serialNumber or of both are different from the current value of messageIdentifier and serialNumber for SystemInformationBlockType11:
2>
use the received values of messageIdentifier and serialNumber for SystemInformationBlockType11 as the current values of  messageIdentifier and serialNumber for SystemInformationBlockType11;

2>
discard any previously buffered warningMessageSegment;
2>
if all segments of a warning message have been received:

3>
assemble the warningMessage from the received warningMessageSegment;

3>
forward the received warningMessage, messageIdentifier, serialNumber and dataCodingScheme to upper layers;

3>
stop reception of SystemInformationBlockType11;


3>
discard the current values of messageIdentifier and serialNumber for SystemInformationBlockType11;

2>
else:

3>
store the received warningMessageSegment;

3>
continue reception of SystemInformationBlockType11;

1>
else if all segments of a warning message have been received:
2>
assemble the warningMessage from the received warningMessageSegment;

2>
forward the received complete warningMessage, messageIdentifier, serialNumber and dataCodingScheme to upper layers;

2>
stop reception of SystemInformationBlockType11;


2>
discard the current values of messageIdentifier and serialNumber for SystemInformationBlockType11;

1>
else:
2>
store the received warningMessageSegment;

2>
continue reception of SystemInformationBlockType11;



<End of modified section>
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