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Annex A (normative):
ROHC performance testing

A.1
Introduction

This subclause defines performance test cases for ROHC. The ROHC profile within scope is profile 0x0001 for compression of RTP/UDP/IP headers only. This subclause is not meant to bring incoherent limitations to implementations, and is not meant to create a sub-specification of RFC 3095 [8] either, as a consequence of the requirements on performance that it defines.

A.1.1
Purpose of the performance testing

The purpose of the test cases is to ensure that ROHC implementations meet minimal requirements that can fairly be expected when subjected to an input sequence that includes frequently occurring and commonly observed changes in the values of header fields. The metrics used correspond to:

· the average compressed header size for an entire test sequence, to assess an implementation’s efficiency in terms of its overall compression ratio, and

· the average compressed header size for different sub-sequences within each test case, to assess an implementation’s ability to minimize the variance in compressed header size with respect to the selection of the packet format used for individual packets.

The latter is to avoid a less desirable behaviour where a compressor would consistently and exclusively use two types of compressed header formats; one format that offers no compression but that completely updates and/or repairs the context e.g. when the patterns of the header fields to be compressed do not allow optimal compression, and another format that provides the most efficient compression ratio otherwise. While it is noted that the use of larger headers is perfectly acceptable protocol-wise [8], the tests herein are meant to encourage compressor implementations to actively and efficiently implement compression.

These metrics are defined so that they are not impacted by an implementation’s specific robustness algorithm(s) as well as to allow a wide range of compression strategies. 
Compressor implementations are expected to implement robustness algorithms according to the optimistic approach for the U/O-modes of operation. The optimistic approach is the part of the selection of the packet format where a format that contains the necessary information to update a field is used a number N time, starting from the packet for which a new value has to be established in the decompressor context. While N is an implementation parameter, the metrics for each sequence in U/O-mode is expressed in terms of this parameter. Implementation should use the value N as an input parameter for the testing, to adapt to the expected robustness level required for the testing. The value of the parameter N is defined in test case definition separately (informative value is given in Annex B.2.3.). Similarly, R-mode operation requires that an update be conveyed to the decompressor until it gets acknowledged; however for R-mode, relevant test cases provide explicit feedback messages when necessary.

The performance tests for ROHC as described in this subclause are carried out by providing a sequence of uncompressed IP/UDP/RTP packets to the ROHC RTP compressor, together with  artificially generated feedback messages that are synchronized with the packet sequence. All packets in these sequences are built on the same base structure, with most field values being constant. The performance test cases define different change patterns for three specific fields: the IPv4 IP ID, the RTP SN, and the RTP TS.

A.1.2
Input sequence for uncompressed headers

The structure of the IPv4/UDP/RTP header and IPv6/UDP/RTP header is outlined in annex A.3, along with tables of the values to be used for each field. Fields with values marked ANY can have any value;, these are the addressing fields that uniquely identify the flow of packets being compressed and their respective value does not otherwise affect the expected compression ratio as they are either sent in uncompressed form or completely omitted in compressed packets. The checksum values are dependent on the entire content of the packet and are calculated according to their respective protocol specifications, RFC 768 and RFC 791, which are referred to in the tables. For the input sequence, the UDP checksum with IPv4 shall always be enabled and thus have a non-zero value, i.e the two octets of the UDP checksum are always included as part of the calculation of the compressed header size for both IPv4 and IPv6. Each test sequence defines specific values to create varying change patterns for the IPv4 IP ID, the RTP SN, and the RTP TS. A dummy payload of an arbitrary non-zero value shall be appended at the end of the header data, following the RTP header.

The outline of each test case follows the same format with respect to the input sequences and the requirements. Test 1a and 1b are base tests using a well-behaving flow of packets as one of the inputs. All subsequent tests are based on test 1a or test 1b, each with specific test events added to the packet flow of the base tests.
A.1.3
Feedback format for the test cases

The feedback messages used in the test cases, when applicable, are artificially generated and interspersed with the input sequence of uncompressed packets.  Feedback messages are generated according to the following format:

     0   1   2   3   4   5   6   7

   +---+---+---+---+---+---+---+---+

   | 1   1   1   1   0 |   Code    |  feedback type octet

   +---+---+---+---+---+---+---+---+

   |Acktype| Mode  |      SN       |

   +---+---+---+---+---+---+---+---+

   |              SN               |

   +---+---+---+---+---+---+---+---+

   | 0   0   0   1 | 0   0   0   1 |

   +---+---+---+---+---+---+---+---+

   |              CRC              |

   +---+---+---+---+---+---+---+---+

Where:

-
Code is set to 0x4 (indicates that feedback data above the type octet is 4 octets)

-
Acktype is set to 0x0 (means ACK)

-
Mode is set as defined by the test case

-
SN is set as defined by the test case
-
CRC is the 8-bit CRC computed over the entire feedback payload including any CID fields but excluding the packet type, the 'Size' field and the 'Code' octet, using the polynomial defined in RFC 3095.
NOTE:
If compressor uses CID field in compressed packet, the CID field should be included in the feedback packet and the Code and CID should be set as defined in [8].

A.1.4
Feedback generation for test cases (R-mode only)

This subclause defines a mechanism by which the test equipment shall dynamically generate feedback messages for each test case, once a transition to R-mode has been initiated and for the entire R-mode operation thereafter. Test cases may define additional feedback messages as input to the compressor.

The test equipment shall generate a feedback message when the ROHC packet type octet of the received compressed header matches any of the values as described in the table A.1.4. The compressed header type can be identified by inspecting the packet type octet of the compressed header, i.e. the first octet of the ROHC base header [8].

Table A.1.4: Bitmasks for feedback generation

	Compressed Header Type (binary mask)
	Packet Type
	Outcome

	01xxxxxx
	R-0-CRC
	Send feedback

	110xxxxx
	UOR-2*
	Send feedback

	1111110x
	IR
	Send feedback

	11111000
	IR-DYN
	Send feedback

	Other values
	Other packets
	No feedback


where 'x' means 'any value'.

The feedback message shall be of the format as described in subclause A.1.3 using:

-
Mode is set to 0x3 (means R-mode)

-
SN is set to the RTP SN corresponding to the received compressed header.
The test equipment shall index the input sequence of uncompressed headers using the RTP Sequence Number, and it shall associate the correct RTP SN to each compressed header that it receives back from the compressor. The test equipment can derive the RTP SN by counting the number of received compressed headers.

NOTE:
The purpose of this mechanism is only to provide feedback to the compressor when operating in R-mode; it is not meant to make further verifications of any specific ROHC functionality and applies only to the test cases defined in this annex.

A.1.5
Calculation of compressed header size

The following fields shall be excluded from the calculation of the size of the compressed header in evaluation of compression performance:

-
ROHC CID/add-CID octet(s);

-
ROHC padding octets;

-
ROHC segmentation octets;

-
ROHC feedback octets, either piggybacked on the behalf of an associated decompressor or as feedback packets interspersed within the flow of compressed packets.

A.2
Test outline  – RoHC RTP Profile 0x0001
RoHC compression shall start in U-mode, in accordance with RFC3095. Transition to other compression modes shall be initiated by the test equipment sending a feedback packet of type 2, indicating the desired mode transition.
A.2.1
Test 1a - Base test of ROHC RTP O-mode compressor
A.2.1.1
Test purpose
The purpose of the base test case is to verify that the compressor properly implements compression for a well-behaved IP/UDP/RTP packet flow, i.e. that it makes use of efficient compressed packet formats available to ROHC RTP [8] when operating in O-mode.

A.2.1.2
Sequence details

A sequence consisting of 70 packets in total is used, where all header fields are set according to the basic test packet structure, as described in subclause A.3, with addition of the following:

1.
The RTP Sequence Number is a linearly increasing counter with a packet-to-packet delta of 1, set to 0x0000 for the first packet and thus ending with 0x0045 (69) in the last packet of the sequence

2.
The RTP Time Stamp is a linearly increasing counter with a packet-to-packet delta of 160, set to 0x00000000 for the first packet and thus ending with 0x00002B20 (11040) in the last packet of the sequence.
3.
The IP Identification is set to the same value as the RTP Sequence Number; this means that for IPv4 the IP-ID behaviour is not random, thus value(RND)=0 defined in [8] for both IPv4 and IPv6.

Between the 6th and 7th packets (SN=5 and SN=6) of the sequence, a ROHC feedback packet of feedback type 2 is to be given to the ROHC compressor to trigger an immediate transition to O-mode operation. The format of that packet is as follows:

     0   1   2   3   4   5   6   7

   +---+---+---+---+---+---+---+---+

   | 1   1   1   1   0 |   Code    |  feedback type octet

   +---+---+---+---+---+---+---+---+

   |Acktype| Mode  |      SN       |

   +---+---+---+---+---+---+---+---+

   |              SN               |

   +---+---+---+---+---+---+---+---+

   | 0   0   0   1 | 0   0   0   1 |

   +---+---+---+---+---+---+---+---+

   |              CRC              |

   +---+---+---+---+---+---+---+---+

Where:

-
Code is set to 0x4 (indicates that feedback data above the type octet is 4 octets)

-
Acktype is set to 0x0 (means ACK)

-
Mode is set to 0x2 (means O-mode)

-
SN is set to 0x000
-
CRC is the 8-bit CRC computed over the entire feedback payload including any CID fields but excluding the packet type, the 'Size' field and the 'Code' octet, using the polynomial defined in RFC 3095.
NOTE:
If compressor uses CID field in compressed packet, the CID field should be included in the feedback packet and the Code and CID should be set as defined in [8].

A.2.1.3
Test requirement

Table A.2.1.3: Test Requirement for Test 1a

	
	Average Compressed Header Size, IPv4
	Average Compressed Header size, IPv6

	SN <= N-1
	44 octets
	68 octets

	SN >= N
	5 octets
	5 octets


N is smaller than 8.

The sequence of expected compressed headers can be illustrated as follow (informative):
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Figure A.2.1.3: Expected outcome for Test 1a

A.2.2
Test 1b - Base test of ROHC RTP R-mode compressor

A.2.2.1
Test purpose
The purpose of the base test case is to verify that the compressor properly implements compression for a well-behaved IP/UDP/RTP packet flow, i.e. that it makes use of efficient compressed packet formats available to ROHC RTP [8] when operating in R-mode.

A.2.2.2
Sequence details

A sequence consisting of 70 packets in total is used where all header fields are set according to the basic test packet structure, as described in subclause A.3, with addition of the following:

1.
The RTP Sequence Number is a linearly increasing counter with a packet-to-packet delta of 1, set to 0x0000 for the first packet and thus ending with 0x0045 (69) in the last packet of the sequence

2.
The RTP Time Stamp is a linearly increasing counter with a packet-to-packet delta of 160, set to 0x00000000 for the first packet and thus ending with 0x00002B20 (11040) in the last packet of the sequence.

3.
The IP Identification is set to the same value as the RTP Sequence Number; this means that for IPv4 the IP-ID behaviour is not random, thus value(RND)=0 defined in [8] for both IPv4 and IPv6.

Between the 6th and 7th (SN=5 and SN=6) packets of the sequence, the first ROHC feedback packet of feedback type 2 is to be given to the ROHC compressor to initiate transition to R-mode operation. The format of that packet is as follows:

     0   1   2   3   4   5   6   7

   +---+---+---+---+---+---+---+---+

   | 1   1   1   1   0 |   Code    |  feedback type octet

   +---+---+---+---+---+---+---+---+

   |Acktype| Mode  |      SN       |

   +---+---+---+---+---+---+---+---+

   |              SN               |

   +---+---+---+---+---+---+---+---+

   | 0   0   0   1 | 0   0   0   1 |

   +---+---+---+---+---+---+---+---+

   |              CRC              |

   +---+---+---+---+---+---+---+---+

Where:

-
Code is set to 0x4 (indicates that feedback data above the type octet is 4 octets)

-
Acktype is set to 0x0 (means ACK)

-
Mode is set to 0x3 (means R-mode)

-
SN is set to 0x000
-
CRC is the 8-bit CRC computed over the entire feedback payload including any CID fields but excluding the packet type, the 'Size' field and the 'Code' octet, using the polynomial defined in RFC 3095.
The test equipment waits for a UOR-2, IR-DYN or IR packet from the RoHC compressor with the mode transition parameter set to R. The value of x is the RTP SN of this received packet for which the test equipment generates the second feedback packet of type 2, as described in subclause A.1.4.
A.2.2.3
Test requirement

Table A.2.2.3: Test Requirement for Test 1b

	
	Average Compressed Header Size, IPv4
	Average Compressed Header size, IPv6

	SN <= N-1
	44 octets
	68 octets

	N <= SN <= 5
	5 octets
	5 octets

	6 <= SN <= x
	9 octets
	9 octets

	SN >= x+1
	5 octets
	5 octets



The sequence of expected compressed headers can be illustrated as follow (informative):
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Figure A.2.2.3: Expected outcome for Test 1b

A.2.3
Void
A.2.3.1
Void
A.2.3.2
Void
A.2.3.3
Void
A.2.4
Void
A.2.4.1
Void
A.2.4.2
Void
A.2.4.3
Void
A.2.5
Test 3a - Re-establishment of TS function after DTX in O-mode

A.2.5.1
Test purpose

The purpose of the TS re-establishment test case is to verify that the compressor re-establishes the proper TS value after a DTX period, i.e. that it use efficient header formats available to ROHC RTP [8] when operating in O-mode.

A.2.5.2
Sequence details

The test sequence is the same as in subclause A.2.1, with the following exception:

1.
The RTP Time Stamp is a linearly increasing counter with a packet-to-packet delta of 160, set to 0x00000000 for the first packet.

2.
For packet with SN = 20, TS is increased to represent a 32 (0.64 seconds) packet skip (32x160) and is thus set to (20+32)x160=8320 (0x00002080). Then TS continues to grow as stated in 1 above.

3.
For packet with SN = 30, TS is increased to represent a 128 (2.56 seconds) packet skip (128x160) and is thus set to (30+32+128)x160=30400 (0x000076C0). Then TS continues to grow as stated in 1 above.

4.
For packet with SN = 40, TS is increased to represent a 2048 (40.96 seconds) packet skip (2048x160) and is thus set to (40+32+128+2048)x160=359680 (0x00057D00). Then TS continues to grow as stated in 1 above.

5.
TS thus ends at 364320 (0x00058F20) in the last packet of the sequence with RTP sequence number 69.

A.2.5.3
Test requirement

Table A.2.5.3: Test Requirement for Test 3a

	
	Average Compressed Header Size, IPv4
	Average Compressed Header size, IPv6

	SN <= 19
	See Test 1a

	20 <= SN <= 19 + N

30 <= SN <= 29 + N
	10 octets
	10 octets

	40 <= SN <= 39 + N
	10 octets
	10 octets

	Other SN values
	5 octets
	5 octets


The sequence of expected compressed headers can be illustrated as follow (informative):
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Figure A.2.5.3: Expected outcome for Test 3a

A.2.6
Test 3b - Re-establishment of TS function after DTX in R-mode

A.2.6.1
Test purpose

The purpose of the TS re-establish test case is to verify that  the compressor re-establishes the proper TS value after a DTX period, i.e. that it use the efficient header formats available to ROHC RTP [8] when operating in R-mode.

A.2.6.2
Sequence details

The test sequence is the same as in subclause A.2.2, with the following exception:

1.
The RTP Time Stamp is a linearly increasing counter with a packet-to-packet delta of 160, set to 0x00000000 for the first packet.

2.
For packet with SN = 20, TS is increased to represent a 32 (0.64 seconds) packet skip (32x160) and is thus set to (20+32)x160=8320 (0x00002080). Then TS continues to grow as stated in 1 above.

3.
For packet with SN = 30, TS is increased to represent a 128 (2.56 seconds) packet skip (128x160) and is thus set to (30+32+128)x160=30400 (0x000076C0). Then TS continues to grow as stated in 1 above.

4.
For packet with SN = 40, TS is increased to represent a 2048 (40.96 seconds) packet skip (2048x160) and is thus set to (40+32+128+2048)x160=359680 (0x00057D00). Then TS continues to grow as stated in 1 above.

5.
TS thus ends at 393120 (0x0005FFA0) in the last packet of the sequence with RTP sequence number 69.
A.2.6.3
Test requirement

Table A.2.6.3: Test Requirement for Test 3b

	
	Average Compressed Header Size, IPv4
	Average Compressed Header size, IPv6

	SN <= 19
	See Test 1b

	20 <= SN <= 19 + x

30 <= SN <= 29 + x
	10 octets
	10 octets

	40 <= SN <= 39 + x
	10 octets
	10 octets

	Other SN values
	5 octets
	5 octets


The sequence of expected compressed headers can be illustrated as follow (informative):
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Figure A.2.6.3: Expected outcome for Test 3b

A.2.7
Test 4a - Compressor response to single lost packets in O-mode

A.2.7.1
Test purpose

The purpose of this test is to verify that the compressor does not panic just because there is a single missing packet, i.e. the compressed packet size should not increase due to such events.

A.2.7.2
Sequence details

The test sequence is the same as in subclause A.2.1, with the following exception:

-
Packets with SN 20, 30, and 40 are removed from the sequence.

A.2.7.3
Test requirement

Maximal compressed header overhead for the test are the same as in A2.1.

A.2.8
Test 4b - Compressor response to single lost packets in R-mode

A.2.8.1
Test purpose

The purpose of this test is to verify that the compressor does not panic just because there is a single missing packet, i.e. the compressed packet size should not increase due to such events.

A.2.8.2
Sequence details

The test sequence is the same as in subclause A.2.2, with the following exception:

-
Packets with SN 20, 30, and 40 are removed from the sequence.

A.2.8.3
Test requirement

Maximal compressed header overhead for the test are the same as in A2.2.

A.2.9
Void
A.2.9.1
Void
A.2.9.2
Void
A.2.9.3
Void
A.2.10
Void
A.2.10.1
Void
A.2.10.2
Void
A.2.10.3
Void
A.2.11
Test 6a - TS function during DTX with varying delta in O-mode

A.2.11.1
Test purpose

The purpose of this test case is to verify that the compressor properly handles variations in the function between the TS value and the SN during and after a DTX period, during which SID packets are sent periodically, i.e. that it uses efficient header formats available to ROHC RTP [8] when operating in O-mode.

A.2.11.2
Sequence details

The test sequence is the same as in subclause A.2.1, with the following exception:

1.
The RTP Time Stamp is a linearly increasing counter with a packet-to-packet delta of 160, set to 0x00000000 for the first packet.

2.
For packets SN = 20, 21 and 22, TS is increased to represent a 7 (0.14 seconds) packet skip (7x160) and is thus set to (20+7)x160=4320 (0x000010E0), (21+7+7)x160=5600(0x000015E0) and (22+7+7+7)x160=6880(0x00001AE0), respectively.

3.
For packets SN = 30, 31, 32, 33 and 34, TS is increased to represent a 7 (0.14 seconds) packet skip (7x160) and is thus set to 9280 (0x00002440), 10560 (0x00002940), 11840 (0x00002E40), 13120 (0x00003340) and 14400 (0x00003840) respectively.

4.
For packets SN = 40, 41, 42, 43, 44, 45, and 46, TS is increased to represent a 7 (0.14 seconds) packet skip (7x160) and is thus set to 16480 (0x00004060), 17760 (0x00004560), 19040 (0x00004A60), 20320 (0x00004F60), 21600 (0x00005460), 22880 (0x00005960) and 24160 (0x00005E60) respectively.

5.
TS thus ends at 27840 (0x00006CC0) in the last packet of the sequence with RTP sequence number 69.

A.2.11.3
Test requirement

Table A.2.11.3: Test Requirement for Test 6a

	
	Average Compressed Header Size, IPv4
	Average Compressed Header size, IPv6

	SN <= 19
	See Test 1a

	20 <= SN <= 22 + N

30 <= SN <= 34 + N

40 <= SN <= 46 + N
	15 octets
	15 octets

	Other SN values
	5 octets
	5 octets


The sequence of expected compressed headers can be illustrated as follow (informative):
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Figure A.2.11.3: Expected outcome for Test 6a

A.2.12
Test 6b - TS function during DTX with varying delta in R-mode

A.2.12.1
Test purpose

The purpose of this test case is to verify how efficiently the compressor handles variations in the function between the TS value and the SN during and after a DTX period, during which SID packets are sent periodically, i.e. that it uses the efficient header formats available to ROHC RTP [8] when operating in R-mode.

A.2.12.2
Sequence details

The test sequence is the same as in subclause A.2.2, with the following exception:

1.
The RTP Time Stamp is a linearly increasing counter with a packet-to-packet delta of 160, set to 0x00000000 for the first packet.

2.
For packets SN = 20, 21 and 22, TS is increased to represent a 7 (0.14 seconds) packet skip (7x160) and is thus set to (20+7)x160=4320 (0x000010E0), (21+7+7)x160=5600(0x000015E0) and (22+7+7+7)x160=6880(0x00001AE0), respectively.

3.
For packets SN = 30, 31, 32, 33 and 34, TS is increased to represent a 7 (0.14 seconds) packet skip (7x160) and is thus set to 9280 (0x00002440), 10560 (0x00002940), 11840 (0x00002E40), 13120 (0x00003340) and 14400 (0x00003840) respectively.

4.
For packets SN = 40, 41, 42, 43, 44, 45, and 46, TS is increased to represent a 7 (0.14 seconds) packet skip (7x160) and is thus set to 16480 (0x00004060), 17760 (0x00004560), 19040 (0x00004A60), 20320 (0x00004F60), 21600 (0x00005460), 22880 (0x00005960) and 24160 (0x00005E60) respectively.

5.
TS thus ends at 27840 (0x00006CC0) in the last packet of the sequence with RTP sequence number 69.

A.2.12.3
Test requirement

Table A.2.12.3: Test Requirement for Test 6b

	
	Average Compressed Header Size, IPv4
	Average Compressed Header size, IPv6

	SN <= 19
	See Test 1b

	20 <= SN <= 22 + x

30 <= SN <= 34 + x

40 <= SN <= 46 + x
	15 octets
	15 octets

	Other SN values
	5 octets
	5 octets


The sequence of expected compressed headers can be illustrated as follow (informative):
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Figure A.2.12.3: Expected outcome for Test 6b

A.2.13
Test 7a – SRNS relocation in O-mode

A.2.13.1
Test purpose
This test applies to UEs supporting header compression context relocation from Rel-5 onwards.

The purpose of this test case is to verify that the compressor does not interrupt efficient header compression upon reception of the indication about SRNS relocation being performed, i.e. that it makes use of efficient compressed packet formats available to ROHC RTP [8] when operating in O-mode when data transmission is resumed after SRNS relocation. 

Continuation of efficient header compression upon reception of the indication about SRNS relocation being performed is possible according to subclause 5.4.2, i.e. the compressor shall compress and transmit uplink data as specified in [8] using the assumption that all ROHC uplink packets transmitted are likely to be lost.

A.2.13.2
Sequence details

The test sequence is the same as in subclause A.2.1, with the following exception:

Packets with SN = 10 to  SN = 59 are removed from the sequence.
SRNS relocation occurs between packet with SN = 9 and packet with SN = 60, thus simulating a 1s long SRNS relocation that affects compression of the IP/UDP/RTP packet flow.

NOTE:
The operation of the ROHC compressor is not affected by the time interval between packets with SN = 9 and SN = 60 (timer-based compression is not allowed because no appropriate feedback is provided).

A.2.13.3
Test requirement

Table A.2.13.3: Test Requirement for Test 7a

	
	Average Compressed Header Size, IPv4
	Average Compressed Header size, IPv6

	SN <= N-1
	44 octets
	68 octets

	N <= SN <= 9
	5 octets
	5 octets

	60 <= SN <= 59+N
	8 octets
	8 octets

	SN >= 60+N 
	5 octets
	5 octets


N is smaller than 8. The sequence of expected compressed headers can be illustrated as follow (informative):
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Figure A.2.13.3: Expected outcome for Test 7a

A.3
Test packet structures

IPv6/UDP/RTP
                        1                   2                   3   
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |Version| Traffic Class |           Flow Label                  |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |         Payload Length        |  Next Header  |   Hop Limit   |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                                                               |
   +                                                               +
   |                                                               |
   +                         Source Address                        +
   |                                                               |
   +                                                               +
   |                                                               |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                                                               |
   +                                                               +
   |                                                               |
   +                      Destination Address                      +
   |                                                               |
   +                                                               +
   |                                                               |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |          Source Port          |       Destination Port        |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |          Length               |       Checksum                | 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |V=2|P|X|  CC   |M|     PT      |       sequence number         |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                           timestamp                           |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |           synchronization source (SSRC) identifier            |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

IPv4/UDP/RTP
                        1                   2                   3   
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |Version|  IHL  |Type of Service|          Total Length         |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |         Identification        |R|D|F|      Fragment Offset    |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |  Time to Live |    Protocol   |         Header Checksum       |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                       Source Address                          |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                    Destination Address                        |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                    Options                    |    Padding    |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |          Source Port          |       Destination Port        |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |          Length               |       Checksum                |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |V=2|P|X|  CC   |M|     PT      |       sequence number         |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                           timestamp                           |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |           synchronization source (SSRC) identifier            |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

IPv6 header fields

      +---------------------+-------------+----------------+

      | Field               | Size (bits) |     Value      |

      +---------------------+-------------+----------------+

      | Version             |      4      |     0x6        |

      | Traffic Class       |      8      |     0x00       |

      | Flow Label          |     20      |     0x00000    |

      | Payload Length      |     16      |     0x0034     |

      | Next Header         |      8      |     0x11       |

      | Hop Limit           |      8      | Test dependent |

      | Source Address      |    128      |     ANY        |

      | Destination Address |    128      |     ANY        |

      +---------------------+-------------+----------------+

IPv4 header fields

      +---------------------+-------------+----------------+

      | Field               | Size (bits) |     Value      |

      +---------------------+-------------+----------------+

      | Version             |      4      |     0x4        |

      | Header Length (IHL) |      4      |     0x5        |

      | Type Of Service     |      8      |     0x00       |

      | Packet Length       |     16      |     0x0048     |

      | Identification      |     16      | Test dependent |

      | Reserved flag (R)   |      1      |     0x0        |

      | Don't Fragment (D)  |      1      |     0x1        |

      | More Fragments (F)  |      1      |     0x0        |

      | Fragment Offset     |     13      |     0x0000     |

      | Time To Live        |      8      | Test dependent |

      | Protocol            |      8      |     0x11       |

      | Header Checksum     |     16      |  See RFC 791   |

      | Source Address      |     32      |     ANY        |

      | Destination Address |     32      |     ANY        |

      +---------------------+-------------+----------------+

UDP header fields

      +---------------------+-------------+----------------+

      | Field               | Size (bits) |     Value      |

      +---------------------+-------------+----------------+

      | Source Port         |     16      |     ANY        |

      | Destination Port    |     16      |     ANY        |

      | Length              |     16      |     0x0034     |

      | Checksum            |     16      |  See RFC 768   |

      +---------------------+-------------+----------------+

RTP header fields

      +---------------------+-------------+----------------+

      | Field               | Size (bits) |     Value      |

      +---------------------+-------------+----------------+

      | Version (V)         |      2      |     0x2        |

      | Padding (P)         |      1      |     0x0        |

      | Extension (X)       |      1      |     0x0        |

      | CSRC Counter (CC)   |      4      |     0x0        |

      | Marker (M)          |      1      |     0x0        |

      | Payload Type (PT)   |      7      |     0x60       |

      | Sequence Number     |     16      | Test dependent |

      | Timestamp           |     32      | Test dependent |

      | SSRC                |     32      |     ANY        |

      +---------------------+-------------+----------------+
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