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6.3
Signalling Radio Bearers

The Radio Bearers (RB) available for transmission of RRC messages are defined as "signalling radio bearers" and are specified in the following. The UE and UTRAN shall select the signalling radio bearers for RRC messages using RLC-TM, RLC-UM or RLC-AM on the DCCH and CCCH, according to the following:

-
Signalling radio bearer RB0 shall be used for all messages sent on the CCCH (UL: RLC-TM, DL: RLC-UM).

-
Signalling radio bearer RB1 shall be used for all messages sent on the DCCH, when using RLC unacknowledged mode (RLC-UM).

-
Signalling radio bearer RB2 shall be used for all messages sent on the DCCH, when using RLC acknowledged mode (RLC-AM), except for the RRC messages carrying higher layer (NAS) signalling.

-
Signalling radio bearer RB3 and optionally Signalling radio bearer RB4 shall be used for the RRC messages carrying higher layer (NAS) signalling and sent on the DCCH in RLC acknowledged mode (RLC-AM), as specified in subclauses 8.1.8., 8.1.9 and 8.1.10.

-
Additionally, RBs whose identities shall be set between 5 and 32 may be used as signalling radio bearer for the RRC messages on the DCCH sent in RLC transparent mode (RLC-TM).

-
RRC messages on the SHCCH are mapped either on RACH or on the USCH in the uplink using TM and either on FACH or on the DSCH using RLC-UM. These messages are only specified for TDD mode.

The Radio Bearer configuration for signalling radio bearer RB0, SHCCH, BCCH on FACH and PCCH on PCH are specified in subclauses 13.6, 13.6a, 13.6b and 13.6c.

Ciphering is never applied to signalling radio bearer RB0 or signalling radio bearers using RLC TM.

8.5.8
Maintenance of Hyper Frame Numbers

The MSBs of both the ciphering sequence numbers (COUNT-C) and integrity sequence numbers (COUNT-I), for the ciphering and integrity protection algorithms, respectively [40], are called the Hyper Frame Numbers (HFN).

For integrity protection, the UE shall:

1>
maintain COUNT-I as specified in subclause 8.5.10.

The following hyper frame numbers types are defined:


MAC-d HFN:
24 MSB of COUNT-C for data sent over RLC TM


RLC UM HFN:
25 MSB of COUNT-C for data sent over RLC UM


RLC AM HFN:
20 MSB of COUNT-C for data sent over RLC AM


RRC HFN:
28 MSB of COUNT-I

For non-transparent mode RLC signalling radio bearers and radio bearers, the UE shall:

1>
maintain one uplink and one downlink COUNT-C per signalling radio bearer and per radio bearer and one uplink and one downlink COUNT-I per signalling radio bearer;

1>
increment the RLC UM HFN and RLC AM HFN in uplink and downlink by one each time the RLC sequence number wraps around in uplink and downlink respectively;

1>
if the activation time for a new ciphering configuration set by an RRC procedure is equal to zero:

2>
apply the configured RLC UM HFN or RLC AM HFN at this activation time, i.e. the configured HFN is not incremented.

NOTE:
On the receiver side it may happen that the RLC PDU with sequence number equal to the activation time is lost and the first received PDU after the activation time implies a wrap around of the sequence number compared to the activation time. In this case the configured HFN is incremented by one. This action is taken only when the activation time is set to a RLC PDU sequence number value other than zero.
For all transparent mode RLC signalling radio bearers and radio bearers of each CN domain, the UE shall:

1>
maintain one COUNT-C, common for all radio bearers in uplink and downlink;

1>
increment the MAC-d HFN by one each time the CFN wraps around;

1>
if the activation time for a new ciphering configuration set by an RRC procedure is equal to zero:

2>
apply the configured MAC-d HFN at this activation time, i.e. the configured HFN is not incremented.
1>
maintain one uplink and one downlink COUNT-I per signalling radio bearer.

NOTE:
In this release of the specification there is only an uplink transparent mode COUNT-I, which is used for signalling radio bearer RB0.

COUNT-C and COUNT-I are defined in [40], with the following supplement for COUNT-C: for transparent mode RLC radio bearers with a transmission time interval of x radio frames (x = 2, 4, 8), the MAC PDU is carried by L1 in x consecutive radio frames due to radio frame segmentation. In this case, the CFN of the first radio frame in the TTI shall be used as the CFN component of COUNT-C for ciphering of all data in the TTI [15].
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