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8.1.12.2.2 Integrity protection configuration change

To start or modify integrity protection, UTRAN sendsa SECURITY MODE COMMAND message on the downlink
DCCH in AM RLC using the new integrity protection configuration. UTRAN should not "modify" integrity protection
for aCN domain to which a SECURITY MODE COMMAND configuring integrity protection has been previously sent
for an ongoing signalling connection unless the application of new integrity keys needs to be signalled to the UE.
UTRAN should not transmit a SECURITY MODE COMMAND to signal a change in integrity protection agorithm.

When configuring Integrity protection, UTRAN should:

1> ensure that the UE needsto store at most three different Integrity protection configurations (keysets) at any given
time. Thisincludes the total number of Integrity protection configurations for all signalling radio bearers;

1> if Ciphering has already been started for the UE for the CN domain to be set in the IE "CN domain identity” in
the SECURITY MODE COMMAND:

2> if for the CN domain indicated in the |[E "CN domain identity" in the SECURITY MODE COMMAND, a
new security key set (new ciphering and integrity protection keys) has been received from upper layers since
the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3> include the |E " Ciphering mode info" in the SECURITY MODE COMMAND.

1> if Ciphering has already been configured for the UE for a CN domain different from the CN domain to be set in
the IE"CN domain identity" in the SECURITY MODE COMMAND:

2> include the | E " Ciphering mode info" in the SECURITY MODE COMMAND.

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in
the SECURITY MODE COMMAND, UTRAN should:

1> if thisisthe first SECURITY MODE COMMAND sent for this RRC connection:
2> if new keys have been received:
3> initialise the hyper frame numbers as follows:
4> et all bits of the hyper frame numbers of the COUNT-I values for all signalling radio bearersto zero.
2> else (if new keys have not been received):

3> usethevalue "START" in the most recently received |E "START list" or IE "START" that belongs to the
CN domain indicated in the IE "CN domain identity” to initialise al hyper frame numbers of COUNT-I
for all the signalling radio bearers by:

4> setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the
value "START" in the most recently received |IE "START list" or IE"START" for that CN domain;

4> setting the remaining bits of the hyper frame numbers equal to zero.
1> else (thisis not the first SECURITY MODE COMMAND sent for this RRC connection):
2> if new keys have been received:
3> initialise the hyper frame number for COUNT-I for RB2 asfollows:
4> et al bits of the HEN of the COUNT-I value for RB2 to zero.
2> if new keys have not been received:
3> initialise the hyper frame number for COUNT-I for RB2 asfollows:

4> set the 20 most significant bits of the HFN of the downlink and uplink COUNT-I to the value of the
most recently received IE "START" or IE"START LIST" for the CN domain to be set in the IE"CN
Domain Identity";

4> set the remaining bits of the HFN of the downlink and uplink COUNT-I to zero.
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1> if the IE "Integrity protection mode command” has the value " Start":

2> prohibit the transmission of signalling messages with any RRC SN on all signalling radio bearers, except
RB2;

2> set the FRESH valuein the | E "Integrity protection initialisation number”, included in the |E "Integrity
protection mode info".

1> if the IE "Integrity protection mode command” has the value "Modify":
2> for each signalling radio bearer RBn, except RB2:

3> prohibit the transmission of signalling messages with RRC SN greater or equal to the RRC segquence
number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE
"Downlink integrity protection activation info", included in the IE "Integrity protection mode info".

2> set, for each signalling radio bearer RBn, that has no pending integrity protection activation time set by a
previous security mode control procedure, an RRC sequence number in entry for signalling radio bearer nin
the "RRC message sequence number list” in the IE "Downlink integrity protection activation info", included
in the 1E "Integrity protection mode info", at which time the new integrity protection configuration shall be

applied;

2> set, for each signalling radio bearer RBn, that has a pending integrity protection activation time set by a
previous security mode control procedure, the RRC sequence number in entry for signalling radio bearer nin
the "RRC message sequence number list” in the IE "Downlink integrity protection activation info", included
in the IE "Integrity protection mode info", to the value used in the previous security mode control procedure,
at which time the latest integrity protection configuration shall be applied.

1> transmit the SECURITY MODE COMMAND message on RB2 using the new integrity protection configuration.

Note: In the case of re-initialisation of Integrity Protection at HEFN wrap around, the network should take into
account the UE actions as described in 8.5.10.1 and 8.5.10.2

8.5.8 Maintenance of Hyper Frame Numbers

The MSBs of both the ciphering sequence numbers (COUNT-C) and integrity sequence numbers (COUNT-I), for the
ciphering and integrity protection algorithms, respectively [40], are called the Hyper Frame Numbers (HFN).

For integrity protection, the UE shall:
1> maintain COUNT-I as specified in subclause 8.5.10.
The following hyper frame numbers types are defined:

MAC-d HFN:
24 MSB of COUNT-C for datasent over RLC TM

RLC UM HFN:
25 MSB of COUNT-C for data sent over RLC UM

RLC AM HFN:
20 MSB of COUNT-C for data sent over RLC AM

RRC HFN:
28 MSB of COUNT-I

For non-transparent mode RLC signalling radio bearers and radio bearers, the UE shall:

1> maintain one uplink and one downlink COUNT-C per signalling radio bearer and per radio bearer and one uplink
and one downlink COUNT-I per signalling radio bearer.

1> increment the RLC UM HEN and RLC AM HEN in uplink and downlink by one each time the RL C sequence
number wraps around in uplink and downlink respectively;

1> if the activation time for a new ciphering configuration set by an RRC procedure is equal to zero:
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2> apply the configured RLC UM HEN or RLC AM HFEN at this activation time, i.e. the configured HEN is not
incremented.

Note: On the receiver side it may happen that the RLC PDU with sequence number equal to the activation time
islost and the first received PDU after the activation time implies awrap around of the sequence number
compared to the activation time. In this case the configured HEN is incremented by one. This action happens
only when the activation time is set to a RLC PDU sequence number value other than zero.

For al transparent mode RL C signalling radio bearers and radio bearers of each CN domain, the UE shall:
1> maintain one COUNT-C, common for all signalling radio bearers and radio bearersin uplink and downlink;

1> increment the MAC-d HEN by one each time the CEN wraps around;

1> if the activation time for a new ciphering configuration set by an RRC procedure is equal to zero:

2> apply the configured MAC-d HEN at this activation time, i.e. the configured HEN is not incremented;

1> maintain one uplink and one downlink COUNT-I per signalling radio bearer.

NOTE: Inthisrelease of the specification thereisonly an uplink transparent mode COUNT-I, which is used for
signalling radio bearer RBO.

COUNT-C and COUNT-I are defined in [40], with the following supplement for COUNT-C: for transparent mode RLC
radio bearers with a transmission time interval of x radio frames (x = 2, 4, 8), the MAC PDU iscarried by L1 in x
consecutive radio frames due to radio frame segmentation. In this case, the CFN of thefirst radio frameinthe TTI shall
be used as the CFN component of COUNT-C for ciphering of al datainthe TTI [15].

8.5.10.1 Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status' in the variable
INTEGRITY_ PROTECTION_INFO has the value " Started" and the | E 'Integrity check info' is present the UE shall:

1> check the value of the |E "RRC message sequence number" included in the | E "Integrity check info";

2> if the "Downlink RRC M essage sequence number” is not present in the variable
INTEGRITY_PROTECTION_INFO:

3> initialise the "Downlink RRC Message sequence number” for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with the value of the |E "RRC message sequence number" included
in the IE "Integrity check info" of the received message.

2> if the "Downlink RRC Message sequence number" is present in the variable
INTEGRITY_PROTECTION_INFO:

3> if the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for
signalling radio bearer RBnin the variable INTEGRITY_PROTECTION_INFO:

4> increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with one.

Note: The actions above imply that also for the case the "Downlink RRC HEN" isre-initialised by a
security mode control procedure, this"Downlink RRC HEN" value is incremented by one beforeiit is
applied for the integrity protection of any received message if the conditions above are fulfilled.

3> if the RRC message sequence number is equal to the "Downlink RRC Message sequence number” for
signalling radio bearer RBnin the variable INTEGRITY_PROTECTION_INFO:

4> discard the message.

1> calculate an expected message authentication code in accordance with subclause 8.5.10.3;
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1> compare the expected message authentication code with the value of the received | E "message authentication
code" contained in the IE "Integrity check info";

2> if the expected message authentication code and the received message authentication code are the same, the
integrity check is successful:

3> update the "Downlink RRC M essage sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with the value of the |E "RRC message sequence number" included
in the IE "Integrity check info" of the received RRC message.

2> if the calculated expected message authentication code and the received message authentication code differ:

3> if the |E "RRC message sequence number” included in the |E "Integrity check info" islower than the
"Downlink RRC Message sequence humber" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for signalling radio bearer
RBninthe variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

4> decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO by one.

3> discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status' in the variable INTEGRITY _
PROTECTION_INFO has the value "Started" and the |E 'Integrity check info' is not present the UE shall:

1> discard the message.

UTRAN may transmit several copies of the same message in the downlink to increase the probability of proper
reception of the message by the UE. In such a case, the RRC SN for these repeated messages should be the same.

8.5.10.2 Integrity protection in uplink

Prior to sending an RRC message using the signalling radio bearer with radio bearer identity n, and the " Status” in the
variable INTEGRITY_ PROTECTION_INFO has the value " Started" the UE shall:

1> increment "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with 1, even if the message is a retransmission of a previously transmitted

message.

1> if theWhen "Uplink RRC Message sequence number” for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO equals zero:

2> becomesO-the UE-shal-increment "Uplink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO by onewith-%;

Note: the actions above imply that also for the case the "Uplink RRC HFEN" isre-initialised by a security mode
control procedure, this"Uplink RRC HEN" isincremented before it is applied in the integrity protection of
any transmitted message if the conditions above are fulfilled.

Note: For SRBO, thisis also valid in case the MSN has been increased by N302 +1 resulting in a wrap around.
Then the uplink RRC HFN isincremented by 1.

1> calculate the message authentication code in accordance with subclause 8.5.10.3;

1> replace the "Message authentication code” in the IE "Integrity check info" in the message with the cal culated
message authentication code;

1> replace the "RRC Message sequence number” in the |E "Integrity check info" in the message with contents set to
the new value of the "Uplink RRC M essage sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO.

In the response message for the procedure ordering the security reconfiguration, the UE indicates the activation time,
for each signalling radio bearer except for the signalling radio bearer that was used for this security reconfiguration
procedure. When the new integrity configuration isto be applied in uplink, UTRAN should start to apply the new
integrity protection configuration according to the activation time for each signalling radio bearer (except for the
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signalling radio bearer which is used to send the message that is reconfiguring the security configuration) where the
new configuration isto be applied starting from and including reception of the response message).
8.5.10.3 Calculation of message authentication code

The UE shall calculate the message authentication code in accordance with [40]. The input parameter MESSAGE [40]
for the integrity a gorithm shall be constructed by:

1> setting the "Message authentication code" in the IE "Integrity check info" in the message to the value of the |IE
"RB identity" for the signalling radio bearer;

1> setting the "RRC Message sequence number” in the IE "Integrity check info" in the message to zero;

1> encoding the message;

1> appending RRC padding (if any) as a bit string to the encoded bit string as the least significant bits.
For usage on an RRC message transmitted or received on the radio bearer with identity n, the UE shall:

1> construct the input parameter COUNT-I [40] by appending the following IEs from the |E "Signalling radio
bearer specific integrity protection information” for radio bearer n in the variable
INTEGRITY_PROTECTION_INFO:

2> for uplink:
3> "Uplink RRC HFN", asthe MSB, and "Uplink RRC Message sequence number", as LSB.
2> for downlink:

3> "Downlink RRC HFN", asthe MSB, and the |E "RRC message sequence number” included in the IE
"Integrity check info", as LSB.
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8.1.12.2.2 Integrity protection configuration change

To start or modify integrity protection, UTRAN sendsa SECURITY MODE COMMAND message on the downlink
DCCH in AM RLC using the new integrity protection configuration. UTRAN should not "modify" integrity protection
for aCN domain to which a SECURITY MODE COMMAND configuring integrity protection has been previously sent
for an ongoing signalling connection unless the application of new integrity keys needs to be signalled to the UE.
UTRAN should not transmit a SECURITY MODE COMMAND to signal a change in integrity protection agorithm.

When configuring Integrity protection, UTRAN should:

1> ensure that the UE needsto store at most three different Integrity protection configurations (keysets) at any given
time. Thisincludes the total number of Integrity protection configurations for all signalling radio bearers;

1> if Ciphering has already been started for the UE for the CN domain to be set in the IE "CN domain identity” in
the SECURITY MODE COMMAND:

2> if for the CN domain indicated in the |[E "CN domain identity" in the SECURITY MODE COMMAND, a
new security key set (new ciphering and integrity protection keys) has been received from upper layers since
the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3> include the |E " Ciphering mode info" in the SECURITY MODE COMMAND.

1> if Ciphering has already been configured for the UE for a CN domain different from the CN domain to be set in
the IE"CN domain identity" in the SECURITY MODE COMMAND:

2> include the | E " Ciphering mode info" in the SECURITY MODE COMMAND.

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in
the SECURITY MODE COMMAND, UTRAN should:

1> if thisisthe first SECURITY MODE COMMAND sent for this RRC connection:
2> if new keys have been received:
3> initialise the hyper frame numbers as follows:
4> et all bits of the hyper frame numbers of the COUNT-I values for all signalling radio bearersto zero.
2> else (if new keys have not been received):

3> usethevalue "START" in the most recently received |E "START list" or IE "START" that belongs to the
CN domain indicated in the IE "CN domain identity” to initialise al hyper frame numbers of COUNT-I
for all the signalling radio bearers by:

4> setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the
value "START" in the most recently received |IE "START list" or IE"START" for that CN domain;

4> setting the remaining bits of the hyper frame numbers equal to zero.
1> else (thisis not the first SECURITY MODE COMMAND sent for this RRC connection):
2> if new keys have been received:
3> initialise the hyper frame number for COUNT-I for RB2 asfollows:
4> et al bits of the HEN of the COUNT-I value for RB2 to zero.
2> if new keys have not been received:
3> initialise the hyper frame number for COUNT-I for RB2 asfollows:

4> set the 20 most significant bits of the HFN of the downlink and uplink COUNT-I to the value of the
most recently received IE "START" or IE"START LIST" for the CN domain to be set in the IE"CN
Domain Identity";

4> set the remaining bits of the HFN of the downlink and uplink COUNT-I to zero.
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1> if the IE "Integrity protection mode command” has the value " Start":

2> prohibit the transmission of signalling messages with any RRC SN on all signalling radio bearers, except
RB2;

2> set the FRESH valuein the | E "Integrity protection initialisation number”, included in the |E "Integrity
protection mode info".

1> if the IE "Integrity protection mode command” has the value "Modify":
2> for each signalling radio bearer RBn, except RB2:

3> prohibit the transmission of signalling messages with RRC SN greater or equal to the RRC segquence
number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE
"Downlink integrity protection activation info", included in the IE "Integrity protection mode info".

2> set, for each signalling radio bearer RBn, that has no pending integrity protection activation time set by a
previous security mode control procedure, an RRC sequence number in entry for signalling radio bearer nin
the "RRC message sequence number list” in the IE "Downlink integrity protection activation info", included
in the 1E "Integrity protection mode info", at which time the new integrity protection configuration shall be

applied;

2> set, for each signalling radio bearer RBn, that has a pending integrity protection activation time set by a
previous security mode control procedure, the RRC sequence number in entry for signalling radio bearer nin
the "RRC message sequence number list” in the IE "Downlink integrity protection activation info", included
in the IE "Integrity protection mode info", to the value used in the previous security mode control procedure,
at which time the latest integrity protection configuration shall be applied.

1> transmit the SECURITY MODE COMMAND message on RB2 using the new integrity protection configuration.

Note: In the case of re-initialisation of Integrity Protection at HEFN wrap around, the network should take into
account the UE actions as described in 8.5.10.1 and 8.5.10.2

8.5.8 Maintenance of Hyper Frame Numbers

The MSBs of both the ciphering sequence numbers (COUNT-C) and integrity sequence numbers (COUNT-I), for the
ciphering and integrity protection algorithms, respectively [40], are called the Hyper Frame Numbers (HFN).

For integrity protection, the UE shall:
1> maintain COUNT-I as specified in subclause 8.5.10.
The following hyper frame numbers types are defined:

MAC-d HFN:
24 MSB of COUNT-C for data sent over RLC TM

RLC UM HFN:
25 MSB of COUNT-C for data sent over RLC UM

RLC AM HFN:
20 MSB of COUNT-C for data sent over RLC AM

RRC HFN:
28 MSB of COUNT-I

For non-transparent mode RL C signalling radio bearers and radio bearers, the UE shall:

1> maintain one uplink and one downlink COUNT-C per signalling radio bearer and per radio bearer and one uplink
and one downlink COUNT-I per signalling radio bearer.

1> increment the RLC UM HFEN and RLC AM HFN in uplink and downlink by one each time the RL C sequence
number wraps around in uplink and downlink respectively;
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1> if the activation time for a new ciphering configuration set by an RRC procedure is equal to zero:

2> apply the configured RLC UM HFEN or RLC AM HFN at this activation time, i.e. the configured HEN is not
incremented.

Note: On the receiver side it may happen that the RLC PDU with sequence number equal to the activation time
islost and the first received PDU after the activation time implies a wrap around of the sequence number
compared to the activation time. In this case the configured HEN isincremented by one. This action happens
only when the activation time is set to a RLC PDU sequence number value other than zero.

For al transparent mode RLC signalling radio bearers and radio bearers of each CN domain, the UE shall:
1> maintain one COUNT-C, common for all signalling radio bearers and radio bearersin uplink and downlink;

1> increment the MAC-d HEN by one each time the CEN wraps around;

1> if the activation time for a new ciphering configuration set by an RRC procedure is equal to zero:

2> apply the configured MAC-d HEN at this activation time, i.e. the configured HEN is not incremented;

1> maintain one uplink and one downlink COUNT-I per signalling radio bearer.

NOTE: Inthisrelease of the specification there is only an uplink transparent mode COUNT-I, which is used for
signalling radio bearer RBO.

COUNT-C and COUNT-I are defined in [40], with the following supplement for COUNT-C: for transparent mode RLC
radio bearers with atransmission time interval of x radio frames (x = 2, 4, 8), the MAC PDU iscarried by L1 in x
consecutive radio frames due to radio frame segmentation. In this case, the CFN of thefirst radio framein the TTI shall
be used as the CFN component of COUNT-C for ciphering of all datainthe TTI [15].

8.5.10.1 Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status’ in the variable
INTEGRITY_ PROTECTION_INFO has the value " Started" and the | E 'Integrity check info' is present the UE shall:

1> check the value of the |E "RRC message sequence number” included in the IE "Integrity check info";

2> if the "Downlink RRC Message sequence number" is not present in the variable
INTEGRITY_PROTECTION_INFO:

3> initialise the "Downlink RRC Message sequence number” for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with the value of the |E "RRC message sequence number” included
inthe IE "Integrity check info" of the received message.

2> if the "Downlink RRC M essage sequence number” is present in the variable
INTEGRITY_PROTECTION_INFO:

3> if the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for
signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4> increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with one.

Note: The actions above imply that also for the case the "Downlink RRC HEN" isre-initialised by a
security mode control procedure, this "Downlink RRC HEN" value is incremented by one beforeit is
applied for the integrity protection of any received message if the conditions above are fulfilled.

3> if the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for
signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4> discard the message.
1> calculate an expected message authentication code in accordance with subclause 8.5.10.3;

1> compare the expected message authentication code with the value of the received |E "message authentication
code' contained in the |E "Integrity check info";
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2> if the expected message authentication code and the received message authentication code are the same, the
integrity check is successful:

3> update the "Downlink RRC M essage sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with the value of the |E "RRC message sequence number” included
in the IE "Integrity check info" of the received RRC message.

2> if the calculated expected message authentication code and the received message authentication code differ:

3> if the IE "RRC message segquence number" included in the | E "Integrity check info" is lower than the
"Downlink RRC Message sequence humber" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for signalling radio bearer
RBn in the variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

4> decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO by one.

3> discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status' in the variable INTEGRITY _
PROTECTION_INFO has the value "Started" and the |E 'Integrity check info' is not present the UE shall:

1> discard the message.
UTRAN may transmit several copies of the same message in the downlink to increase the probability of proper
reception of the message by the UE. In such a case, the RRC SN for these repeated messages should be the same.
8.5.10.2 Integrity protection in uplink

Prior to sending an RRC message using the signalling radio bearer with radio bearer identity n, and the " Status” in the
variable INTEGRITY_ PROTECTION_INFO has the value " Started" the UE shall:

1> increment "Uplink RRC Message sequence humber" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with 1, even if the message is aretransmission of a previously transmitted

message.

1> if theWhen "Uplink RRC Message sequence number” for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO equals zero:

2> becomesO-the UE-shal-increment "Uplink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO by onewith-1;

Note: the actions above imply that also for the case the "Uplink RRC HEN" isre-initialised by a security mode
control procedure, this "Uplink RRC HEN" isincremented before it is applied in the integrity protection of
any transmitted message if the conditions above are fulfilled.

Note: For SRBO, thisis also valid in case the MSN has been increased by N302 +1 resulting in a wrap around.
Then the uplink RRC HFN isincremented by 1.

1> calculate the message authentication code in accordance with subclause 8.5.10.3;

1> replace the "Message authentication code” in the IE "Integrity check info" in the message with the calculated
message authentication code;

1> replace the "RRC Message sequence number" in the IE "Integrity check info" in the message with contents set to
the new value of the "Uplink RRC M essage sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO.

In the response message for the procedure ordering the security reconfiguration, the UE indicates the activation time,
for each signalling radio bearer except for the signalling radio bearer that was used for this security reconfiguration
procedure. When the new integrity configuration isto be applied in uplink, UTRAN should start to apply the new
integrity protection configuration according to the activation time for each signalling radio bearer (except for the
signalling radio bearer which is used to send the message that is reconfiguring the security configuration) where the
new configuration isto be applied starting from and including reception of the response message).
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8.5.10.3 Calculation of message authentication code

The UE shall calculate the message authentication code in accordance with [40]. The input parameter MESSAGE [40]
for the integrity a gorithm shall be constructed by:

1> setting the "M essage authentication code" in the |E "Integrity check info" in the message to the value of the IE
"RB identity" for the signalling radio bearer;

1> setting the "RRC Message sequence number” in the | E "Integrity check info" in the message to zero;

1> encoding the message;

1> appending RRC padding (if any) as a bit string to the encoded bit string as the least significant bits.
For usage on an RRC message transmitted or received on the radio bearer with identity n, the UE shall:

1> construct the input parameter COUNT-I [40] by appending the following IEs from the |E "Signalling radio
bearer specific integrity protection information™” for radio bearer nin the variable
INTEGRITY_PROTECTION_INFO:

2> for uplink:
3> "Uplink RRC HFN", asthe MSB, and "Uplink RRC Message sequence number", as LSB.
2> for downlink:

3> "Downlink RRC HFN", asthe MSB, and the |E "RRC message sequence number” included in the IE
"Integrity check info", as LSB.
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8.1.12.2.2 Integrity protection configuration change

To start or modify integrity protection, UTRAN sendsa SECURITY MODE COMMAND message on the downlink
DCCH in AM RLC using the new integrity protection configuration. UTRAN should not "modify" integrity protection
for aCN domain to which a SECURITY MODE COMMAND configuring integrity protection has been previously sent
for an ongoing signalling connection unless the application of new integrity keys needs to be signalled to the UE.
UTRAN should not transmit a SECURITY MODE COMMAND to signal a change in integrity protection agorithm.

When configuring Integrity protection, UTRAN should:

1> ensure that the UE needsto store at most three different Integrity protection configurations (keysets) at any given
time. Thisincludes the total number of Integrity protection configurations for all signalling radio bearers;

1> if Ciphering has already been started for the UE for the CN domain to be set in the IE "CN domain identity” in
the SECURITY MODE COMMAND:

2> if for the CN domain indicated in the |[E "CN domain identity" in the SECURITY MODE COMMAND, a
new security key set (new ciphering and integrity protection keys) has been received from upper layers since
the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3> include the |E " Ciphering mode info" in the SECURITY MODE COMMAND.

1> if Ciphering has already been configured for the UE for a CN domain different from the CN domain to be set in
the IE"CN domain identity" in the SECURITY MODE COMMAND:

2> include the | E " Ciphering mode info" in the SECURITY MODE COMMAND.

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in
the SECURITY MODE COMMAND, UTRAN should:

1> if thisisthe first SECURITY MODE COMMAND sent for this RRC connection:
2> if new keys have been received:
3> initialise the hyper frame numbers as follows:
4> et all bits of the hyper frame numbers of the COUNT-I values for all signalling radio bearersto zero.
2> else (if new keys have not been received):

3> usethevalue "START" in the most recently received |E "START list" or IE "START" that belongs to the
CN domain indicated in the IE "CN domain identity” to initialise al hyper frame numbers of COUNT-I
for all the signalling radio bearers by:

4> setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the
value "START" in the most recently received |IE "START list" or IE"START" for that CN domain;

4> setting the remaining bits of the hyper frame numbers equal to zero.
1> else (thisis not the first SECURITY MODE COMMAND sent for this RRC connection):
2> if new keys have been received:
3> initialise the hyper frame number for COUNT-I for RB2 asfollows:
4> et al bits of the HEN of the COUNT-I value for RB2 to zero.
2> if new keys have not been received:
3> initialise the hyper frame number for COUNT-I for RB2 asfollows:

4> set the 20 most significant bits of the HFN of the downlink and uplink COUNT-I to the value of the
most recently received IE "START" or IE"START LIST" for the CN domain to be set in the IE"CN
Domain Identity";

4> set the remaining bits of the HFN of the downlink and uplink COUNT-I to zero.
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1> if the IE "Integrity protection mode command” has the value " Start":

2> prohibit the transmission of signalling messages with any RRC SN on all signalling radio bearers, except
RB2;

2> set the FRESH valuein the | E "Integrity protection initialisation number”, included in the |E "Integrity
protection mode info".

1> if the IE "Integrity protection mode command” has the value "Modify":
2> for each signalling radio bearer RBn, except RB2:

3> prohibit the transmission of signalling messages with RRC SN greater or equal to the RRC segquence
number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE
"Downlink integrity protection activation info", included in the IE "Integrity protection mode info".

2> set, for each signalling radio bearer RBn, that has no pending integrity protection activation time set by a
previous security mode control procedure, an RRC sequence number in entry for signalling radio bearer nin
the "RRC message sequence number list” in the IE "Downlink integrity protection activation info", included
in the 1E "Integrity protection mode info", at which time the new integrity protection configuration shall be

applied;

2> set, for each signalling radio bearer RBn, that has a pending integrity protection activation time set by a
previous security mode control procedure, the RRC sequence number in entry for signalling radio bearer nin
the "RRC message sequence number list” in the IE "Downlink integrity protection activation info", included
in the IE "Integrity protection mode info", to the value used in the previous security mode control procedure,
at which time the latest integrity protection configuration shall be applied.

1> transmit the SECURITY MODE COMMAND message on RB2 using the new integrity protection configuration.

Note: In the case of re-initialisation of Integrity Protection at HEFN wrap around, the network should take into
account the UE actions as described in 8.5.10.1 and 8.5.10.2

8.5.8 Maintenance of Hyper Frame Numbers

The MSBs of both the ciphering sequence numbers (COUNT-C) and integrity sequence numbers (COUNT-I), for the
ciphering and integrity protection algorithms, respectively [40], are called the Hyper Frame Numbers (HFN).

For integrity protection, the UE shall:
1> maintain COUNT-I as specified in subclause 8.5.10.
The following hyper frame numbers types are defined:

MAC-d HFN:
24 MSB of COUNT-C for data sent over RLC TM

RLC UM HFN:
25 MSB of COUNT-C for data sent over RLC UM

RLC AM HFN:
20 MSB of COUNT-C for data sent over RLC AM

RRC HFN:
28 MSB of COUNT-I

For non-transparent mode RL C signalling radio bearers and radio bearers, the UE shall:

1> maintain one uplink and one downlink COUNT-C per signalling radio bearer and per radio bearer and one uplink
and one downlink COUNT-I per signalling radio bearer.

1> increment the RLC UM HFEN and RLC AM HFN in uplink and downlink by one each time the RL C sequence
number wraps around in uplink and downlink respectively;
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1> if the activation time for a new ciphering configuration set by an RRC procedure is equal to zero:

2> apply the configured RLC UM HFEN or RLC AM HFN at this activation time, i.e. the configured HEN is not
incremented.

Note: On the receiver side it may happen that the RLC PDU with sequence number equal to the activation time
islost and the first received PDU after the activation time implies a wrap around of the sequence number
compared to the activation time. In this case the configured HEN isincremented by one. This action happens
only when the activation time is set to a RLC PDU sequence number value other than zero.

For al transparent mode RLC signalling radio bearers and radio bearers of each CN domain, the UE shall:
1> maintain one COUNT-C, common for all signalling radio bearers and radio bearersin uplink and downlink;

1> increment the MAC-d HEN by one each time the CEN wraps around;

1> if the activation time for a new ciphering configuration set by an RRC procedure is equal to zero:

2> apply the configured MAC-d HEN at this activation time, i.e. the configured HEN is not incremented;

1> maintain one uplink and one downlink COUNT-I per signalling radio bearer.

NOTE: Inthisrelease of the specification there is only an uplink transparent mode COUNT-I, which is used for
signalling radio bearer RBO.

COUNT-C and COUNT-I are defined in [40], with the following supplement for COUNT-C: for transparent mode RLC
radio bearers with atransmission time interval of x radio frames (x = 2, 4, 8), the MAC PDU iscarried by L1 in x
consecutive radio frames due to radio frame segmentation. In this case, the CFN of thefirst radio framein the TTI shall
be used as the CFN component of COUNT-C for ciphering of all datainthe TTI [15].

8.5.10.1 Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status’ in the variable
INTEGRITY_ PROTECTION_INFO has the value " Started" and the | E 'Integrity check info' is present the UE shall:

1> check the value of the |E "RRC message sequence number” included in the IE "Integrity check info";

2> if the "Downlink RRC Message sequence number" is not present in the variable
INTEGRITY_PROTECTION_INFO:

3> initialise the "Downlink RRC Message sequence number” for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with the value of the |E "RRC message sequence number” included
inthe IE "Integrity check info" of the received message.

2> if the "Downlink RRC M essage sequence number” is present in the variable
INTEGRITY_PROTECTION_INFO:

3> if the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for
signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4> increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with one.

Note: The actions above imply that also for the case the "Downlink RRC HEN" isre-initialised by a
security mode control procedure, this "Downlink RRC HEN" value is incremented by one beforeit is
applied for the integrity protection of any received message if the conditions above are fulfilled.

3> if the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for
signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4> discard the message.
1> calculate an expected message authentication code in accordance with subclause 8.5.10.3;

1> compare the expected message authentication code with the value of the received |E "message authentication
code' contained in the |E "Integrity check info";
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2> if the expected message authentication code and the received message authentication code are the same, the
integrity check is successful:

3> update the "Downlink RRC M essage sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with the value of the |E "RRC message sequence number” included
in the IE "Integrity check info" of the received RRC message.

2> if the calculated expected message authentication code and the received message authentication code differ:

3> if the IE "RRC message segquence number" included in the | E "Integrity check info" is lower than the
"Downlink RRC Message sequence humber" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for signalling radio bearer
RBn in the variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

4> decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO by one.

3> discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status' in the variable INTEGRITY _
PROTECTION_INFO has the value "Started" and the |E 'Integrity check info' is not present the UE shall:

1> discard the message.
UTRAN may transmit several copies of the same message in the downlink to increase the probability of proper
reception of the message by the UE. In such a case, the RRC SN for these repeated messages should be the same.
8.5.10.2 Integrity protection in uplink

Prior to sending an RRC message using the signalling radio bearer with radio bearer identity n, and the " Status” in the
variable INTEGRITY_ PROTECTION_INFO has the value " Started" the UE shall:

1> increment "Uplink RRC Message sequence humber" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with 1, even if the message is aretransmission of a previously transmitted

message.

1> if theWhen "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO equal sbecormes zero0:

2> the UEshall-increment "Uplink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO by onewith-1;

Note: the actions above imply that also for the case the "Uplink RRC HEN" isre-initialised by a security mode
control procedure, this "Uplink RRC HEN" isincremented before it is applied in the integrity protection of
any transmitted message if the conditions above are fulfilled.

Note: For SRBO, thisis also valid in case the MSN has been increased by N302 +1 resulting in a wrap around.
Then the uplink RRC HFN isincremented by 1.

1> calculate the message authentication code in accordance with subclause 8.5.10.3;

1> replace the "Message authentication code” in the IE "Integrity check info" in the message with the calculated
message authentication code;

1> replace the "RRC Message sequence number" in the IE "Integrity check info" in the message with contents set to
the new value of the "Uplink RRC M essage sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO.

In the response message for the procedure ordering the security reconfiguration, the UE indicates the activation time,
for each signalling radio bearer except for the signalling radio bearer that was used for this security reconfiguration
procedure. When the new integrity configuration isto be applied in uplink, UTRAN should start to apply the new
integrity protection configuration according to the activation time for each signalling radio bearer (except for the
signalling radio bearer which is used to send the message that is reconfiguring the security configuration) where the
new configuration isto be applied starting from and including reception of the response message).
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8.5.10.3 Calculation of message authentication code

The UE shall calculate the message authentication code in accordance with [40]. The input parameter MESSAGE [40]
for the integrity a gorithm shall be constructed by:

1> setting the "M essage authentication code" in the |E "Integrity check info" in the message to the value of the IE
"RB identity" for the signalling radio bearer;

1> setting the "RRC Message sequence number” in the | E "Integrity check info" in the message to zero;

1> encoding the message;

1> appending RRC padding (if any) as a bit string to the encoded bit string as the least significant bits.
For usage on an RRC message transmitted or received on the radio bearer with identity n, the UE shall:

1> construct the input parameter COUNT-I [40] by appending the following IEs from the |E "Signalling radio
bearer specific integrity protection information™” for radio bearer nin the variable
INTEGRITY_PROTECTION_INFO:

2> for uplink:
3> "Uplink RRC HFN", asthe MSB, and "Uplink RRC Message sequence number", as LSB.
2> for downlink:

3> "Downlink RRC HFN", asthe MSB, and the |E "RRC message sequence number” included in the IE
"Integrity check info", as LSB.
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