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1. Proposal:
It is proposed to add the following text to TR 21.917.
*********** Start of new text ************
User Plane Integrity Protection support for EPC connected architectures
Introduction and justification for the work item
Release 15 NR and 5G Core enabled optional support for the integrity protection of user plane data. In Release 16, it was made mandatory for UEs to support User Plane Integrity Protection (UPIP) in NR at the full data rate that the UE supports in both the Uplink and Downlink. This provides protection against certain security attacks but only for NR capable devices while using NR and the 5G Core.
In Release 17, the SA 3 work item “User Plane Integrity Protection for LTE” was agreed in SP-210105 with the intention of protecting LTE devices from these security attacks. Subsequently, in RP-213669, TSG-RAN agreed the Building Block WID “User Plane Integrity Protection support for EPC connected architectures” to enable full data rate Uu interface UPIP for EPS, but only on EN-DC capable devices. This provides useful protection to NR capable smartphones in case they are, for example, forced off NR and onto an E-UTRA-only connection or an EN-DC connection. 
Summary of the operation of the EPS UPIP feature
The overall security architecture is specified in TS 33.401 and system architecture details are specified in TS 23.501 and TS 23.401.
The UE indicates its support for EPS UPIP in the UE Network Capability sent in NAS signaling (TS 24.301) from the UE to the MME. The MME stores this UPIP support information and sends it to the eNB in the S1AP Initial Context Setup Request and Handover Request messages. The eNB uses this indication (and not any information in the UE Radio Access Capabilities IE) to determine whether the UE supports EPS UPIP. 
The SMF+PGW-C may supply the MME with a security policy (UPIP required/preferred/not needed). The MME stores this policy information and passes it onto the eNB on a per-EPS bearer basis in the Security Indication IE. If the eNB does not receive any security policy, the eNB can be configured with a default UPIP policy to use (e.g. “UPIP preferred”).
X2AP (TS 36.423), and S1AP (TS 36.413) signaling supports UPIP continuity at handover. X2AP supports the use of UPIP in the SgNB when EN-DC is in use. E1AP interface signaling (TS 37.483) supports UPIP when the eNB is split into eNB-Control Plane and eNB-User Plane functions.
At X2, S1 (intra and inter-MME) and inter-RAT handovers, mechanisms are specified in X2AP and S1AP to ensure that EPS bearers with a security policy of “UPIP required” are not handed over to eNBs that do not support UPIP.
RRC signaling (TS 36.331 and TS 38.331) enables the use of UPIP with the UE in both EN-DC and LTE-only configurations. As described in the LS from RAN2 to SA3 in R2-2203663:
UPIP for the EPC connected architectures uses NR PDCP and is configured in following way:  
· (as is done for legacy LTE UE) an LTE algorithm code point is configured in field integrityProtectionAlgorithm in IE SecurityAlgorithmConfig in the TS 36.331 SecurityModeCommand message, and this is used to derive KUPint (and also to derive KUPEnc, as for legacy LTE UE).
· The NR algorithm code point (corresponding to the LTE algorithm code point used in the SecurityModeCommand) indicated by the integrityProtAlgorithm included in the securityConfig in the TS 38.331 RadioBearerConfig is used to configure the UP IP algorithm applied by NR PDCP to perform integrity protection.
· The integrityProtection indicated in pdcp-Config in the DRB-ToAddMod(list) in the TS 38.331 RadioBearerConfig is used to activate the UP IP for a DRB using the configured algorithm, which can be done only at DRB setup. Consequently, UP IP activation/deactivation for a DRB can be changed only by DRB-release-and-add. 
*********** End of new text ************





