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1. Overall Description:

SA3 thanks SA2/RAN2/RAN3 for the LS on security requirements for LTE/SAE. SA3 provide the following response to the questions in the LS:

a)
Is there a requirement for the LTE/SAE “access system” to provide Integrity Protection for the User Plane Data? In this context, User Plane Data is that data that currently passes to/from the UE across the Gi reference point.

Integrity protection of user plane data is a potential security requirement for LTE/SAE. Integrity protection of user plane data is not provided in GSM or UMTS. However, GSM and UMTS encryption provide a limited form of protection against unauthorised modification of user plane data. Several other systems do already provide integrity protection of user plane data alongside encryption, e.g. IEEE 802.11i, and there is no reason in principle why integrity protection of user plane data should not be considered for LTE/SAE.

Integrity protection of user plane data was originally considered for UMTS access security but ruled out due to the complexity of designing a mechanism that could tolerate errors. This may also remain the main obstacle in LTE/SAE systems. In more detail, conventional integrity protection mechanisms work by calculating a message authentication code (MAC) on a block of data in such a way that an error in a single bit of protected data results in the entire block being discarded. In order to reduce the impact of errors on overall performance, one approach would be to apply integrity protection to smaller blocks of data. However, this increases the processing load and bandwidth requirements. If conventional integrity protection mechanisms are not suitable then it may be possible to investigate integrity protection mechanisms that are specifically designed to tolerate errors. 

SA3 requests that SA2/RAN2/RAN3 provide further information on the likely error characteristics of the channels (e.g. protocol layer, end points, etc) that might be candidates for being integrity protected in order to determine whether a cost effective integrity protection mechanism for user plane data could be developed for the LTE/SAE system. 
b)
Does the RAN network signalling to/from the UE need to be encrypted? (SA 3 should note that the joint meeting assumes that the RAN network signalling to/from the UE will be integrity protected.)

SA3 would like to remind SA2 that UMTS provides encryption of RRC signalling as an integral part of the UMTS encryption mechanism. However, SA3 understands that if protection of user plane data and CN signalling is terminated in the core network, then the equivalent of RRC signalling may be exposed in the access network unless otherwise protected. SA3 has found it difficult to determine whether there is a need to integrity protect and/or encrypt such RAN network signalling due to a lack of knowledge about the type of information and procedures that make up RAN network signalling. However, it would be reasonable to assume that any RRC like functions in an LTE/SAE system would require a similar level of protection as is provided in UMTS. Details on the make up of RAN network signalling are needed before it can be determined which messages, or parts of messages, need to be protected. Certainly, if information that could reveal the user’s identity or location is revealed, then there is a good chance that encryption of that information would be required. SA3 requests SA2/RAN2/RAN3 to provide further information about RAN network signalling so that corresponding security requirements can be identified.
SA3 would also like to point out that if integrity protection is applied then it would be a relatively small step to add encryption due to the fact that the necessary key management support would already be in place. 
c)
Some companies queried the need for the CN signalling to/from the UE to be encrypted. Can SA 3 clarify the requirements for this, please?.

Similar issues as for question (b) arise – it is difficult to determine whether there is a need to integrity protect and/or encrypt such CN network signalling due to a lack of knowledge about the type of information and procedures that make up CN network signalling. However, it would be reasonable to assume that any mobility management and call/session control functions in an LTE/SAE system would require a similar level of protection as is provided in UMTS. SA3 requests SA2/RAN2/RAN3 to provide further information about CN signalling so that corresponding security requirements can be identified.

d) 
The joint meeting believes that, for R’99 SA 3 felt that it was important to NOT terminate the UE encryption at the BTS site. Does SA 3 (still) believe that it is important that the UE’s User Plane Data encryption is NOT terminated in the BTS site?

SA3 strongly recommends that encryption of user plane data, and possibly some forms of signalling protection, are not terminated right at the edge of the “fixed” part of the network. This is due to the assumptions by SA3 that the LTE/SAE system will consist of smaller, lower cost radio site equipment, which will be deployed in increasingly vulnerable locations, and that less trusted types of transmission links will be used to interconnect that equipment to the “core network”. Terminating access security further back in the network protects against attacks (e.g. user traffic eavesdropping and theft of service) on the radio site equipment and on the transmission links that are used to interconnect radio sites to the “core network”. An advantage of terminating access security further back in the network is that it can allow requirements on the security of the radio site equipment, and on the transmission links, to be relaxed.
e)
Does SA 3 have any new security requirements that we should address as part of the SAE/LTE work? 

As a general principle the security of the LTE/SAE system should be no lower than the security of UMTS. Therefore it should at least be ensured that the same security features as provided in UMTS are also provided in SAE/LTE. However, there may also be the opportunity to provide new or enhanced security features in LTE/SAE. One example, discussed above, is integrity protection of user plane data. Another example is to provide enhanced user identity confidentiality to combat “IMSI catching”. A mechanism to combat IMSI catching was proposed for GSM and UMTS in R99, but ruled out due to complexity. It should be considered whether a similar mechanism should be introduced in the LTE/SAE system. 

Another issue that should be addressed in the LTE/SAE work is the increased risk of “badly behaving” terminals. To address this, the network should be designed in such a way as to minimise the impact of such terminals through robust network protocol design, sanity checking, etc.

As a general comment, SA3 would find it very useful if SA2/RAN2/RAN3 could provide a summary of the architectural alternatives so that SA3 can start work on the security aspects. Although much of the security work cannot be progressed until details of the system architecture are known, SA3 recognises that security aspects should influence the architecture work at a relatively early stage. SA3 is therefore keen to contribute to the architecture work as soon as possible and we hope that this LS can be the starting point.
2. Actions:

To SA2/RAN2/RAN3: 
-
Take note of the answers provided above.
-
Provide further information on the likely error characteristics of an LTE/SAE system so that SA3 can determine whether a cost effective integrity protection mechanism for user plane data could be developed.
-
Provide further information about RAN network signalling so that corresponding security requirements can be identified.

-
Provide further information about CN signalling so that corresponding security requirements can be identified.

-
Provide a summary of the current architectural alternatives.

3. Date of Next TSG-SA3 Meetings:

TSG-SA3 #41 
15 – 18 November 2005
San Diego, US
TSG-SA3 #42
7 – 10 February 2006
Asia, TBD
