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Introduction

This contribution proposes the RAN - CN functional allocation for Security related items, i.e. Attach, Subscriber & Key Management, Authentication and Authorisation; Integrity protection terminating in UE; and Ciphering terminating in UE. The allocation is proposed for functions presented in version 6 of the RAN-CN functional split table [1].

Discussion

Because there is no CS functionality in the SAE, IP level end-to-middle (e2m) or end-to-end (e2e) security can be used for protecting confidential user plane data terminating in the UE. This provides higher confidentiality protection compared to 3G/2G and makes it possible to move the network termination point for ciphering deeper into the network where it is more appropriate.  Because not all of the services require confidentiality, this should be an optional function. However, generic encryption of user plane traffic over the radio link is useful for privacy purposes.

The control over the security associations needs to be addressed separately from their application, with the relevant Nokia concept having been presented in previous contribution [2]. This control is based on the long-term subscriber credentials that reside in the AAA home server and are used for the initial access authentication. Based on the authentication procedure, session keys are generated in a hierarchical manner. First level session keys are created in the AAA home server for each authenticated subscriber. BS specific and separate session keys (lowest level) are subsequently created in the IP Access Gateway and UE based on the first level session key. Thus, control of the key management in the SAE access is located in the IP Access Gateway.

Proposal

It is proposed to modify the RAN - CN Functional split table version 6 [1] as shown below:

	Location:

High-level Function:
	RAN
	CN
	Comments

	Attach, Subscriber & Key Management, Authentication and Authorisation
	
	X
	

	- Long term credentials
	
	X
	Stored in AAA home server and used for e.g. initial access authentication.

	- Control over local key management
	
	X
	UE and CN node create BS specific session keys based on initial authentication. BS cannot create a session key for another BS.

	- Ciphering and integrity key  

  generation for RAN
	X
	
	BS creates fresh ciphering and integrity protection keys with UE from the BS specific session key.

	Integrity protection terminating in UE
	
	
	

	- For user plane data
	-
	-
	As yet, not required to be provided by the “access system”.

	- For CN signalling
	
	X
	Between UE and first CN node.

	- For RAN signalling
	X
	
	

	Ciphering terminating in UE
	
	
	

	- For generic user plane data
	X
	
	Universal IP packet ciphering over radio terminated in BS.

	- For application specific user plane data
	
	If needed
	Optional application level ciphering terminated outside BS.

	- For CN signalling
	
	If needed
	The requirements for CN signalling encryption need to be clarified.

	- For RAN signalling
	If needed
	
	The requirements for RAN signalling encryption need to be clarified.
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