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Solving the Security Threat for MTA Positioning Methods 

introduction
[bookmark: _GoBack]As described in [1], one drawback of the MTA procedure, when performed using the RLC Data Block method is that a bandit MS can monitor MTA procedure related transmissions made by a valid MS in a given cell and mimic these transmissions in a neighbor cell. The information provided by the bandit MS in the mimicked transmissions can be selected with the express purpose of misleading a BSS/BTS receiving those transmissions and thereby cause it to estimate a substantially inaccurate timing advance value for that MS. The BSS then forwards the inaccurate timing advance information to a SMLC for further processing. When the SMLC processes the full set of timing advance values it receives for the MS it will therefore have a substantially increased probability of estimating a position for the corresponding MS with degraded accuracy. This same security threat applies when the MTA procedure is performed using the Extended Access Burst method since the same MTA Reference ID is used in all cells used for the MTA procedure. When the Access Burst method is used this security threat does not exist since this method already involves the SMLC generating cell specific Short ID values and including them as part of the assistance information sent encrypted within the triggering RRLP message.
Solution for RLC data block method
The key objective is to introduce a means for reducing the possibility of a bandit MS triggering a BSS/BTS to generate false timing advance information and reporting it to the SMLC.  This can be achieved through the introduction of a cell specific identifier, securely delivered to the MS in the triggering RRLP message, that can be sent by the MS when performing the MTA procedure in a given cell. When a BTS/BSS estimates a timing advance value applicable for a MS in that cell it relays the timing advance value, the identity of the cell and the cell specific identifier to a SMLC in the context of a MTA report. The SMLC then associates the received MTA report to a MS and determines if the cell specific identifier received in the MTA report matches the cell specific identifier it provided for that cell in the assistance information included in the associated instance of the triggering RRLP message. The SMLC discards any MTA report that does not include a matching cell specific identifier. The signaling associated with this solution are as follows: 
· The SMLC includes a cell specific “Random ID” parameter (e.g. 8 bits long) having a value randomly generated by the SMLC for each cell for which it provides assistance information within the RRLP Multilateration Timing Advance Request message.
· When using a cell identified by assistance information to perform MTA using the RLC Data Block method the MS includes the corresponding “Random ID” value as a parameter within the transmitted RLC Data Block.
· The SMLC may also include a “Spare Random ID” parameter that does not correspond to a cell for which it provides cell specific assistance information. This allows the MS to select a cell (for which cell specific assistance information is not provided) and perform the MTA procedure therein and still include the “Spare Random ID” parameter as the “Random ID” parameter in the RLC Data Block.
· Upon receiving the RLC Data Block the BSS forwards the “Random ID” parameter (along with timing advance and cell ID information) to the SMLC, thereby allowing the SMLC to confirm the validity of the reported timing advance information for any given cell before using it to estimate the position of the corresponding MS.
Solution for the extended access burst method
The key objective is the same as described for the RLC Data Block method and the solution can be realized using the following signaling: 
· The SMLC can include a cell specific “Mini Random ID” parameter (e.g. 3 bits long) having a value randomly generated by the SMLC for each cell for which it provides assistance information within the RRLP Multilateration Timing Advance Request message. The number of bits used for this parameter will be determined by the available payload space within the first and second multilateration access request messages sent by a MS using the Extended Access Burst method.
· When using a cell identified by assistance information to perform MTA using the Extended Access Burst method the MS shall include the corresponding “Mini Random ID” value as a parameter within the second multilateration access request message (also referred to as the Extended Access Burst).
· The SMLC may also include a “Mini Spare Random ID” parameter that does not correspond to a cell for which it provides cell specific assistance information. This allows the MS to select a cell (for which cell specific assistance information is not provided) and perform the MTA procedure therein and still include a “Mini Spare Random ID” parameter as the “Mini Random ID” parameter in the second multilateration access request message.
· Upon receiving the first and second multilateration access request messages the BSS forwards the “Mini Random ID” parameter (along with the timing advance and cell ID information) to the SMLC, thereby allowing the SMLC to confirm the validity of the reported timing advance information for any given cell before using it to estimate the position of the corresponding MS..
Observation 1: Solutions to the MTA reporting security issue identified in [1] can be realized using simple enhancements to the RLC Data Block and Extended Access Burst methods for the MTA procedure as described herein.  
1. summary
The sourcing company proposes that the solutions described in sections 2 and 3 above should be included within the scope of the ongoing efforts towards completing the Release 14 “ePOS_GERAN“ work item for GERAN.
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