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1	Introduction
As reported by Polaris the 'General extension payload' in Table 5.5.9.1-3 of TS 36.579-1 needs to be corrected: According to TS 33.180 E.6 "The contents of the 'General extension payload' shall be an MCData Protected Payload message as defined in Clause 8.5.4 with the ‘Payload' element consisting of the 'Key Parameters' payload".
But currently in Table 5.5.9.1-3 the Key Parameters Payload of TS 33.180 Table E.6.1-1 is directly used as General extension payload what is implemented in TTCN.

2	Discussion
The 'General extension payload' in Table 5.5.9.1-3 shall be enhanced and new type definitions added to TTCN.
There are some issues:
Issue 2.1-1:	Message Type
TS 33.180 does not clearly specify the message type of the MCData Protected Payload message.
Assumption 2.1-1a:	DATA PAYLOAD ('000011'B) according to TS 24.282 Table 15.2.2-1 is used as Message Type for the MCData Protected Payload message
Assumption 2.1-1b:	As according to TS 33.180 clause 8.5.4.2 the cipher suites are AEAD (Authenticated Encryption with Associated Data) according to RFC 5116, the upper 2 bits of the message type are assumed to be set indicating the message to be protected and authenticated according to TS 24.282 clause 15.2.2
Proposal 2.1-1:	Message Type to be set to 'C3'O.
Issue 2.1-2:	Payload algorithm
TS 33.180 clause 8.5.4.2 specifies 2 cipher suites with Algorithm ID DP_AES_128_GCM and Algorithm ID DP_AES_256_GCM, but there are no values corresponding to DP_AES_128_GCM and DP_AES_256_GCM which could be used as Payload algorithm in the MCData Protected Payload message.
Assumption 2.1-2:	Payload algorithm is the Numeric Identifier for AEAD_AES_128_GCM (1) and AEAD_AES_256_GCM (2) according to RFC 5116 clause 6.
Proposal 2.1-2:	Payload algorithm to be set to '01'O indicating AEAD_AES_128_GCM.
Issue 2.1-3:	Signalling algorithm
It is not clear when this field is included and what the criteria is for its presence. As it is a V IE, it should not be optional but mandatory or conditional. Also it is strange that it has a default value (according to note 6 in TS 33.180 clause 8.5.4.1).
Assumption 2.1-3:	As it is not clear how to set the Signalling algorithm and it does not seem to be needed for a Protected Payload carrying Key Parameters, Signalling algorithm can be left out.
Proposal 2.1-3:	Signalling algorithm set to not present.
Issue 2.1-4:	Payload:
TS 33.180 E.6.1 specifies the 'Key Parameters' payload as "type 6 information element composing a 1 byte Key Parameters IEI, a 2 bytes length of the Key Parameters payload contents, and the Key Parameters payload content itself". 
But it does not specify the value of the IEI.
Nevertheless according to E.6.1 and Table 8.5.4.1-1 the encrypted Key Parameters contained in a ‘Payload' element.
Assumption 2.1-4a:	The ‘Payload' element of TS 33.180 Table 8.5.4.1-1 is as specified in clause 15.2.13 of TS 24.282 and there is a Payload content type before the Payload data (Table 15.2.13-1).
Assumption 2.1-4b:	The Payload content type is '02'O (BINARY)
Assumption 2.1-4c:	The ‘Payload IEI is '78'O as in messages of TS 24.282 (Table 15.1.3.1-1, Table 15.1.4.1-1, Table 15.1.7.1-1)
Proposal 2.1-4:	Payload to be coded as per TS 24.282 clause 15.2.13 with IEI = '78'O and content type = '02'O. 

3	Proposal
3.1	Change of TS 36.579-1 Table 5.5.9.1-3
NOTE: Values which are not clear according to current understanding of the core specs are highlighted.
	General Extension Payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  Type
	7
	'3GPP key parameters'
See 33.180 [94] clause E.6.1
	

	..Length
	Length of the data (in bytes)
	
	

	  Content
	
	MCData Protected Payload message according to TS 33.180 [94] clause 8.5.4.1
	

	    Message Type
	'C3'O
	protected and authenticated DATA PAYLOAD
	

	    Date and Time
	Same number of seconds as in the Timestamp Payload 
	UTC time in seconds since midnight UTC of January 1, 1970 
	

	    Payload ID
	'00000000'O
	value according to TS 33.180 [94] E.6.1
	

	    Payload sequence number
	'00'O
	value according to TS 33.180 [94] E.6.1
	

	    Payload algorithm
	'01'O
	AEAD_AES_128_GCM
	

	    Signalling algorithm
	not present
	
	

	    IV
	'AAAAAAAAAAAAAAAA5555555555555555'O
	arbitrarily selected
	

	    DPPK-ID
	Same as the CSB ID in the MIKEY Common Header 
	
	

	    Payload {
	
	‘Payload' element according to TS 24.282 [87] clause 15.2.13
	

	      type
	'78'O
	Value as used in MCData messages in TS 24.282 [87] 
	

	      length
	length of the payload data
	
	

	      content type
	'02'O
	BINARY
	

	      Data {
	Protected date: encrypted with payload algorithm
	See TS 33.180 [94] clause E.6
	

	(Key Parameters Payload content)

	      }
	
	
	

	    }
	
	
	

	    MIKEY_SAKKE I-MESSAGE 
	not present
	
	

	  }
	
	
	

	}
	
	
	



3.2	New external function
According to TS 33.180 clause 8.5.4.2 the AEAD cipher suites are with associate data so that existing external functions (fx_XML_Encrypt, fx_XML_Decrypt) cannot be used.
 New function for encryption with AEAD algorithms.
	
TTCN-3 External Function

	Name
	fx_AEAD_Encryp

	Description
	Encrypt data using AEAD algorithms according to RFC 5116 

	Parameters
	p_Data
	(octetstring)

	
	p_AssociatedData
	(octetstring)

	
	p_Method
	type enumerated AEAD_EncryptionMethod_Type {
  AEAD_AES_128_GCM, // RFC 5116 clause 5.1
  AEAD_AES_256_GCM  // RFC 5116 clause 5.2
}

	
	p_Key
	key for encryption (bitstring)

	
	p_IV
	initial vector (octetstring)

	Return Value
	octetstring
	Encrypted data appended by authentication tag 



NOTE 1: The corresponding fx_AEAD_Decrypt is not needed yet.
NOTE 2: As alternative fx_XML_Encrypt and fx_XML_Decrypt may be enhanced and renamed.

3.3	New TTCN type definitions
	module MCX_PayloadProtection_TypeDefs {

  import from CommonDefs all;
  
  type record MCX_GenericTLV_E_Type {                           // 24.379 I.2.2.4
    O1_Type  iei,
    O2_Type  iel,
    octetstring valuePart
  };

  type record MCData_Payload_Type {                             // 24.282 Clause 15.2.13
    O1_Type  iei,
    O2_Type  iel,
    O1_Type  contentType,
    octetstring content
  };

  type record MCX_ProtectedPayload_Type {                       // 33.180 Table 8.5.4.1-1: MCData Protected Payload message content
    O1_Type  messageType,                                       // 24.282 Clause 15.2.2
    O5_Type  dateAndTime,                                       // 24.282 Clause 15.2.8
    O5_Type  payloadId,
    O1_Type  payloadSequenceNumber,
    O1_Type  payloadAlgorithm,
    O1_Type  signallingAlgorithm optional,
    O16_Type initialisationVector,
    O4_Type  dppkId,
    MCData_Payload_Type payload,                                // 24.282 Clause 15.2.13
    MCX_GenericTLV_E_Type mikeySakkeIMessage optional
  };

} with { encode "Payload Protection Types"}




