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2 Correction to test case f_UTRAN_CRLC_ResumeSecurity
2.1 f_UTRAN_CRLC_ResumeSecurity
	Object name 
	f_UTRAN_CRLC_ResumeSecurity

	Reason for change
	After security mode procedure, RB 3 message on uplink are received during CRLC configuration and gets handled in default resulting in TC failure. The Dc message should be blocked until the local configuration are completed.

	Summary of change
	Added f_UTRAN_Default_BlockDc to stop and allow Dc message after the CRLC configuration is completed.

	Module
	/Common/UTRAN/UTRAN_ConfigurationSteps.ttcn

	Label
	WA#

	MCC160
	Accepted in principle but the Dc port shall be blocked just after the RLC entities are suspended in order to be aligned with the ASP option “Optionally an SS may start immediate suspension of processing of data PDUs in the UL” in CRLC_Suspend_Req. See below.


Before change: 

	    function f_UTRAN_CRLC_ResumeSecurity(UTRAN_CellId_Type p_CellId) runs on UTRAN_PTC

  {

    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    var RB_ConfigType v_CellConfig := f_UTRAN_CellInfo_GetConfigType(p_CellId);

    f_UTRAN_CRLC_Resume(tsc_RB1);

    f_UTRAN_CRLC_Resume(tsc_RB3);

    f_UTRAN_CRLC_Resume(tsc_RB4);

    select (v_CellConfig) {

     case (cell_DCH_64kPS_RAB_SRB, cell_Four_DTCH_PS_CS) {

       if (v_SecurityInfo.recentSecureDomain == ps_domain) {

            f_UTRAN_CRLC_Resume(tsc_RB20);

        }

       }

      case (cell_DCH_E_HS, cell_E_HS, cell_DCH_dlSRB_E_HS, cell_DCH_HS_DSCH) {

       f_UTRAN_CRLC_Resume(tsc_RB25);

       }

    }

  }


After change: 

	  function f_UTRAN_CRLC_ResumeSecurity(UTRAN_CellId_Type p_CellId) runs on UTRAN_PTC

  {

    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    var RB_ConfigType v_CellConfig := f_UTRAN_CellInfo_GetConfigType(p_CellId);

    f_UTRAN_Default_BlockDc(true); //WA# Block Dc messages
    f_UTRAN_CRLC_Resume(tsc_RB1);

    f_UTRAN_CRLC_Resume(tsc_RB3);

    f_UTRAN_CRLC_Resume(tsc_RB4);

    select (v_CellConfig) {

     case (cell_DCH_64kPS_RAB_SRB, cell_Four_DTCH_PS_CS) {

       if (v_SecurityInfo.recentSecureDomain == ps_domain) {

            f_UTRAN_CRLC_Resume(tsc_RB20);

        }

       }

      case (cell_DCH_E_HS, cell_E_HS, cell_DCH_dlSRB_E_HS, cell_DCH_HS_DSCH) {

       f_UTRAN_CRLC_Resume(tsc_RB25);

       }

    }

   f_UTRAN_Default_BlockDc(false); //WA# Allow Dc messages
  }


MCC160 proposed implementation
  function f_UTRAN_ActivateCiphering_DL_SS(UTRAN_CellId_Type p_CellId,

                                           ActivationTime    p_CipherActTime) runs on UTRAN_PTC return template (value) RB_ActivationTimeInfoList

  {

    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    var RB_ConfigType v_CellConfig := f_UTRAN_CellInfo_GetConfigType(p_CellId);

    var template (value) RB_ActivationTimeInfoList v_RB_ActivationTimeInfoList;

    var RLC_SequenceNumber  v_RLC_SN_RB1, v_RLC_SN_RB2, v_RLC_SN_RB3, v_RLC_SN_RB4, v_RLC_SN_RAB;

    v_RLC_SN_RB1  := f_UTRAN_CRLC_SequenceNumber_GetCount_C_LSB_DL(tsc_RB1);

    v_RLC_SN_RB2  := f_UTRAN_CRLC_SequenceNumber_GetCount_C_LSB_DL(tsc_RB2);

    v_RLC_SN_RB3  := f_UTRAN_CRLC_SequenceNumber_GetCount_C_LSB_DL(tsc_RB3);

    v_RLC_SN_RB4  := f_UTRAN_CRLC_SequenceNumber_GetCount_C_LSB_DL(tsc_RB4);

    f_UTRAN_CRLC_Suspend(tsc_RB1, v_RLC_SN_RB1);

    f_UTRAN_CRLC_Suspend(tsc_RB3, v_RLC_SN_RB3);

    f_UTRAN_CRLC_Suspend(tsc_RB4, v_RLC_SN_RB4);

    //Block reception of UL PDUs on Dc port - similar as SS suspension of UL RLC PDU in CRLC_Suspend_REQ

    //@sic R5s150532 sic@

    f_UTRAN_Default_BlockDc(true); 

    // @sic R5s130558 sic@

    f_UTRAN_ActivateCiphering_RLC_DL_SS_RB_1_2_3_4(p_CellId, v_SecurityInfo.recentSecureDomain, v_SecurityInfo.dL_CipherMode, v_RLC_SN_RB1, v_RLC_SN_RB2 + 2, v_RLC_SN_RB3, v_RLC_SN_RB4); //@sic R5s130647 sic@

    v_RB_ActivationTimeInfoList := cs_RB_ActTimeInfoListSRBs(v_RLC_SN_RB1,

                                                             v_RLC_SN_RB2 + 2,

                                                             v_RLC_SN_RB3,

                                                             v_RLC_SN_RB4);

    if (v_SecurityInfo.recentSecureDomain == ps_domain) {

      select (v_CellConfig) {

        case (cell_DCH_64kPS_RAB_SRB, cell_Four_DTCH_PS_CS) {  //@sic R5s140096 sic@

          v_RLC_SN_RAB := f_UTRAN_CRLC_SequenceNumber_GetCount_C_LSB_DL(tsc_RB20);

          v_RB_ActivationTimeInfoList := cs_RB_ActTimeInfoListSRBs_20(v_RLC_SN_RB1,

                                                                      v_RLC_SN_RB2 + 2,

                                                                      v_RLC_SN_RB3,

….

}

function f_UTRAN_RRC_Security(UTRAN_CellId_Type p_CellId,

                                boolean p_NewKey,

                                CN_DomainIdentity p_CN_Domain) runs on UTRAN_PTC

  {

…
…
    if (((v_SecurityInfo.ps_cipheringStarted) and (v_SecurityInfo.recentSecureDomain == ps_domain)) or

        ((v_SecurityInfo.cs_cipheringStarted) and (v_SecurityInfo.recentSecureDomain == cs_domain))) {

      v_RB_ActivationTimeInfoList := f_UTRAN_ActivateCiphering_DL_SS(p_CellId, v_CipherActTime);

    } else {

      v_RB_ActivationTimeInfoList := cs_RB_ActTimeInfoListSRBs(0, 0, 0, 0);

    }

    if (v_Int_ModifyFlag) {

      f_UTRAN_CRLC_IntegrityActivate(cas_CRLC_UL_IntegrityActivateReq(utran_CellDedicated,

                                                                      v_SecurityInfo.recentSecureDomain,

                                                                      cs_RB2_IntegrityProtActivationInfoList(v_SN_RB2_UL)));

    } else {

      f_UTRAN_CRLC_IntegrityActivate(cas_CRLC_UL_IntegrityActivateReq(utran_CellDedicated,

                                                                      v_SecurityInfo.recentSecureDomain,

                                                                      cs_RB2_IntegrityProtActivationInfoList(0)));

    }

    f_UTRAN_CRLC_ProhibitRLC_Ack(tsc_RB2, cas_CRLC_ProhibitRLC_Ack_REQ(utran_CellDedicated, tsc_RB2));

    // lt_StartSecurity_UE:

    v_SecurityInfo := fl_UTRAN_StartSecurityUE(p_CellId,

                                               v_CellConfig,

                                               v_SecurityInfo,

                                               v_RB_ActivationTimeInfoList,

                                               p_CN_Domain,

                                               v_CipherActTime);

    f_UTRAN_Security_Set(v_SecurityInfo);

    f_UTRAN_CRLC_ProhibitRLC_Ack(tsc_RB2, cas_CRLC_ContinueRLC_Ack_REQ(utran_CellDedicated, tsc_RB2));

    if (((v_SecurityInfo.ps_cipheringStarted) and (v_SecurityInfo.recentSecureDomain == ps_domain)) or

        ((v_SecurityInfo.cs_cipheringStarted) and (v_SecurityInfo.recentSecureDomain == cs_domain))) {

      f_UTRAN_CRLC_ResumeSecurity(p_CellId);

      //UnBlock reception of UL PDUs on Dc port - similar as SS resumes of UL RLC PDU in CRLC_Resume_REQ

      //@sic R5s150532 sic@

      f_UTRAN_Default_BlockDc(false); 

    }

  }
