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Change 1: ts_InitCapability

	Test object
	  ts_InitCapability

	Reason for change
	In the UE capability check steps support of GSM bands are needed, to check this a new variable tcv_GSMBandCapability is added. This variable is initialised in the ts_InitialiseGSMBandCapability. This test step is inturn called in ts_InitCapability

	Summary of change
	In line 7, A new ts_Initialise GSMBandCapability is called.
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Change 2: ts_InitialiseGSMBandCapability

	Test object
	  ts_InitialiseGSMBandCapability

	Reason for change
	In the UE capability check steps support of GSM bands are needed, to check this a new variable tcv_GSMBandCapability is added. This variable is initialised in the ts_InitialiseGSMBandCapability. 

	Summary of change
	A new ts_Initialise GSMBandCapability is created. This test step is called inside ts_InitCapability
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Change 3: Test variable tcv_GSMBandCapability is in created

	Test object
	  tcv_GSMBandCapability

	Reason for change
	In the UE capability check steps support of GSM bands are needed, to check this a new variable tcv_GSMBandCapability is added. This variable is initialised in the ts_InitialiseGSMBandCapability. This variable is set true if it supports any of GSM Band 700

	Summary of change
	A new tcv_GSMBandCapability is created in test case variable declaration
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Change 4: pc_GSM_*_Band included in Test Suite Parameter Declarations

	Test object
	Test Suite Parameter Decalations

	Reason for change
	In the UE capability check steps support of GSM bands are needed, to check this a new variable tcv_GSMBandCapability is added. This variable is initialised in the ts_InitialiseGSMBandCapability. This variable is set true if it supports any of GSM Band 700. To check if UE supports these GSM bands PICS are declared.

	Summary of change
	To check the support of GSM bands (450, 480, 700, 850 and E GSM 900) following  PICS pc_GSM_450_BAND, pc_GSM_480_BAND, pc_GSM_700_BAND, pc_GSM_850_BAND, pc_E_GSM_900_BAND are declared.
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Change 5: Test Step ts_RRC_ConnSetupCmplCheckCapability
	Test object
	  ts_RRC_ConnSetupCmplCheckCapability

	Reason for change
	In the UE capability check steps support of GSM bands are needed, to check this a new variable tcv_GSMBandCapability is added. The value of this variable is checked and accordingly the UE capability steps are performed

	Summary of change
	In Line 2, “  AND NOT [image: image6.png]


(tcv_GSMBandCapability) ]” is added to check the value of the variable and proceed with UE capability steps.

Similar changes are made in

1. ts_RRC_ReceiveUE_CapabilityInfo

2. tc_8_1_5_1

3. tc_8_1_7_1

4. tc_8_1_7_1b

5. tc_8_1_7_1c

6. tc_8_1_7_2

7. tc_8_1_12




	Test Step


	Test Step Id:
	ts_RRC_ConnSetupCmplCheckCapability [image: image7.png]


( p_CellId : INTEGER)

	Test Step Group Ref:
	RRC_81_Specifc/

	Objective:
	Receive the RRC CONNECTION SETUP COMPLETE message with the radio access capability checked.

	Defaults:
	RRC_Def1

	Comments:
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	Test Step


	Test Step Id:
	ts_RRC_ReceiveUE_CapabilityInfo [image: image185.png]
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	Test Step Group Ref:
	RRCM_Steps/

	Objective:
	 

	Defaults:
	RRC_Def1

	Comments:
	 


	Ind
	Label
	Behaviour Description
	Constraint Ref
	Verdict
	Comments
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	Test Case


	Test Case Id:
	tc_8_1_5_1

	Test Group Reference:
	RRC/RRC_UE_Capability/

	Purpose:
	To confirm that the UE transmits a UE CAPABILITY INFORMATION message after it receives a UE CAPABILITY ENQUIRY message from the SS. To confirm that the UE indicate an invalid message reception when erroneous downlink UE CAPABILITY ENQUIRY and UE CAPABILITY INFORMATION CONFIRM messages are received. The UE shall transmit RRC STATUS message with the correct error cause value to SS.

	Configuration:
	 

	Defaults:
	RRC_Def1

	Comments:
	 


	Ind
	Label
	Behaviour Description
	Constraint Ref
	Verdict
	Comments
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	START t_Guard
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	Test Case


	Test Case Id:
	tc_8_1_7_1b

	Test Group Reference:
	RRC/RRC_SecurityModeCtrl/

	Purpose:
	To confirm that the UE activates the new ciphering configurations after the stated activation time. To confirm that after the UE receives a SECURITY MODE COMMAND message, it transmits a SECURITY MODE COMPLETE message to the UTRAN using the old ciphering configuration together with the application of the new integrity protection configuration. To confirm that UE send SECURITY MODE FAILURE message when SS transmits a SECURITY MODE COMMAND message that causes an invalid configuration. To confirm that the UE sends a SECURITY MODE FAILURE message when UE receives an invalid SECURITY MODE COMMAND message.

	Configuration:
	 

	Defaults:
	RRC_Def1

	Comments:
	 


	Ind
	Label
	Behaviour Description
	Constraint Ref
	Verdict
	Comments

	0
	 
	START t_Guard
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[ px_RAT = fdd ]
	 
	 
	FDD specific behaviour
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[ px_CipheringOnOff ]
	 
	 
	@sic RASH T1s040600 sic@
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( tcv_TestBody := TRUE )
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+ lt_TestBody
	 
	 
	 

	7
	TBE
	[image: image386.png]


( tcv_TestBody := FALSE )
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+ po_ConnectionAndSS_Rel [image: image388.png]
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	Release the RRC Connection
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	ERR3
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[ TRUE]
	 
	I
	@sic RASH T1s040600 sic@ 
This test case should be run with Ciphering on.
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	ERR1
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	I
	TDD specific behaviour

	1
	ERR2
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	( tcv_AuthRAND := o_BitstringXtract (tcv_AuthRAND, 128,128, 3) )
	 
	 
	@sic RASH T1s040600 sic@ 
New RAND different from Existing Generated. This can be guaranted if guidelines specified for px_AuthRAND are followed

	1
	 
	+ ts_GMM_Authentication [image: image392.png]
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( tcv_CellIndInfo.dl_IntegrityCheckInfo, tcv_RRC_Ti 
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	TBP1
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AM ? RLC_AM_DATA_IND
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	Step 4 @sic RASH T1s040398 sic@

	5
	TBP2
	[image: image400.png]


AM ? RLC_AM_DATA_IND
	car_RRC_SecModeFail [image: image401.png]


( tsc_CellDedicated, 
tsc_RB2, 
cr_108_SecModeFail [image: image402.png]


( tcv_RRC_Ti, invalidConfiguration : NULL ) )
	(P)
	Step 5

	6
	 
	[image: image403.png]


+ lt_SS_ValidSecurity
	 
	 
	 

	7
	 
	[image: image404.png]


+lt_TxSMC
	 
	 
	@sic RASH T1-031470 sic@ Branching based on GSM Supported, step 6

	8
	TBP3
	[image: image405.png]


AM?RLC_AM_DATA_IND 
( tcv_CellIndInfo.uL_Integrity := RLC_AM_DATA_IND.aM_message.uL_DCCH_Message.message.securityModeComplete.ul_IntegProtActivationInfo, 
tcv_CellIndInfo.uL_CipherMode := RLC_AM_DATA_IND.aM_message.uL_DCCH_Message.message.securityModeComplete.rb_UL_CiphActivationTimeInfo)
	car_RRC_SecModeCmpl [image: image406.png]


( 
tsc_CellDedicated, [image: image407.png]


tsc_RB2, 
cdr_RRC_SecModeCmpl_8_1_7 
[image: image408.png]


( 
[image: image409.png]


tcv_RRC_Ti , cr_CipheringActTimeSRB_RAB20_Any 
[image: image410.png]


) 
)
	(P)
	Step 7

	9
	 
	[image: image411.png]


+ ts_CRLC_UL_CipherCfg [image: image412.png]


( [image: image413.png]


tcv_CellIndInfo.uL_CipherMode, inc)
	 
	 
	Download UL ciphering information

	10
	 
	[image: image414.png]


+ ts_CRLC_UL_Integrity [image: image415.png]


( tcv_CellIndInfo.uL_Integrity )
	 
	 
	Download UL integrity information

	11
	 
	[image: image416.png]


+ ts_CRLC_ResumeSecurity [image: image417.png]


( tsc_CellA )
	 
	 
	 

	12
	 
	[image: image418.png]


+ lt_Check_UE_Capability
	 
	 
	 

	lt_Check_UE_Capability

	0
	 
	+ts_InitCapability
	 
	 
	To initialize local variables used in UE capability constraints.

	1
	 
	[image: image419.png]


( tcv_Res := FALSE, [image: image420.png]


tcv_K := 0 )
	 
	 
	 

	2
	 
	[image: image421.png]


REPEAT lt_LoopUE_Capability UNTIL [image: image422.png]


[ tcv_Res ]
	 
	 
	 

	lt_LoopUE_Capability

	0
	 
	AM ! RLC_AM_DATA_REQ
	cas_UE_CapabilityEnqy ( 
[image: image423.png]


tsc_CellDedicated , 
[image: image424.png]


tsc_RB2, 
[image: image425.png]


cs_108_UE_CapabilityEnq ( 
[image: image426.png]


tcv_CellIndInfo.dl_IntegrityCheckInfo, 
[image: image427.png]


tcv_RRC_Ti 
[image: image428.png]


) 
)
	 
	step 8

	1
	 
	START t_WaitMS
	 
	 
	 

	2
	 
	[image: image429.png]


+lt_ReceiveUE_Cap
	 
	 
	step 9 
@sic VB R5s050167 sic@

	lt_Continue

	0
	 
	AM ! RLC_AM_DATA_REQ
	cas_UE_CapabilityInfoCnfAM ( 
[image: image430.png]


tsc_CellDedicated , 
[image: image431.png]


tsc_RB2, 
[image: image432.png]


cs_108_UE_CapabilityInfoCnfAM [image: image433.png]


( 
[image: image434.png]


tcv_CellIndInfo.dl_IntegrityCheckInfo, 
[image: image435.png]


tcv_RRC_Ti) 
)
	 
	step 10

	1
	 
	+lt_GetRB2_RLC_SQN
	 
	 
	@sic RASH T1s040600 sic@ 
Assign tcv_RLC_SeqNumUL_RB2 [image: image436.png]


with the current UL RLC sequence number of RB2

	2
	 
	[image: image437.png]


( tcv_K := tcv_K+ 1 [image: image438.png]


)
	 
	 
	 

	3
	 
	[image: image439.png]


[ [image: image440.png]


( tcv_RLC_SeqNumUL_RB2 > tcv_CellIndInfo.uL_CipherMode. [1].rlc_SequenceNumber ) AND 
( tcv_K [image: image441.png]


>= [image: image442.png]


2 ) ]
	 
	 
	@sic RASH T1s040600 sic@ 
The current RLC sequence number is higher than the RLC sequence number for activation time of UL ciphering. In addition 4 messages have been sent by UE, which means that new activation time for DL Ciphering [image: image443.png]


is started

	4
	 
	[image: image444.png]


( tcv_Res := TRUE )
	 
	 
	Stop the loop

	3
	 
	[image: image445.png]


[ TRUE [image: image446.png]


]
	 
	 
	 

	lt_SS_ValidSecurity

	0
	 
	+ lt_InitSecurityVariables
	 
	 
	 

	1
	 
	+ ts_SS_DownloadSecurityKey [image: image447.png]


( tsc_CellA, tcv_PS_AuthCK, tcv_PS_AuthIK,OMIT,tcv_CN_Domain )
	 
	 
	 

	2
	 
	[image: image448.png]


+ ts_GetRRC_Count_I [image: image449.png]


(tsc_RB2)
	 
	 
	@sic r5-050154 sic@ 
read existing Count I value of RB2

	3
	 
	[image: image450.png]


+ts_SetRRC_Count_I [image: image451.png]


(tsc_RB2, OMIT , 0 [image: image452.png]


, OMIT, [image: image453.png]


(tcv_RRC_DL_Count_I_MSB+1) )
	 
	 
	@sic r5-050154 sic@ 
SET on SS the DL RRC MSQN for RB2 as 0 and HFN incremented

	4
	 
	[image: image454.png]


+ ts_CRLC_GetRLC_SeqNumSecurity [image: image455.png]


( tsc_CellA )
	 
	 
	 

	5
	 
	[image: image456.png]


+ ts_CRLC_SuspendSecurity [image: image457.png]


( tsc_CellA )
	 
	 
	 

	6
	 
	[image: image458.png]


+ lt_CRLC_DL_CipherCfg
	 
	 
	Configure ciphering for RLC [image: image459.png]


(RBs 1, 2, 3 and 4)

	7
	 
	[image: image460.png]


+ ts_CRLC_DL_Integrity [image: image461.png]


( [image: image462.png]


tcv_CellIndInfo.dL_Integrity )
	 
	 
	 

	8
	 
	[image: image463.png]


+ ts_RB2_UL_IntegrityActivate (tcv_RRC_MSN_RB2_UL)
	 
	 
	 

	lt_InitSecurityVariables

	0
	 
	( tcv_CellIndInfo.dL_CipherMode := cs_CipheringModeCmdOn [image: image464.png]


(uea1), 
tcv_CellIndInfo.ps_cipheringStarted := TRUE, tcv_CellIndInfo.recentSecureDomain := ps_domain, 
tcv_CellIndInfo.cipheringAlgorithmCapability := '0000000000000011'B, tcv_CellIndInfo.start_PS := '00000000000000000000'B)
	 
	 
	Swithch On ciphering

	1
	 
	[image: image465.png]


(tcv_HFN := '00000000000000000000'B)
	 
	 
	 

	2
	 
	[image: image466.png]


+ ts_InitSystemSpecificCap
	 
	 
	@sic RASH T1-031470 sic@

	3
	 
	[image: image467.png]


[ tcv_CellIndInfo.integrityStarted ]
	 
	 
	 

	4
	 
	[image: image468.png]


+ts_GetRRC_MessageSN [image: image469.png]


(tsc_CellA)
	 
	 
	 

	5
	 
	[image: image470.png]


( tcv_CellIndInfo.dL_Integrity := cs_IntegrityProtectModify_P ( tcv_RRC_MSN_RB0 , tcv_RRC_MSN_RB1 , 0, tcv_RRC_MSN_RB3, tcv_RRC_MSN_RB4) , tcv_Int_ModifyFlag := TRUE)
	 
	 
	@sic r5-050154 sic@ 
Modify integrity

	3
	 
	[image: image471.png]


[ NOT tcv_CellIndInfo.integrityStarted ]
	 
	 
	 

	4
	 
	[image: image472.png]


( tcv_CellIndInfo.dL_Integrity := cs_IntegrityProtectStart [image: image473.png]


( [image: image474.png]


px_FRESH ), tcv_CellIndInfo.integrityStarted := TRUE, 
tcv_CellIndInfo.dl_IntegrityCheckInfo := cs_IntegrityCheckInfo0)
	 
	 
	Start integrity

	lt_CRLC_DL_CipherCfg

	0
	 
	+ lt_RLC_Activate [image: image475.png]


( tsc_RB1, tcv_RLC_SeqNumDL_RB1 )
	 
	 
	 

	1
	 
	+ lt_RLC_Activate [image: image476.png]


( tsc_RB2 , tcv_RLC_SeqNumDL_RB2+2 )
	 
	 
	 

	2
	 
	[image: image477.png]


+ lt_RLC_Activate [image: image478.png]


( tsc_RB3 , tcv_RLC_SeqNumDL_RB3 )
	 
	 
	 

	3
	 
	[image: image479.png]


+ lt_RLC_Activate [image: image480.png]


( tsc_RB4 , [image: image481.png]


tcv_RLC_SeqNumDL_RB4 )
	 
	 
	 

	4
	 
	[image: image482.png]


+ lt_RLC_Activate [image: image483.png]


( tsc_RB20 , [image: image484.png]


tcv_RLC_SeqNumDL_RB20 )
	 
	 
	 

	lt_RLC_Activate [image: image485.png]


( p_rb : INTEGER ; p_RLC_Seq : RLC_SequenceNumber )

	0
	 
	CRLC ! CRLC_Ciphering_Activate_REQ
	ca_CRLC_DL_CipherActReq [image: image486.png]


( tsc_CellDedicated , tcv_CN_Domain, [image: image487.png]


p_rb, tcv_CellIndInfo.dL_CipherMode, [image: image488.png]


p_RLC_Seq, inc)
	 
	configure ciphering for signaling radio bearers

	1
	 
	CRLC ? CRLC_Ciphering_Activate_CNF
	ca_CRLC_CipherActCnf (tsc_CellDedicated [image: image489.png]


)
	 
	 

	lt_TxSMC

	0
	 
	[ pc_UMTS_GSM]
	 
	 
	@sic RASH T1-031470 sic@ Branching if GSM Supported

	1
	 
	AM!RLC_AM_DATA_REQ
	cas_RRC_SecModeCmd [image: image490.png]


( 
tsc_CellDedicated, 
tsc_RB2, 
cs_108_RRC_SecModeCmd [image: image491.png]


( 
tcv_CellIndInfo.dl_IntegrityCheckInfo, 
cs_RRC_SecModeCmdCiphInt [image: image492.png]


( 
[image: image493.png]


tcv_RRC_Ti, 
[image: image494.png]


tcv_CellIndInfo.dL_CipherMode, 
[image: image495.png]


cs_RB_ActTimeInfoListSRBs_20 [image: image496.png]


( tcv_RLC_SeqNumDL_RB1, tcv_RLC_SeqNumDL_RB2+2, tcv_RLC_SeqNumDL_RB3, tcv_RLC_SeqNumDL_RB4, 
tcv_RLC_SeqNumDL_RB20 ), 
[image: image497.png]


OMIT, 
[image: image498.png]


tcv_CN_Domain, 
[image: image499.png]


tcv_CellIndInfo.dL_Integrity, 
[image: image500.png]


tcv_CellIndInfo.cipheringAlgorithmCapability, 
[image: image501.png]


cs_UE_SysSpecCap [image: image502.png]


(INT_TO_BIT [image: image503.png]


(tcv_UE_SystemSpecificCap,7)) 
) ) )
	 
	@sic RASH T1-031470 sic@

	0
	 
	[ NOT pc_UMTS_GSM]
	 
	 
	@sic RASH T1-031470 sic@ Branching if GSM Not Supported

	1
	 
	AM!RLC_AM_DATA_REQ
	cas_RRC_SecModeCmd [image: image504.png]


( 
tsc_CellDedicated, 
tsc_RB2, 
cs_108_RRC_SecModeCmd [image: image505.png]


( 
tcv_CellIndInfo.dl_IntegrityCheckInfo, 
cs_RRC_SecModeCmdCiphInt [image: image506.png]


( 
[image: image507.png]


tcv_RRC_Ti, 
[image: image508.png]


tcv_CellIndInfo.dL_CipherMode, 
[image: image509.png]


cs_RB_ActTimeInfoListSRBs_20 [image: image510.png]


( tcv_RLC_SeqNumDL_RB1, tcv_RLC_SeqNumDL_RB2+2, tcv_RLC_SeqNumDL_RB3, tcv_RLC_SeqNumDL_RB4, 
tcv_RLC_SeqNumDL_RB20 ), 
[image: image511.png]


OMIT, 
[image: image512.png]


tcv_CN_Domain, 
[image: image513.png]


tcv_CellIndInfo.dL_Integrity, 
[image: image514.png]


tcv_CellIndInfo.cipheringAlgorithmCapability,OMIT 
[image: image515.png]


) 
[image: image516.png]


) 
)
	 
	@sic RASH T1-031470 sic@

	lt_Tx_InvalidSMC

	0
	 
	[ pc_UMTS_GSM]
	 
	 
	@sic RASH T1s-040398 sic@ Branching if GSM Supported

	1
	 
	AM!RLC_AM_DATA_REQ
	cas_RRC_SecModeCmd [image: image517.png]


( 
tsc_CellDedicated, 
tsc_RB2, 
cs_108_RRC_SecModeCmd [image: image518.png]


( tcv_CellIndInfo.dl_IntegrityCheckInfo, 
cs_RRC_SecModeCmdOMIT [image: image519.png]


( tcv_RRC_Ti, tcv_CN_Domain, tcv_CellIndInfo.cipheringAlgorithmCapability, cs_UE_SysSpecCap [image: image520.png]


(INT_TO_BIT [image: image521.png]


(tcv_UE_SystemSpecificCap,7)) 
) ) )
	 
	Step 4

	0
	 
	[ NOT pc_UMTS_GSM]
	 
	 
	@sic RASH T1s-040398 sic@ Branching if GSM Not Supported

	1
	 
	AM!RLC_AM_DATA_REQ
	cas_RRC_SecModeCmd [image: image522.png]


( 
tsc_CellDedicated, 
tsc_RB2, 
cs_108_RRC_SecModeCmd [image: image523.png]


( tcv_CellIndInfo.dl_IntegrityCheckInfo, 
cs_RRC_SecModeCmdOMIT [image: image524.png]


( tcv_RRC_Ti, tcv_CN_Domain, tcv_CellIndInfo.cipheringAlgorithmCapability, OMIT ) ) )
	 
	Step 4

	lt_GetRB2_RLC_SQN

	0
	 
	CRLC ! CRLC_SequenceNumber_REQ
	cas_GetRLC_SeqNum [image: image525.png]


( tsc_CellDedicated, tsc_RB2 )
	 
	 

	1
	 
	CRLC ? CRLC_SequenceNumber_CNF 
( tcv_RLC_SeqNumUL_RB2 := CRLC_SequenceNumber_CNF.count_C_LSB_UL )
	car_GetRLC_SeqNum [image: image526.png]


( tsc_CellDedicated, tsc_RB2 )
	 
	 

	lt_ReceiveUE_Cap

	0
	 
	[ [image: image527.png]


( tcv_TmpCellInfo.band = 1) AND NOT [image: image528.png]


(tcv_MultiBandCapability )AND NOT [image: image529.png]


(tcv_GSMBandCapability) ]
	 
	 
	Only Band 1 supported 
@sic R5s070008 R5s070042 sic@

	1
	TBF4
	? TIMEOUT t_WaitMS
	 
	(F)
	 

	2
	 
	[image: image530.png]


( tcv_Res := TRUE )
	 
	 
	Stop the loop

	1
	 
	AM?RLC_AM_DATA_IND CANCEL t_WaitMS
	car_UE_CapabilityInfoIntegrityPass [image: image531.png]


( 
tsc_CellDedicated , 
tsc_RB2, 
cr_108_UE_CapabilityInfoAM [image: image532.png]


( 
[image: image533.png]


tcv_RRC_Ti, 
[image: image534.png]


cr_RadioAccessCapabilityDef [image: image535.png]


( 
[image: image536.png]


tcv_PDCP_Capability, 
[image: image537.png]


tcv_DL_TurboSupport, 
[image: image538.png]


tcv_UL_TurboSupport, 
[image: image539.png]


tcv_SimultaneousSCCPCH_DPCH_Reception, 
[image: image540.png]


{ cipheringAlgorithmCap tcv_CellIndInfo.cipheringAlgorithmCapability, 
[image: image541.png]


integrityProtectionAlgorithmCap tsc_IntegrProtAlgCap} 
[image: image542.png]


), 
[image: image543.png]


* 
[image: image544.png]


) 
)
	(P)
	@sic VB R5-061332 sic@

	2
	 
	[image: image545.png]


+lt_Continue
	 
	 
	 

	0
	 
	[TRUE]
	 
	 
	AnyOtherBand than band 1 supported or multiple band supported

	1
	 
	[image: image546.png]


[ [image: image547.png]


( tcv_TmpCellInfo.band < 8 ) ]
	 
	 
	@sic Vb R5s070042 sic@

	2
	TBF5
	[image: image548.png]


? TIMEOUT t_WaitMS
	 
	(F)
	 

	3
	 
	[image: image549.png]


( tcv_Res := TRUE )
	 
	 
	Stop the loop

	2
	 
	[image: image550.png]


AM?RLC_AM_DATA_IND CANCEL t_WaitMS
	car_UE_CapabilityInfoIntegrityPass [image: image551.png]


( 
tsc_CellDedicated , 
tsc_RB2, 
cr_108_UE_CapabilityInfoAM_OtherBand1 [image: image552.png]


( 
[image: image553.png]


tcv_RRC_Ti, 
[image: image554.png]


cr_RadioAccessCapabilityDef_OtherBand1 [image: image555.png]


( 
[image: image556.png]


tcv_PDCP_Capability, 
[image: image557.png]


tcv_DL_TurboSupport, 
[image: image558.png]


tcv_UL_TurboSupport, 
[image: image559.png]


tcv_SimultaneousSCCPCH_DPCH_Reception, 
[image: image560.png]


{ cipheringAlgorithmCap tcv_CellIndInfo.cipheringAlgorithmCapability, 
[image: image561.png]


integrityProtectionAlgorithmCap tsc_IntegrProtAlgCap} 
[image: image562.png]


), 
[image: image563.png]


* , 
c_UE_RadioAccessCapBand [image: image564.png]


( tcv_UE_PowerClassExt , 
tcv_TmpCellInfo.operationBand.frequencyBandIndicator) 
[image: image565.png]


) 
)
	(P)
	@sic VB R5-061332 R5s070042 sic@

	3
	 
	[image: image566.png]


+lt_Continue
	 
	 
	 

	1
	 
	[image: image567.png]


[ tcv_TmpCellInfo.band >= 8 ]
	 
	 
	@sic VB R5-062520 sic@

	2
	TBF12
	[image: image568.png]


? TIMEOUT t_WaitMS
	 
	(F)
	 

	3
	 
	[image: image569.png]


( tcv_Res := TRUE )
	 
	 
	Stop the loop

	2
	 
	[image: image570.png]


AM?RLC_AM_DATA_IND [image: image571.png]


[ [image: image572.png]


(tcv_RelInd = spare1) OR [image: image573.png]


( tcv_RelInd = rel_5 ) ] 
( 
tcv_UE_CapabilityInformationBand2 := RLC_AM_DATA_IND.aM_message.uL_DCCH_Message.message.ueCapabilityInformation.v370NonCriticalExtensions.v380NonCriticalExtensions.v3a0NonCriticalExtensions.laterNonCriticalExtensions.ueCapabilityInformation_r3_add_ext 
) 
CANCEL t_WaitMS
	car_UE_CapabilityInfoIntegrityPass [image: image574.png]


( 
tsc_CellDedicated , 
tsc_RB2, 
cr_UE_CapabilityInfoAM_BandList2 [image: image575.png]


( 
[image: image576.png]


tcv_RRC_Ti, 
[image: image577.png]


cr_RadioAccessCapabilityDef_OtherBand1 [image: image578.png]


( 
[image: image579.png]


tcv_PDCP_Capability, 
[image: image580.png]


tcv_DL_TurboSupport, 
[image: image581.png]


tcv_UL_TurboSupport, 
[image: image582.png]


tcv_SimultaneousSCCPCH_DPCH_Reception, 
[image: image583.png]


{ cipheringAlgorithmCap tcv_CellIndInfo.cipheringAlgorithmCapability, 
[image: image584.png]


integrityProtectionAlgorithmCap tsc_IntegrProtAlgCap} 
[image: image585.png]


), 
[image: image586.png]


* 
[image: image587.png]


) 
)
	(P)
	R99 or Rel-5 
@sic R5s070061 sic@

	3
	 
	[image: image588.png]


+ ts_CheckUE_CapabilityInformationBand2 [image: image589.png]


( tcv_UE_CapabilityInformationBand2, c_UE_CapabilityInformation_r3 [image: image590.png]


( c_UE_RadioAccessCapBandList2 [image: image591.png]


( tcv_CellInfoA.operationBand.frequencyBandIndicator2 , tcv_UE_PowerClassExt ) 
))
	 
	 
	@sic R5s070008 sic@

	4
	 
	[image: image592.png]


+lt_Continue
	 
	 
	 

	2
	 
	[image: image593.png]


AM?RLC_AM_DATA_IND 
( 
tcv_UE_CapabilityInformationBand2 := RLC_AM_DATA_IND.aM_message.uL_DCCH_Message.message.ueCapabilityInformation.v370NonCriticalExtensions.v380NonCriticalExtensions.v3a0NonCriticalExtensions.laterNonCriticalExtensions.ueCapabilityInformation_r3_add_ext 
) 
CANCEL t_WaitMS
	car_UE_CapabilityInfoIntegrityPass [image: image594.png]


( 
tsc_CellDedicated , 
tsc_RB2, 
cr_UE_CapabilityInfoAM_BandList2_r6 [image: image595.png]


( 
[image: image596.png]


tcv_RRC_Ti, 
[image: image597.png]


cr_RadioAccessCapabilityDef_OtherBand1 [image: image598.png]


( 
[image: image599.png]


tcv_PDCP_Capability, 
[image: image600.png]


tcv_DL_TurboSupport, 
[image: image601.png]


tcv_UL_TurboSupport, 
[image: image602.png]


tcv_SimultaneousSCCPCH_DPCH_Reception, 
[image: image603.png]


{ cipheringAlgorithmCap tcv_CellIndInfo.cipheringAlgorithmCapability, 
[image: image604.png]


integrityProtectionAlgorithmCap tsc_IntegrProtAlgCap} 
[image: image605.png]


), 
[image: image606.png]


* 
[image: image607.png]


) 
)
	(P)
	Rel-6 or later 
@sic R5s070061 sic@

	3
	 
	[image: image608.png]


+ ts_CheckUE_CapabilityInformationBand2 [image: image609.png]


( tcv_UE_CapabilityInformationBand2, c_UE_CapabilityInformation_r3 [image: image610.png]


( c_UE_RadioAccessCapBandList2 [image: image611.png]


( tcv_CellInfoA.operationBand.frequencyBandIndicator2 , tcv_UE_PowerClassExt ) 
))
	 
	 
	@sic R5s070008 sic@

	4
	 
	[image: image612.png]


+lt_Continue
	 
	 
	 

	1
	 
	[image: image613.png]


[TRUE]
	 
	I
	 


	


	Test Case


	Test Case Id:
	tc_8_1_7_1c

	Test Group Reference:
	RRC/RRC_SecurityModeCtrl/

	Purpose:
	TTo verify that the UE correctly modifies the integrity protection and ciphering configuration with a newly generated PS domain keyset for when previously using the CS domain keyset. 
To verify that the UE can handle change of integrity protection key when the RRC message sequence number wraps around when the SECURITY MODE COMMAND is received.

	Configuration:
	 

	Defaults:
	RRC_Def1

	Comments:
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	Test Case Id:
	tc_8_1_7_1

	Test Group Reference:
	RRC/RRC_SecurityModeCtrl/

	Purpose:
	To confirm that the UE activates the new ciphering configurations after the stated activation time. To confirm that after the UE receives a SECURITY MODE COMMAND message, it transmits a SECURITY MODE COMPLETE message to the UTRAN using the old ciphering configuration together with the application of the new integrity protection configuration. To confirm that UE send SECURITY MODE FAILURE message when SS transmits a SECURITY MODE COMMAND message that causes an invalid configuration. To confirm that the UE sends a SECURITY MODE FAILURE message when the UE receives an invalid SECURITY MODE COMMAND message.
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integrity protection is activated.
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