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	Use one of the following releases:
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)

	
	

	Reason for change:
(

	3GPP SA#37 removed A5/2 algorithm in the core specs. 

The following new text is added in 03.20 / 43.020, 4.9 for R99 - Rel-5:
" It is mandatory for A5/1 and non encrypted mode to be implemented in mobile stations. It is prohibited to implement A5/2 in mobile stations."

The following text is specified 43.020, 4.9 for Rel-6 and the releases above:
" It is mandatory for A5/1, A5/3 and non encrypted mode to be implemented in mobile stations. It is prohibited to implement A5/2 in mobile stations. No other A5 algorithms shall be supported in mobile stations."

GCF and PTCRB have also liaised with 3GPP that no UE /MS will be certified if A5/2 is installed.

All TTCN codes with A5/2 shall be removed.

	
	

	Summary of change:
(

	1. See details below

	
	

	Consequences if 
(

not approved:
	The operators and end users are volnerable to attacks which exploit A5/2 weaknesses.

	
	

	Clauses affected:
(

	 Generic changes in common security steps

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	X
	
	 Test specifications
	Prose CR needed on 34.123-3

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


Corrections required for wk38 TTCN
Change 1: Deletion of pc_MS_ClsmkA5_1 and pc_MS_ClsmkA5_2

	Test step
	Deletion of pc_MS_ClsmkA5_1, pc_MS_ClsmkA5_2 



	Reason for change
	According to 43.020 R99 and Rel-5: “It is mandatory for A5/1 and non encrypted mode to be implemented in mobile stations. It is prohibited to implement A5/2 in mobile stations.“

According to 43.020 Rel-6 clause 4.9, “It is mandatory for A5/1, A5/3 and non encrypted mode to be implemented in mobile stations. It is prohibited to implement A5/2 in mobile stations. No other A5 algorithms shall be supported in mobile stations.”

As a result, the PICS pc_MS_ClsmkA5_1, pc_MS_ClsmkA5_2  shall be deleted. And we shall ensure that pc_MS_ClsmkA5_3 is set to TRUE for Rel-6 or later UE.


	Summary of change
	Delete pc_MS_ClsmkA5_1, pc_MS_ClsmkA5_2
In c_MS_Clsmk2_Def_lv: 


- set the a5_1 field with value ‘0’ (available)


- set the a5_2 field with value ‘0’ (not available).

In ts_InitSystemSpecificCap: keep only the system cpapbility calculation for A5_1 and A5_3 algorithm taking into account that A5_3 is mandatory for Rel-6 UE. 


	Additional changes
	Similar changes as c_MS_Clsmk2_Def_lv in 

c_MS_Clsmk2_Any 

c_MS_Clsmk2_Any_lv
c_MS_Clsmk2_FreqCap_lv
c_MS_Clsmk1_Def
c_MS_Clsmk1_Any

c_G_MS_Clsmk1


	Constraint Name:
	c_MS_Clsmk1_Def

	Group:
	 

	Type Name:
	MS_Clsmk1

	Derivation Path:
	 

	Encoding Variation:
	 

	Comments:
	 


	

	Element Name
Element Value
Type Encoding
Comments
spare1
'0'B
 
 
revLvl
px_MS_ClsmkRevLvl
 
 
eSIND
px_MS_ClsmkESIND
 
 
a5_1
pc_MS_ClsmkA5_1'0'B
 
@sic A5 change sic@
rFPwrCap
?
 
@sic VB R5-060505 sic@



	Constraint Name:
	c_MS_Clsmk2_Def_lv

	Group:
	 

	Type Name:
	MS_Clsmk2_lv

	Derivation Path:
	 

	Encoding Variation:
	 

	Comments:
	Default as per PIXIT.


	

	Element Name
Element Value
Type Encoding
Comments
iel
'03'O
 
 
spare1_1
'0'B
 
 
revLvl
px_MS_ClsmkRevLvl
 
 
eSIND
px_MS_ClsmkESIND
 
 
a5_1
pc_MS_ClsmkA5_1'0'B
 
@sic A5 change sic@
rFPwrCap
?
 
@sic VB R5-060505 sic@
spare1_2
'0'B
 
 
pSCap
pc_MS_ClsmkPS_Cap
 
 
sSSI
o_BitstringConcat ( '0'B, pc_SS_Phase2Supp,1 ,1 )
 
@sic t1-050045 sic@
sMCap
pc_MS_ClsmkSM_Cap
 
 
vBS
pc_MS_ClsmkVBS
 
 
vGCS
pc_MS_ClsmkVGCS
 
 
fC
'0'B
 
@sic R5s070094 sic@
cM3
pc_MS_ClsmkCM3
 
 
spare1_3
'0'B
 
 
lCSVA
pc_MS_ClsmkLCSVA_Cap
 
 
uCS2
pc_MS_ClsmkUCS2
 
 
soLSA
pc_MS_ClsmkSoLSA
 
 
cMSP
pc_MS_ClsmkCMSP
 
 
a5_3
pc_MS_ClsmkA5_3
 
 
a5_2
pc_MS_ClsmkA5_2'0'B
 
@sic A5 change sic@



	Test Step Id:
	ts_InitSystemSpecificCap

	Test Step Group Ref:
	BasicM_Security_Steps/

	Objective:
	If UE supports GSM, this step initialises tcv_UE_SystemSpecificCap based on PICS

	Defaults:
	RRC_Def1

	Comments:
	@sic RASH T1-031470 R5s070275 sic@


	

	Nr
Label
Behaviour Description
Constraint Ref
Verdict
Comments
1
 
 [ pc_UMTS_GSM]
 
 
IF GSM is supported
2
 
  (tcv_UE_SystemSpecificCap := 0)
 
 
 
3
 
  +lt_A57
 
 
 
4
 
   +lt_A56
 
 
 
5
 
    +lt_A55
 
 
 
6
 
  +lt_A51
 
 
 
7
 
   [ ( tcv_RelInd = spare1) OR ( tcv_RelInd = rel_5 ) ]
 
 
R99 or Rel-5 UE
8
 
    +lt_A53
 
 
 
9
 
     +lt_A54
 
 
 
10
 
      +lt_A55
 
 
 
11
 
       +lt_A56
 
 
 
12
 
        +lt_A57
 
 
 
13
 
   [ TRUE ]
 
 
Rel-6 or later UE. 
It is mandatory for A5/1, A5/3 to be implemented in mobile stations
14
 
    [ pc_MS_ClsmkA5_3 = '1'B ]
 
 
 
15
 
       +lt_A53
 
 
 
16
 
       +lt_A52
 
 
 
17
 
        +lt_A51
 
 
 
18
 
    [ TRUE ]
 
F
IF GSM not SupportedIt is mandatory for A5/3 to be implemented in UE
19
 
[ TRUE ]
 
 
IF GSM not Supported
20
 
  (tcv_UE_SystemSpecificCap := 0)
 
 
 
lt_A57
21
 
 [ pc_MS_ClsmkA5_7='1'B]
 
 
A5_7 Supported
22
 
  (tcv_UE_SystemSpecificCap := tcv_UE_SystemSpecificCap+64)
 
 
 
23
 
 [ TRUE]
 
 
 
lt_A56
24
 
 [ pc_MS_ClsmkA5_6='1'B]
 
 
A5_6 Supported
25
 
  (tcv_UE_SystemSpecificCap := tcv_UE_SystemSpecificCap+32)
 
 
 
26
 
 [ TRUE]
 
 
 
lt_A55
27
 
 [ pc_MS_ClsmkA5_5='1'B]
 
 
A5_5 Supported
28
 
  (tcv_UE_SystemSpecificCap := tcv_UE_SystemSpecificCap+16)
 
 
 
29
 
 [ TRUE]
 
 
 
lt_A54
30
 
 [ pc_MS_ClsmkA5_4='1'B]
 
 
A5_4 Supported
31
 
  (tcv_UE_SystemSpecificCap := tcv_UE_SystemSpecificCap+8)
 
 
 
32
 
 [ TRUE]
 
 
 
lt_A53
33
 
[pc_MS_ClsmkA5_3 ='1'B]
 
 
A5_3 Supported
34
 
  (tcv_UE_SystemSpecificCap := tcv_UE_SystemSpecificCap+4)
 
 
 
35
 
 [ TRUE]
 
 
 
lt_A52
36
 
[ pc_MS_ClsmkA5_2='1'B]
 
 
A5_2 Supported
37
 
 (tcv_UE_SystemSpecificCap := tcv_UE_SystemSpecificCap+2)
 
 
 
38
 
[ TRUE]
 
 
 
lt_A51
39
 
[ pc_MS_ClsmkA5_1='0'B]
 
 
A5_1 Supported
40
 
 (tcv_UE_SystemSpecificCap := tcv_UE_SystemSpecificCap+1)
 
 
A5_1 always supported
41
 
[ TRUE]
 
 
 



Change 2: Modification of px_GSM_CipherAlg
	Teststep
	px_GSM_CipherAlg

	Reason for change
	The type of px_GSM_CipherAlg is updated so that only the algorithms A5/1, A5/3 are allowed.

	Summary of change
	Creation of a new type B3_CipherAlg as a BITSTRING type defined with a list of values.

Change the type of px_GSM_CipherAlg to B3_CipherAlg.

A prose CR will be raise on 34.123-3.

	Additional changes
	


	Type Name
	Type Definition
	Type Encoding
	Comments

	B3_CipherAlg
	BITSTRING ( '000'B, '010'B )
		@sic A5 change sic@


	


	px_GSM_CipherAlg
	B3B3_CipherAlg
	 
	PIXIT B.11
	GSM Cipher algorithm. 
Allowed values are: '000'B(A5/1), '010'B(A5/3).
Default value: (A5/1) '000'B@sic A5 change sic@
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