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Change 1 
	Function name
	f_EUTRAN_Authentication_NAS_AS_Security()

	Reason for change
	This function currently returns APN info received in ESM INFORMATION RESPONSE message. Any PCO information received in the same message is also required to be passed back to the caller of the function.

	Summary of change
	Change the return type to APNandPCOs_Type, and call the function f_ESM_InitialRegistration_InitAPNandPCOs() instead of f_ESM_InitialRegistration_InitAPN() 

	TTCN module
	EUTRA_NASSteps.ttcn

	MCC160 Comments
	Accepted and also replaced all instances f_ESM_InitialRegistration_InitAPN with f_ESM_InitialRegistration_InitAPNandPCOs


Before change

  function f_EUTRA_Authentication_NAS_AS_Security(EUTRA_CellId_Type p_CellId,

                                                  boolean p_EIT_Flag,

                                                  ProcedureTransactionIdentifier p_PTI,

                                                  boolean p_SecurityContextActive := true)

    runs on EUTRA_PTC return AccessPointName

  {

    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_AuthParams := f_EUTRA_Security_Get();

    var GutiParameters_Type v_Guti := f_EUTRA_CellInfo_GetGuti(p_CellId);

    var NAS_PlmnId  v_PLMN := f_Asn2Nas_PlmnId (v_Guti.PLMN_Identity);

    var AccessPointName v_APN;
    // Authentication Request / Authentication Response

    if (p_SecurityContextActive) { // @sic R5s100008 sic@

      v_AuthParams := f_EUTRA_NAS_Authentication(p_CellId,

                                                 tsc_SRB1,

                                                 v_AuthParams,

                                                 tsc_SHT_IntegrityProtected_Ciphered,

                                                 tsc_SHT_IntegrityProtected_Ciphered,

                                                 v_PLMN);

    } else {

      v_AuthParams := f_EUTRA_NAS_Authentication(p_CellId,

                                                 tsc_SRB1,

                                                 v_AuthParams,

                                                 tsc_SHT_NoSecurityProtection,

                                                 (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected), // @sic R5-102226 sic@

                                                 v_PLMN);

    }

    // NAS Security Mode Command / NAS Security Mode Complete

    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity(p_CellId, v_AuthParams);

    v_APN := f_ESM_InitialRegistration_InitAPN(p_CellId, p_EIT_Flag, p_PTI);  // @sic R5s100751 Additional changes sic@

    // RRC Security Command / RRC Security Complete

    v_AuthParams := f_EUTRA_RRC_ActivateSecurity(p_CellId, v_AuthParams, v_NasCountUL);

    f_EUTRA_Security_Set(v_AuthParams);//Saving security parameters

    return v_APN;

  }
 After change

  function f_EUTRA_Authentication_NAS_AS_Security(EUTRA_CellId_Type p_CellId,

                                                  boolean p_EIT_Flag,

                                                  ProcedureTransactionIdentifier p_PTI,

                                                  boolean p_SecurityContextActive := true)

    runs on EUTRA_PTC return APNandPCOs_Type
  {

    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_AuthParams := f_EUTRA_Security_Get();

    var GutiParameters_Type v_Guti := f_EUTRA_CellInfo_GetGuti(p_CellId);

    var NAS_PlmnId  v_PLMN := f_Asn2Nas_PlmnId (v_Guti.PLMN_Identity);

    var APNandPCOs_Type v_APNandPCOs;
    // Authentication Request / Authentication Response

    if (p_SecurityContextActive) { // @sic R5s100008 sic@

      v_AuthParams := f_EUTRA_NAS_Authentication(p_CellId,

                                                 tsc_SRB1,

                                                 v_AuthParams,

                                                 tsc_SHT_IntegrityProtected_Ciphered,

                                                 tsc_SHT_IntegrityProtected_Ciphered,

                                                 v_PLMN);

    } else {

      v_AuthParams := f_EUTRA_NAS_Authentication(p_CellId,

                                                 tsc_SRB1,

                                                 v_AuthParams,

                                                 tsc_SHT_NoSecurityProtection,

                                                 (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected), // @sic R5-102226 sic@

                                                 v_PLMN);

    }

    // NAS Security Mode Command / NAS Security Mode Complete

    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity(p_CellId, v_AuthParams);

    v_APNandPCOs := f_ESM_InitialRegistration_InitAPNandPCOs(p_CellId, p_EIT_Flag, p_PTI);
    // RRC Security Command / RRC Security Complete

    v_AuthParams := f_EUTRA_RRC_ActivateSecurity(p_CellId, v_AuthParams, v_NasCountUL);

    f_EUTRA_Security_Set(v_AuthParams);//Saving security parameters

    return v_APNandPCOs;

  }
Change 2 
	Function name
	f1_tc_9_2_1_2_4_Body()

	Reason for change
	Test case does not currently consider PCO options supplied by the UE in ESM INFORMATIONRESPONSE message.

	Summary of change
	Declare new variable of type APNandPCOs_Type to store return value from f_EUTRA_Authentication_NAS_AS_Security() (see change 1). Extract APN information and PCO (if present).
Note: Similar changes will be required for the following test cases:

9.2.1.1.1

9.2.1.1.1a

9.2.1.1.1b

9.2.1.1.2

9.2.1.1.7

9.2.1.1.7a

9.2.1.1.7b

9.2.1.1.18

9.2.1.1.20

9.2.1.1.24

9.2.1.1.26

9.2.1.2.1

9.2.1.2.1b

9.2.1.2.2

9.2.1.2.3

9.2.1.2.4

9.2.1.2.4a

9.2.3.1.5

9.2.3.1.15

9.2.3.1.15a

9.2.3.1.16

9.2.3.1.18

9.2.3.1.18a

9.2.3.1.23

9.2.3.1.25

9.2.3.3.5

9.2.3.3.5a

	TTCN module
	NAS_Attach_EOnly.ttcn

	MCC160 Comments
	Accepted,  also implemented (due to removal of f_ESM_InitialRegistration_InitAPN) in:

f_EUTRA_508_IMSEmergencyCallLimitedService_Steps7_15,

f_EUTRA_PdcpScurityProcedure_Common_9_4,

8.5.4.1,

9.1.2.3,

9.1.2.4,

9.1.2.5,

9.1.2.7,

9.1.3.1,

9.1.3.2,

9.2.1.1.1a,

9.2.1.1.1b,

9.2.1.1.7,

9.2.1.1.19,

9.2.1.2.2,

9.2.1.2.4,

9.2.2.2.1,
9.2.3.1.5a,
9.2.3.2.2


Before change

    function fl_TC_9_2_1_2_4_Body() runs on EUTRA_PTC

  {

    var HalfOctet_Type v_EPS_Bearer_Id := tsc_EpsDefaultBearerId;

    var ProcedureTransactionIdentifier v_EPS_TI := '00'O;

    var NAS_MSG_Indication_Type v_NasInd;

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var GutiParameters_Type v_Guti1_Params := f_EUTRA_CellInfo_GetGuti(eutra_CellA);

    var GutiParameters_Type v_Guti2_Params := f_EUTRA_CellInfo_GetGuti(eutra_CellB);

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId(v_Guti1_Params.PLMN_Identity);

    var NAS_Lac v_LacA := f_EUTRA_CellInfo_GetLocationAreaCode ( eutra_CellA );

    var NAS_Lac v_LacB := f_EUTRA_CellInfo_GetLocationAreaCode ( eutra_CellB );

    var template (omit) LocAreaId v_LAI := f_GetLAI(v_PLMN, v_LacA, Combined); // @sic R5s110176 sic@

    var template (omit) LocAreaId v_LAI_B := f_GetLAI(v_PLMN, v_LacB, Combined); // @sic R5s110176 sic@

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType (Combined); // @sic R5s110176 sic@

    var AccessPointName v_APN;

    var template (omit) ProtocolConfigOptions v_Pco := omit;

    var template (omit) EPS_BearerContextStatus v_EpsBearerCtxtStatus;

    var template (value) CellPowerList_Type v_CellPowerList;

    var boolean v_EIT_Flag := false;

    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var EUTRA_SecurityParams_Type v_AuthParams := f_EUTRA_Security_Get();

    var template LocAreaId v_OldLAI := *;  // @sic R5-151765 sic@ @sic R5s150794 sic@

    var AccessStratumRelease v_Rel := f_EUTRA_MobileInfo_GetUECapability_AccessStratumRelease (); // preamble has been performed, so the rel is known

    //  Set the cell type of cell A to the "Serving cell" Set the cell type of cell B to the "Non-suitable cell"

    //@siclog "Step 1" siclog@

    v_CellPowerList := {

      cs_CellPower ( eutra_CellA, tsc_ServingCellRS_EPRE ),

      cs_CellPower ( eutra_CellB, tsc_NonSuitableCellRS_EPRE )

    };

    f_EUTRA_SetCellPowerList ( v_CellPowerList );

    //@siclog "Step 2" siclog@

    f_EUTRA_SwitchOnUEandStartIP(eutra_CellA); // @sic R5s120065 sic@

    //@siclog "Step 3" siclog@

    v_NasInd:= f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                              v_RRC_TI,

                                              cr_EstablishmentCause_Any,

                                              cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,

                                                                                cdr_ATTACH_REQUEST_AttachType(tsc_EAttachType_Combined,

                                                                                                              v_AdditionalUpdateType,

                                                                                                              f_GutiParameters2MobileIdentity(omit, v_Guti1_Params), // GUTI1

                                                                                                              cr_TAI( v_PLMN, tsc_TAC1),

                                                                                                              v_LAI,

                                                                                                              omit),

                                                                                cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                f_GetPdnType())));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 3");

    v_EPS_TI := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    v_EIT_Flag := f_CheckEsmInfoTransferFlag(v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST);

    if (ispresent( v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

    //+  The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.

    //+  The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.

    //+  The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.

    //+  The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.

    //+ Steps 7Aa1 and 7Aa2 ESM INFORMATION REQUEST / ESM INFORMATION RESPONSE

    //@siclog "Step 4 - 7Aa2" siclog@

    v_APN := f_EUTRA_Authentication_NAS_AS_Security (eutra_CellA,v_EIT_Flag, v_EPS_TI);

    //@siclog "Step 8" siclog@

    //+  SS responds with ATTACH ACCEPT message.

    f_IP_ChangeEutraCell(IP, eutra_CellA);       /* @sic R5-113734 change 8 sic@ */

    f_EUTRA_RRCConnectionReconfiguration_SRB2_1AM_DRB_Est(eutra_CellA,

                                                          v_RRC_TI,

                                                          cs_NAS_RequestWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered,

                                                                                         cs_508_ATTACH_ACCEPT(tsc_EAttachType_EpsOnly,

                                                                                                              cs_TrackingAreaIdListDef_lv,

                                                                                                              f_GutiParameters2MobileIdentity(tsc_IEI_Guti, v_Guti1_Params),

                                                                                                              omit,

                                                                                                              omit,

                                                                                                              cs_EMM_Cause_tv(tsc_Cause_CSDomainNotAvailable), //@sic R5s100875 sic@

                                                                                                              f_GetAdditionalUpdateResult(v_NasInd.Pdu.Msg.aTTACH_REQUEST.addUpdateType, Combined)),  // @sic R5s110176, R5-103681 sic@

                                                                                         cs_508_ActivateDefEpsBearerContextRequest(v_EPS_Bearer_Id,

                                                                                                                                   v_EPS_TI,

                                                                                                                                   v_APN,

                                                                                                                                   f_EUTRA_GetPDNAddress(f_CheckPCOforIPallocationViaNas(v_Pco)),

                                                                                                                                   -,

                                                                                                                                   f_GetDefaultProtocolConfigOptions (v_Pco))));

    //@siclog "Step 9" siclog@

    //+ The UE transmits an ATTACH COMPLETE message

    //+ EXCEPTION: In parallel to the event described in step 9 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place

    //+ performing IP address allocation in the U-plane if requested by the UE.

    //+ EXCEPTION: In parallel to the event described in step 9 below the generic procedure for IMS signalling in the U-plane specified in TS 36.508 subclause 4.5A.3 takes place

    //+ if requested by the UE  @sic R5-133395 sic@

    f_EUTRA_NAS_AttachComplete(eutra_CellA, v_EPS_Bearer_Id);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 9");

    //@siclog "Step 10" siclog@

    f_EUTRA_RRC_ConnectionRelease(eutra_CellA);

…………………….
  }// function fl_tc_9_2_1_2_4_Body
 After change

    function fl_TC_9_2_1_2_4_Body() runs on EUTRA_PTC

  {

    var HalfOctet_Type v_EPS_Bearer_Id := tsc_EpsDefaultBearerId;

    var ProcedureTransactionIdentifier v_EPS_TI := '00'O;

    var NAS_MSG_Indication_Type v_NasInd;

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var GutiParameters_Type v_Guti1_Params := f_EUTRA_CellInfo_GetGuti(eutra_CellA);

    var GutiParameters_Type v_Guti2_Params := f_EUTRA_CellInfo_GetGuti(eutra_CellB);

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId(v_Guti1_Params.PLMN_Identity);

    var NAS_Lac v_LacA := f_EUTRA_CellInfo_GetLocationAreaCode ( eutra_CellA );

    var NAS_Lac v_LacB := f_EUTRA_CellInfo_GetLocationAreaCode ( eutra_CellB );

    var template (omit) LocAreaId v_LAI := f_GetLAI(v_PLMN, v_LacA, Combined); // @sic R5s110176 sic@

    var template (omit) LocAreaId v_LAI_B := f_GetLAI(v_PLMN, v_LacB, Combined); // @sic R5s110176 sic@

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType (Combined); // @sic R5s110176 sic@

    var AccessPointName v_APN;

    var template (omit) ProtocolConfigOptions v_Pco := omit;
    var APNandPCOs_Type v_APNandPCOs;
    var template (omit) EPS_BearerContextStatus v_EpsBearerCtxtStatus;

    var template (value) CellPowerList_Type v_CellPowerList;

    var boolean v_EIT_Flag := false;

    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var EUTRA_SecurityParams_Type v_AuthParams := f_EUTRA_Security_Get();

    var template LocAreaId v_OldLAI := *;  // @sic R5-151765 sic@ @sic R5s150794 sic@

    var AccessStratumRelease v_Rel := f_EUTRA_MobileInfo_GetUECapability_AccessStratumRelease (); // preamble has been performed, so the rel is known

    //  Set the cell type of cell A to the "Serving cell" Set the cell type of cell B to the "Non-suitable cell"

    //@siclog "Step 1" siclog@

    v_CellPowerList := {

      cs_CellPower ( eutra_CellA, tsc_ServingCellRS_EPRE ),

      cs_CellPower ( eutra_CellB, tsc_NonSuitableCellRS_EPRE )

    };

    f_EUTRA_SetCellPowerList ( v_CellPowerList );

    //@siclog "Step 2" siclog@

    f_EUTRA_SwitchOnUEandStartIP(eutra_CellA); // @sic R5s120065 sic@

    //@siclog "Step 3" siclog@

    v_NasInd:= f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                              v_RRC_TI,

                                              cr_EstablishmentCause_Any,

                                              cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,

                                                                                cdr_ATTACH_REQUEST_AttachType(tsc_EAttachType_Combined,

                                                                                                              v_AdditionalUpdateType,

                                                                                                              f_GutiParameters2MobileIdentity(omit, v_Guti1_Params), // GUTI1

                                                                                                              cr_TAI( v_PLMN, tsc_TAC1),

                                                                                                              v_LAI,

                                                                                                              omit),

                                                                                cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                f_GetPdnType())));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 3");

    v_EPS_TI := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    v_EIT_Flag := f_CheckEsmInfoTransferFlag(v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST);

    if (ispresent( v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

    //+  The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.

    //+  The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.

    //+  The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.

    //+  The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.

    //+ Steps 7Aa1 and 7Aa2 ESM INFORMATION REQUEST / ESM INFORMATION RESPONSE

    //@siclog "Step 4 - 7Aa2" siclog@

    v_APNandPCOs := f_EUTRA_Authentication_NAS_AS_Security (eutra_CellA,v_EIT_Flag, v_EPS_TI);

    v_APN := v_APNandPCOs.accessPointName;

    if (ispresent (v_APNandPCOs.protocolConfigurationOptions))

    {

        v_Pco := v_APNandPCOs.protocolConfigurationOptions;

    }
    //@siclog "Step 8" siclog@

    //+  SS responds with ATTACH ACCEPT message.

    f_IP_ChangeEutraCell(IP, eutra_CellA);       /* @sic R5-113734 change 8 sic@ */

    f_EUTRA_RRCConnectionReconfiguration_SRB2_1AM_DRB_Est(eutra_CellA,

                                                          v_RRC_TI,

                                                          cs_NAS_RequestWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered,

                                                                                         cs_508_ATTACH_ACCEPT(tsc_EAttachType_EpsOnly,

                                                                                                              cs_TrackingAreaIdListDef_lv,

                                                                                                              f_GutiParameters2MobileIdentity(tsc_IEI_Guti, v_Guti1_Params),

                                                                                                              omit,

                                                                                                              omit,

                                                                                                              cs_EMM_Cause_tv(tsc_Cause_CSDomainNotAvailable), //@sic R5s100875 sic@

                                                                                                              f_GetAdditionalUpdateResult(v_NasInd.Pdu.Msg.aTTACH_REQUEST.addUpdateType, Combined)),  // @sic R5s110176, R5-103681 sic@

                                                                                         cs_508_ActivateDefEpsBearerContextRequest(v_EPS_Bearer_Id,

                                                                                                                                   v_EPS_TI,

                                                                                                                                   v_APN,

                                                                                                                                   f_EUTRA_GetPDNAddress(f_CheckPCOforIPallocationViaNas(v_Pco)),

                                                                                                                                   -,

                                                                                                                                   f_GetDefaultProtocolConfigOptions (v_Pco))));

    //@siclog "Step 9" siclog@

    //+ The UE transmits an ATTACH COMPLETE message

    //+ EXCEPTION: In parallel to the event described in step 9 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place

    //+ performing IP address allocation in the U-plane if requested by the UE.

    //+ EXCEPTION: In parallel to the event described in step 9 below the generic procedure for IMS signalling in the U-plane specified in TS 36.508 subclause 4.5A.3 takes place

    //+ if requested by the UE  @sic R5-133395 sic@

    f_EUTRA_NAS_AttachComplete(eutra_CellA, v_EPS_Bearer_Id);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 9");

    //@siclog "Step 10" siclog@

    f_EUTRA_RRC_ConnectionRelease(eutra_CellA);

…………………….
  }// function fl_tc_9_2_1_2_4_Body
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