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	According to test case specification step 13 - The SS transmits an AUTHENTICATION REQUEST message without integrity protection and ciphering. Same should be applied for AUTHENTICATION RESPONSE.
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Change 1 
	Function name
	fl_TC_9_1_2_3_Body

	Reason for change
	According to test case specification step 13 - The SS transmits an AUTHENTICATION REQUEST message without integrity protection and ciphering. Same should be applied for AUTHENTICATION RESPONSE.
TTCN implementation for these to steps is incorrect because TTCN sends AUTHENTICATION REQUEST integrity protected and ciphered and expects AUTHENTICATION RESPONSE integrity protected and ciphered. In this part of TC UE is detached and Authentication was rejected by network.

According to spec. 24.301 chap. 5.4.2.5:
Upon receipt of an AUTHENTICATION REJECT message, the UE shall set the update status to EU3 ROAMING NOT ALLOWED, delete the stored GUTI, TAI list, last visited registered TAI and KSIASME. The USIM shall be considered invalid until switching off the UE or the UICC containing the USIM is removed.

In step 13, 14 UE does not have security context which could be used for AUTHENTICATION REQUEST, AUTHENTICATION RESPONSE messages.

	Summary of change
	Authentication request and response  should be with no security protection.

	TTCN module
	LTE\9_1\ NAS_Authentication.ttcn

	MCC160 Comment
	Accepted


Before change

    //The SS transmits an AUTHENTICATION REQUEST message without integrity protection and ciphering

    //@siclog "Step 13" siclog@

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,  // @sic R5-153784 sic@

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,

                                                                          v_SecurityParams.AuthParams.RandValue,

                                                                          v_SecurityParams.AuthParams.AUTN))));

    //The UE transmits an AUTHENTICATION RESPONSE.

    //@siclog "Step 14" siclog@

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,  // @sic R5-153784 sic@

                                         cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,
                                                           cr_AUTHENTICATION_RESPONSE))) -> value v_ReceivedAsp;
 After change

    //The SS transmits an AUTHENTICATION REQUEST message without integrity protection and ciphering

    //@siclog "Step 13" siclog@

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,  // @sic R5-153784 sic@

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_NoSecurityProtection, 

                                                cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,

                                                                          v_SecurityParams.AuthParams.RandValue,

                                                                          v_SecurityParams.AuthParams.AUTN))));

    //The UE transmits an AUTHENTICATION RESPONSE.

    //@siclog "Step 14" siclog@

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,  // @sic R5-153784 sic@

                                         cr_NAS_Indication(tsc_SHT_NoSecurityProtection,
                                                           cr_AUTHENTICATION_RESPONSE))) -> value v_ReceivedAsp;
