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2 Corrections to testcase 9.2.3.2.1b
2.1 fl_TC_9_2_3_2_1b_Body
	Object name 
	fl_TC_9_2_3_2_1b_Body

	Reason for change
	When testing in voice centric mode the auth related parameters are sent early to the UTRAN entity, This will result in security procedures not being successful on utran side due to mismatch of keys.

	Summary of change
	Removed code and sent the f_EUTRA_SendAuthParameters after detach

	Source of change
	/9_2/NAS_TrackingArea_UG.ttcn

	Label
	

	MCC160 Comments
	Accepted in principle but the trigger for the Detach may now be sent before the auth parameters.  This needs to be handled in the other RATs.  See below for implementation.

Similar changes also required in 9.2.1.2.1b and 9.2.3.2.3


Before change: 

	...

...

function fl_TC_9_2_3_2_1b_Body() runs on EUTRA_PTC
  {
    var template (value) CellPowerList_Type v_CellPowerList;
    var GutiParameters_Type v_Guti1_Params := f_EUTRA_CellInfo_GetGuti(eutra_CellA);
    var GutiParameters_Type v_Guti2_Params := f_EUTRA_CellInfo_GetGuti(eutra_CellB);
    var NAS_PlmnId v_PLMNA := f_Asn2Nas_PlmnId(v_Guti1_Params.PLMN_Identity);
    var NAS_PlmnId v_PLMNB := f_Asn2Nas_PlmnId(v_Guti2_Params.PLMN_Identity);
    var NAS_Lac v_Lac1 := f_EUTRA_CellInfo_GetLocationAreaCode(eutra_CellA);
    var NAS_Lac v_Lac2 := f_EUTRA_CellInfo_GetLocationAreaCode(eutra_CellB);
    var NAS_Tac v_TAC1  := '0001'O;
    var NAS_Tac v_TAC2  := '0002'O;
    var template (present) LocAreaId v_LAI_1 := cr_LAI('13'O, v_PLMNA, v_Lac1);
    var template (value)   LocAreaId v_LAI_2 := cs_LAI('13'O, v_PLMNB, v_Lac2);
    var template (omit) MobileIdentity v_MsId := f_GetMSId(Combined); // @sic R5s110176 sic@
    var template (omit) EPS_BearerContextStatus v_EpsBearerCtxtStatus;
    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType(Combined); // @sic R5s110176 sic@
    var NAS_MSG_Indication_Type v_NasInd;
    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;
    var charstring v_OtherRAT := f_EUTRA_GetOtherRAT();
    var boolean v_RcvdComplete := false;
    var NAS_AttDetValue_Type v_EDetachType :=f_GetEDetachType(Combined);
    timer t_Wait2 := 2.0; // Wait for Attach Complete/Detach
    //@siclog "Step 1" siclog@
    . . . 

    //@siclog "Step 4" siclog@
    if (pc_CS_PS_voice_centric and px_UE_CS_PS_UsageSetting_Tested == VOICE_CENTRIC) {// @sic R5-115715 sic@ @sic R5s120079r1 sic@ @sic R5s120274 sic@
      // Table 9.2.3.2.3.3.2-2
      select (v_OtherRAT) {
        case ("UTRAN") {
          f_EUTRA_SendAuthParameters(eutra_CellB,UTRAN);  //Send updated keys @sic R5s120649 sic@
        }
        case ("GERAN") {
          f_EUTRA_SendAuthParameters(eutra_CellB,GERAN);  //Send updated keys @sic R5s120649 sic@
        }
      }
      t_Wait2.start;
      alt {
        [not v_RcvdComplete] SRB.receive(car_SRB1_NasPdu_IND(eutra_CellB,
                                                             cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,
                                                                               cr_508_TAU_Complete)))
          {
            t_Wait2.start;
            v_RcvdComplete := true;
            repeat;
          }
        [] SRB.receive(car_SRB1_NasPdu_IND(eutra_CellB,
                                           cr_NAS_Indication (tsc_SHT_IntegrityProtected_Ciphered,
                                                              cr_508_DETACH_REQUEST_MO(cr_NAS_KeySetIdentifier (?, ?), // @sic R5s110031 sic@
                                                                                       f_GutiParameters2MobileIdentity(omit, v_Guti2_Params), // @sic R5s120834 sic@
                                                                                       cr_DetachType(?, v_EDetachType)))))
          {
            t_Wait2.stop;
            f_EUTRA_SendTriggerToOtherRAT();
            SRB.send (cas_SRB1_NasPdu_REQ ( eutra_CellB,
                                            cs_TimingInfo_Now,
                                            cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                           cs_508_DETACH_ACCEPT)));
            f_EUTRA_RRC_ConnectionRelease (eutra_CellB, v_RRC_TI);
          }
        [] t_Wait2.timeout
          {
            f_EUTRA_RRC_ConnectionRelease (eutra_CellB, v_RRC_TI);
          }
      }
...
...

	


After change: 

	...

function fl_TC_9_2_3_2_1b_Body() runs on EUTRA_PTC
  {
    var template (value) CellPowerList_Type v_CellPowerList;
    var GutiParameters_Type v_Guti1_Params := f_EUTRA_CellInfo_GetGuti(eutra_CellA);
    var GutiParameters_Type v_Guti2_Params := f_EUTRA_CellInfo_GetGuti(eutra_CellB);
    var NAS_PlmnId v_PLMNA := f_Asn2Nas_PlmnId(v_Guti1_Params.PLMN_Identity);
    var NAS_PlmnId v_PLMNB := f_Asn2Nas_PlmnId(v_Guti2_Params.PLMN_Identity);
    var NAS_Lac v_Lac1 := f_EUTRA_CellInfo_GetLocationAreaCode(eutra_CellA);
    var NAS_Lac v_Lac2 := f_EUTRA_CellInfo_GetLocationAreaCode(eutra_CellB);
    var NAS_Tac v_TAC1  := '0001'O;
    var NAS_Tac v_TAC2  := '0002'O;
    var template (present) LocAreaId v_LAI_1 := cr_LAI('13'O, v_PLMNA, v_Lac1);
    var template (value)   LocAreaId v_LAI_2 := cs_LAI('13'O, v_PLMNB, v_Lac2);
    var template (omit) MobileIdentity v_MsId := f_GetMSId(Combined); // @sic R5s110176 sic@
    var template (omit) EPS_BearerContextStatus v_EpsBearerCtxtStatus;
    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType(Combined); // @sic R5s110176 sic@
    var NAS_MSG_Indication_Type v_NasInd;
    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;
    var charstring v_OtherRAT := f_EUTRA_GetOtherRAT();
    var boolean v_RcvdComplete := false;
    var NAS_AttDetValue_Type v_EDetachType :=f_GetEDetachType(Combined);
    timer t_Wait2 := 2.0; // Wait for Attach Complete/Detach
    //@siclog "Step 1" siclog@
    . . . 
    //@siclog "Step 4" siclog@
    if (pc_CS_PS_voice_centric and px_UE_CS_PS_UsageSetting_Tested == VOICE_CENTRIC) {// @sic R5-115715 sic@ @sic R5s120079r1 sic@ @sic R5s120274 sic@
      // Table 9.2.3.2.3.3.2-2
     /* select (v_OtherRAT) {
        case ("UTRAN") {
          f_EUTRA_SendAuthParameters(eutra_CellB,UTRAN);  //Send updated keys @sic R5s120649 sic@
        }
        case ("GERAN") {
          f_EUTRA_SendAuthParameters(eutra_CellB,GERAN);  //Send updated keys @sic R5s120649 sic@
        }
      }*/
      t_Wait2.start;
      alt {
        [not v_RcvdComplete] SRB.receive(car_SRB1_NasPdu_IND(eutra_CellB,
                                                             cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,
                                                                               cr_508_TAU_Complete)))
          {
            t_Wait2.start;
            v_RcvdComplete := true;
            repeat;
          }
        [] SRB.receive(car_SRB1_NasPdu_IND(eutra_CellB,
                                           cr_NAS_Indication (tsc_SHT_IntegrityProtected_Ciphered,
                                                              cr_508_DETACH_REQUEST_MO(cr_NAS_KeySetIdentifier (?, ?), // @sic R5s110031 sic@
                                                                                       f_GutiParameters2MobileIdentity(omit, v_Guti2_Params), // @sic R5s120834 sic@
                                                                                       cr_DetachType(?, v_EDetachType)))))
          {
            t_Wait2.stop;
            f_EUTRA_SendTriggerToOtherRAT();
            SRB.send (cas_SRB1_NasPdu_REQ ( eutra_CellB,
                                            cs_TimingInfo_Now,
                                            cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                           cs_508_DETACH_ACCEPT)));
            f_EUTRA_RRC_ConnectionRelease (eutra_CellB, v_RRC_TI);
          }
        [] t_Wait2.timeout
          {
            f_EUTRA_RRC_ConnectionRelease (eutra_CellB, v_RRC_TI);
          }
      }
        // now wait until finished on other cell
      select (v_OtherRAT) {
        case ("UTRAN") {
          f_EUTRA_SendAuthParameters(eutra_CellB,UTRAN);  //Send updated keys @sic R5s120649 sic@
          f_IRAT_WaitForCoOrd_Trigger(UTRAN);
        }
        case ("GERAN") {
          f_EUTRA_SendAuthParameters(eutra_CellB,GERAN);  //Send updated keys @sic R5s120649 sic@
          f_IRAT_WaitForCoOrd_Trigger(GERAN);
        }
      }
...




MCC160 Implementation in GERAN:
    if (pc_CS_PS_voice_centric and px_UE_CS_PS_UsageSetting_Tested == VOICE_CENTRIC) {// @sic R5-115715 sic@ @sic R5s120079r1 sic@ @sic R5s120274 sic@

      // Just receive the message in first

      v_LLCDataInd := f_GPRS_ReceiveUplinkMsg (geran_Cell24, ?);

      // Now check to see if trigger's already been received

      alt { // @sic R5-123651, R5s130259 sic@

        [not v_DetachSent] EUTRA.receive(cmr_IRAT_Trigger)

          { // this message should have already been received

            v_DetachSent := true;

            repeat; // @sic R5s120835 sic@

          }

        // Now process the Auth parameters  

        [] EUTRA.receive (cmr_IRAT_AuthInfo) -> value v_RxdMsg

          {

            v_SecurityInfo.authPS := v_RxdMsg.Authentication.AuthPS;

            if ( isvalue (v_RxdMsg.Authentication.AuthCS)) 

            {

              v_SecurityInfo.authCS := v_RxdMsg.Authentication.AuthCS;

            }

            f_GERAN_SecurityInfo_Set (v_SecurityInfo);

          }
      }

      //@siclog "Step 3b1" siclog@

MCC160 Implementation in UTRAN:
      // Do this first to ensure test doesn't fail whilst waiting for auth params to be sent (co-ord msgs aren't in default behaviour)

      //@siclog "Step 6a1" siclog@

      U_TM.receive(car_RRC_ConnReq(utran_Cell5,

                                      tsc_RB0,

                                      cr_108_RRC_ConnReq_r8(?))) -> value v_RLC_TR_DATA_IND;

      v_InitialUE_Id := v_RLC_TR_DATA_IND.tM_message.uL_CCCH_Message.message_.rrcConnectionRequest.initialUE_Identity;

      f_UTRAN_CheckReleaseIndicator ( v_RLC_TR_DATA_IND.tM_message.uL_CCCH_Message.message_.rrcConnectionRequest.v3d0NonCriticalExtensions.v4b0NonCriticalExtensions.rrcConnectionRequest_v4b0ext.accessStratumReleaseIndicator);

      // Now check the co-ordination messages already received

      alt { // @sic R5s130259 sic@

        [not v_DetachSent] EUTRA.receive(cmr_IRAT_Trigger)

          { // this message should have been received before the RRC Connection established

            v_DetachSent := true;

            repeat;

          }

        [] EUTRA.receive (cmr_IRAT_AuthInfo) -> value v_RxdMsg

          {

            v_SecurityInfo.authKeys.AuthPS := v_RxdMsg.Authentication.AuthPS;

            if (isvalue(v_RxdMsg.Authentication.StartPS)) { 

              v_SecurityInfo.start_PS := v_RxdMsg.Authentication.StartPS;

            }

            if (isvalue(v_RxdMsg.Authentication.StartCS)) { 

              v_SecurityInfo.start_CS := v_RxdMsg.Authentication.StartCS;

            }

            if ( isvalue (v_RxdMsg.Authentication.AuthCS))

            {

              v_SecurityInfo.authKeys.AuthCS.CKey := v_RxdMsg.Authentication.AuthCS.CK;

              v_SecurityInfo.authKeys.AuthCS.IKey := v_RxdMsg.Authentication.AuthCS.IK;

              v_SecurityInfo.authKeys.AuthCS.CKeySeq:= v_RxdMsg.Authentication.AuthCS.KeySeq;

              }

            f_UTRAN_Security_Set (v_SecurityInfo);

           }

      }

      f_UTRAN_RRC_ConnEst_WithoutRRCConnectionReq ( utran_Cell5, v_InitialUE_Id );
      alt { // @sic R5-123651 sic@

        //@siclog "Step 3a1" siclog@

        [not v_DetachSent] U_Dc.receive(car_PS_InitDirectTransfer(utran_CellDedicated,
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