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	According to spec. 25.331-b40 section 8.1.12.3 if the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED UE release all its radio resources, clear variables and enter idle mode. 

Therefore it is necessary to ensure that the IE "Security capability" is same as indicated by the variable UE_CAPABILITY_TRANSFERRED.
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	Add new function f_EUTRA_UTRA_Capability_13_1_5 and replace it with f_EUTRA_UTRA_Capability. In this function UE Capability Information message is received and ciphering Algorithm capability information is extracted. It is used to set the cipheringAlgorithmCapability IE which is sent in the Security Mode Command message. The value of UEA2 support is set as per TS 25.331-b40 section 10.3.3.37 which says that UEA2 is TRUE if "Security capability indication" of "UE radio access capability compressed" shall be set to TRUE.
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Corrections required for test case 13.1.5
Change 1

	Testcase name
	13.1.5

	Reason for change
	According to spec. 25.331-b40 section 8.1.12.3 if the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED UE release all its radio resources, clear variables and enter idle mode. 
Therefore it is necessary to ensure that the IE "Security capability" is same as indicated by the variable UE_CAPABILITY_TRANSFERRED.

	Summary of change
	Add new function f_EUTRA_UTRA_Capability_13_1_5 and replace it with f_EUTRA_UTRA_Capability. In this function UE Capability Information message is received and ciphering Algorithm capability information is extracted. It is used to set the Security Capability IE which is sent in the Security Mode Command message. The value of UEA2 support is set as per TS 25.331-b40 section 10.3.3.37 which says that UEA2 is TRUE if "Security capability indication" of "UE radio access capability compressed" shall be set to TRUE.

	Source of change
	\13\MultiLayer_Procedures_EU.ttcn
\13\MultiLayer_Procedures_EU_UTRAN.ttcn
\CommonEUTRA\EUTRA_IRATFunctions.ttcn


Before change:

	function f_TC_13_1_5_EUTRA() runs on EUTRA_PTC

  {
…

//@siclog "Step 3" siclog@

    //Make the UE initiate an outgoing call

    f_UT_RequestCSCall(UT);

    //@siclog "Step 4" siclog@

    //The UE transmits an ULInformationTransfer message including Extanded Service Request

    SRB.receive(car_SRB2_NasPdu_IND(eutra_Cell1,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_EXT_SERVICE_REQUEST_MO(f_EUTRA_SecurityKSIasme_Get(),

                                                                                bit2oct(v_GutiParams.M_TMSI)))));

    //@siclog "Step 4A - 4B" siclog@

    f_EUTRA_UTRA_Capability (eutra_Cell1); //@sic R5-120776 sic@                        
    //Get NAS DL Count

    v_NasCountDL := f_EUTRA_SS_NAS_CountGetDLNext(); // @sic R5s110382 sic@

    //nas-securityParamFromEUTRA is the 4 least significant bits of the NAS downlink COUNT value 36.508, Table 4.6.1-6

    v_Nas_SecurityParamFromEUTRA := substr( v_NasCountDL, 3, 1);

     


After change :

	 function f_TC_13_1_5_EUTRA() runs on EUTRA_PTC

  {
…

//@siclog "Step 3" siclog@

    //Make the UE initiate an outgoing call

    f_UT_RequestCSCall(UT);

    //@siclog "Step 4" siclog@

    //The UE transmits an ULInformationTransfer message including Extanded Service Request

    SRB.receive(car_SRB2_NasPdu_IND(eutra_Cell1,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_EXT_SERVICE_REQUEST_MO(f_EUTRA_SecurityKSIasme_Get(),

                                                                                bit2oct(v_GutiParams.M_TMSI)))));

    //@siclog "Step 4A - 4B" siclog@

    f_EUTRA_UTRA_Capability_13_1_5 (eutra_Cell1); //@sic R5-120776 sic@                        
    //Get NAS DL Count

    v_NasCountDL := f_EUTRA_SS_NAS_CountGetDLNext(); // @sic R5s110382 sic@

    //nas-securityParamFromEUTRA is the 4 least significant bits of the NAS downlink COUNT value 36.508, Table 4.6.1-6

    v_Nas_SecurityParamFromEUTRA := substr( v_NasCountDL, 3, 1);

     


Before change:

	 function f_TC_13_1_5_UTRAN() runs on UTRAN_PTC

  {

    var integer v_T0_CPICH_Cell5 := -70;

    var integer v_T0_PCCPCH_Cell5 := -72;

    var octetstring v_IPv4IPv6_IcmpEchoReply := f_IPv4IPv6_IcmpEchoReply(f_LoopbackModeB_IP_Address_UE());      /* @sic R5s120470 sic@ */

    var bitstring v_IpPacket_Bitstring := oct2bit(v_IPv4IPv6_IcmpEchoReply);

    //Initialise all cells

    f_UTRAN_Init (EUTRA_UTRAN);
…

f_UTRAN_TestBody_Set(true);

    //Receive authentication parameters and continue with the test case

    f_UTRAN_InterRAT_InitialiseAuthParams();

    //Configure ciphering in SS before HO

    f_UTRAN_ConfigureCipheringBeforeHO (utran_Cell5);

    //Notify E-UTRA completion of Ciphering config

    f_IRAT_SendCoOrd (EUTRA, cms_IRAT_Trigger);

    //@siclog "Step 6-13" siclog@

    //Perfrom 36.508 cl. 6.4.3.7.6 - CS fallback to UTRAN with Handover / MO call

    f_UTRAN_CS_Fallback_WithHandover(utran_Cell5, false);


After change :

	 function f_TC_13_1_5_UTRAN() runs on UTRAN_PTC

  {

    var integer v_T0_CPICH_Cell5 := -70;

    var integer v_T0_PCCPCH_Cell5 := -72;

    var octetstring v_IPv4IPv6_IcmpEchoReply := f_IPv4IPv6_IcmpEchoReply(f_LoopbackModeB_IP_Address_UE());      /* @sic R5s120470 sic@ */

    var bitstring v_IpPacket_Bitstring := oct2bit(v_IPv4IPv6_IcmpEchoReply);

    var IRAT_Coordination_MSG v_IRAT_Coordination_MSG;

    var UTRAN_SecurityInfo_Type v_SecurityInfo;                                         
…

f_UTRAN_TestBody_Set(true);

    //Receive authentication parameters and continue with the test case

    f_UTRAN_InterRAT_InitialiseAuthParams();

    EUTRA.receive (cmr_IRAT_OctetData) -> value v_IRAT_Coordination_MSG; 

    if (v_IRAT_Coordination_MSG.OctetData == '00'O)                                      

    {

      v_SecurityInfo := f_UTRAN_Security_Get();

      v_SecurityInfo.cipheringAlgorithmCapability := '0000000000000011'B; 

      f_UTRAN_Security_Set(v_SecurityInfo);

    }
    //Configure ciphering in SS before HO

    f_UTRAN_ConfigureCipheringBeforeHO (utran_Cell5);

    //Notify E-UTRA completion of Ciphering config

    f_IRAT_SendCoOrd (EUTRA, cms_IRAT_Trigger);

    //@siclog "Step 6-13" siclog@

    //Perfrom 36.508 cl. 6.4.3.7.6 - CS fallback to UTRAN with Handover / MO call

    f_UTRAN_CS_Fallback_WithHandover(utran_Cell5, false);

     

	


New function :

\CommonEUTRA\EUTRA_IRATFunctions.ttcn
	import from CommonIratDefs all;                                          

import from UTRAN_RRC_ASN1_Definitions language "ASN.1:2002" all;
…

…

     function f_EUTRA_UTRA_Capability_13_1_5(EUTRA_CellId_Type p_CellId, boolean p_StartCS := false)  runs on EUTRA_PTC                

  {

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var SRB_COMMON_IND v_RxdAsp;

    var B20_Type v_UTRAN_StartPS;

    var template (omit) B20_Type v_UTRAN_StartCS := omit;

    var InterRATHandoverInfo v_Received_UeCapabilitiesRAT_Container_UTRAN;         

    var octetstring v_securityCapabilityIndication := '00'O;

    SRB.send(cas_SRB1_RrcPdu_REQ( p_CellId,

                                    cs_TimingInfo_Now,

                                    cs_508_UeCapabilityEnquiry(v_RRC_TI, cs_UE_CapabilityRequest_EUTRA_UTRA)));

    SRB.receive(car_SRB1_RrcPdu_IND(p_CellId, cr_508_UeCapabilityInformation(v_RRC_TI, cr_EutraCapInfo_EUTRA_UTRA))) -> value v_RxdAsp; // @sic R5s120138 sic@

    v_UTRAN_StartPS := f_U_DecodeInterRatHandoverInfo_AndGetStartPSValue (v_RxdAsp.Signalling.Rrc.Dcch.message_.c1.ueCapabilityInformation.criticalExtensions.c1.ueCapabilityInformation_r8.ue_CapabilityRAT_ContainerList[1].ueCapabilityRAT_Container);

    if (p_StartCS) {

      v_UTRAN_StartCS := f_U_DecodeInterRatHandoverInfo_AndGetStartCSValue (v_RxdAsp.Signalling.Rrc.Dcch.message_.c1.ueCapabilityInformation.criticalExtensions.c1.ueCapabilityInformation_r8.ue_CapabilityRAT_ContainerList[1].ueCapabilityRAT_Container);

    }

    v_Received_UeCapabilitiesRAT_Container_UTRAN := f_U_DecodeInterRatHandoverInfo (v_RxdAsp.Signalling.Rrc.Dcch.message_.c1.ueCapabilityInformation.criticalExtensions.c1.ueCapabilityInformation_r8.ue_CapabilityRAT_ContainerList[1].ueCapabilityRAT_Container)

    if (ispresent(v_Received_UeCapabilitiesRAT_Container_UTRAN.v390NonCriticalExtensions.present_.v3a0NonCriticalExtensions.laterNonCriticalExtensions.v3g0NonCriticalExtensions.v4b0NonCriticalExtensions.v4d0NonCriticalExtensions.v590NonCriticalExtensions.v690NonCriticalExtensions.v6b0NonCriticalExtensions.v6e0NonCriticalExtensions.v770NonCriticalExtensions.interRATHandoverInfo_v770ext.ue_RadioAccessCapabilityComp.securityCapabilityIndication) )

    {

     v_securityCapabilityIndication := '01'O; 

    }

    // then get latest security params and send them over

    f_EUTRA_SendAuthParameters (p_CellId, UTRAN, false, p_StartCS, v_UTRAN_StartPS, v_UTRAN_StartCS);

    f_IRAT_SendCoOrd(UTRAN, cms_IRAT_OctetData(v_securityCapabilityIndication));

  }
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