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	Reason for change:
(

	CR R5-130618 changed the px_CipherAlg PIXIT parameter type from B3 to GPRS_CipheringAlgorithm_Type while removing GEA1 ciphering algorithm support.  However the change of PIXIT parameter type has impact on backward compatibility with previous TTCN releases and should be avoided.

	
	

	Summary of change:
(

	Type of px_CipherAlg parameter was changed from GPRS_CipheringAlgorithm_Type back to the previously used B3_Type type. Additional checks were added in TTCN to prevent the user from setting the ‘001’B value (GEA1) for this PIXIT.
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Corrections required
Change 1

	Testcase name
	

	Reason for change
	Change of pixit parameter type could have impact on backward compatibility with previous IWD TTCN suites. 

	Summary of change
	To change the type of px_CipherAlg parameter from GPRS_CipheringAlgorithm_Type to the previously used B3_Type type                

	Source of change
	PicsPixit\UTRAN_Parameters.ttcn

	MCC160
	For backward compatibility and to keep a clear list of allowed values in the type level, the pixit is renamed to px_GPRS_CipheringAlorithm, but the type remains an enumerated type.
SS vendors are allowed to keep the pixit px_CipherAlg for a transition period of maximum 2 GCF meeting cycles. 


Before change:

	modulepar GPRS_CipheringAlgorithm_Type px_CipherAlg                := gea2;          // @desc  NAS Ciphering Algorithm, Default value: (GEA/2)

                                                                                        // Reference to other Spec: 34.123-3, Table B.1


After change :

	modulepar B3_Type                     px_CipherAlg                := '010'B;          // @desc  NAS Ciphering Algorithm, Default value: (GEA/2) '010'B

                                                                                        // Reference to other Spec: 34.123-3, Table B.1




Change 2
	Testcase name
	

	Reason for change
	Change of pixit parameter type could have impact on backward compatibility with previous IWD TTCN suites.  As the GEA1 algorith is not allowed, the check for the pixit setting is introduced.

	Summary of change
	To change the type of px_CipherAlg parameter from GPRS_CipheringAlgorithm_Type to the previously used B3_Type type and check the value.         

	Source of change
	CommonGERAN\GERAN_CellInfo.ttcn

	MCC160 Comments
	Not Needed


Before change:

	function f_GERAN_Security_Init() return GERAN_SecurityInfo_Type

  {

    var template (value) GERAN_SecurityInfo_Type v_SecurityInfo;

    v_SecurityInfo.authPS     := cs_CommonAuthParams_Init(px_eAuthRAND);

    v_SecurityInfo.authCS     := f_AuthenticationInit (valueof (cs_CommonAuthParams_Init(px_eAuthRAND))); // @sic R5s120498 sic@

    v_SecurityInfo.cipherKey  := px_CipherKey;                 // cipher key

    v_SecurityInfo.cipherMode := cs_CipherModeSettingGSM;            // ciphering algorithm and cipher starting flag, 3GPP TS 44.018 clause 10.5.2.9

    v_SecurityInfo.gprsCipherAlg := int2bit (enum2int(px_CipherAlg), 3); // @sic R5-130618 sic@
    v_SecurityInfo.CSinOtherRAT := false;  // @sic R5s110168 change 8.1 sic@

    return valueof(v_SecurityInfo);

  }


After change :

	  function f_GERAN_Security_Init() return GERAN_SecurityInfo_Type

  {

    var template (value) GERAN_SecurityInfo_Type v_SecurityInfo;
    f_CheckGeaAlgorithm();   
    v_SecurityInfo.authPS     := cs_CommonAuthParams_Init(px_eAuthRAND);

    v_SecurityInfo.authCS     := f_AuthenticationInit (valueof (cs_CommonAuthParams_Init(px_eAuthRAND))); // @sic R5s120498 sic@

    v_SecurityInfo.cipherKey  := px_CipherKey;                 // cipher key

    v_SecurityInfo.cipherMode := cs_CipherModeSettingGSM;            // ciphering algorithm and cipher starting flag, 3GPP TS 44.018 clause 10.5.2.9

    v_SecurityInfo.gprsCipherAlg := px_CipherAlg;
    v_SecurityInfo.CSinOtherRAT := false;  // @sic R5s110168 change 8.1 sic@

    return valueof(v_SecurityInfo);

  }


Change 3
	Testcase name
	

	Reason for change
	Change of pixit parameter type could have impact on backward compatibility with previous IWD TTCN suites. 

	Summary of change
	To change the type of px_CipherAlg parameter from GPRS_CipheringAlgorithm_Type to the previously used B3_Type type                

	Source of change
	CommonIRAT\GERAN_CapabilityFunctions.ttcn

	MCC160 Comments
	Not Needed


Before change:

	function f_G_EncodePSHandoverToGeranCommand(integer p_Cell_ARFCN,

                                              B3_Type p_NCC,

                                              B3_Type p_BCC,

                                              integer p_GPRS_ARFCN,

                                              boolean p_UplinkTBF := true,

                                              boolean p_NASContainer := false) return octetstring

  {

    var template (value) GlobalTFI v_GlobalTFIul;

    var bitstring v_Bitstring;

    var octetstring v_Octetstring;

    var B1_Type v_NMask := '0'B;

    var template (omit) B7_Type v_NLen := omit;

    var template (omit) octetstring v_NASContainer := omit;

    if (p_UplinkTBF) {

      v_GlobalTFIul := cs_GlobalTFIul;

    } else {

      v_GlobalTFIul := cs_GlobalTFIdl;

    }

    if (p_NASContainer) {

      // Octet 1: Spare 3, oldXID, spare 1, Type of Ciphering Algorithm

      // Octets 2-5: IOV-UI value

      v_NASContainer := bit2oct(tsc_Spare3&'1'B&tsc_Spare1& int2bit (enum2int(px_CipherAlg), 3)) & '00000000'O; // @sic R5-130618 sic@
      v_NMask := '1'B;

      v_NLen := int2bit(lengthof(v_NASContainer), 7);

    }


After change :

	function f_G_EncodePSHandoverToGeranCommand(integer p_Cell_ARFCN,

                                              B3_Type p_NCC,

                                              B3_Type p_BCC,

                                              integer p_GPRS_ARFCN,

                                              boolean p_UplinkTBF := true,

                                              boolean p_NASContainer := false) return octetstring

  {

    var template (value) GlobalTFI v_GlobalTFIul;

    var bitstring v_Bitstring;

    var octetstring v_Octetstring;

    var B1_Type v_NMask := '0'B;

    var template (omit) B7_Type v_NLen := omit;

    var template (omit) octetstring v_NASContainer := omit;

    if (p_UplinkTBF) {

      v_GlobalTFIul := cs_GlobalTFIul;

    } else {

      v_GlobalTFIul := cs_GlobalTFIdl;

    }

    if (p_NASContainer) {

      // Octet 1: Spare 3, oldXID, spare 1, Type of Ciphering Algorithm

      // Octets 2-5: IOV-UI value

      v_NASContainer := bit2oct(tsc_Spare3&'1'B&tsc_Spare1&px_CipherAlg) & '00000000'O;
      v_NMask := '1'B;

      v_NLen := int2bit(lengthof(v_NASContainer), 7);

    }


Change 4

	Testcase name
	

	Reason for change
	Change of pixit parameter type could have impact on backward compatibility with previous IWD TTCN suites. 

	Summary of change
	To change the type of px_CipherAlg parameter from GPRS_CipheringAlgorithm_Type to the previously used B3_Type type                

	Source of change
	CommonUTRAN\UTRAN_NAS_PDU_Templates.ttcn

	MCC160 Comments
	Not Needed


Before change:

	template (value) RRCDataReqType cs_U_AuthAndCiphReq(template (value) RAND p_Rand,

                                                      template (value) CiphKeySeqNum p_CiphKeySeqNum,

                                                      template (value) AUTN p_Autn) :=

  { /* @status    APPROVED */

    authenticationAndCipheringRequest := cs_AuthAndCiphReq_Common(p_Rand, p_CiphKeySeqNum, int2bit (enum2int(px_CipherAlg), 3), p_Autn) // @sic R5-130618 sic@
  };


After change :

	template (value) RRCDataReqType cs_U_AuthAndCiphReq(template (value) RAND p_Rand,

                                                      template (value) CiphKeySeqNum p_CiphKeySeqNum,

                                                      template (value) AUTN p_Autn) :=

  { /* @status    APPROVED */

    authenticationAndCipheringRequest := cs_AuthAndCiphReq_Common(p_Rand, p_CiphKeySeqNum, px_CipherAlg, p_Autn)
  };


Change 5

	Testcase name
	

	Reason for change
	Some UTRAN test cases use template defined in the change 4. Therefore the UTRAN part has to also check the GEA algorithm.  

	Summary of change
	Check the GEA algorithm used.                

	Source of change
	CommonUTRAN\UTRAN_CellInfo.ttcn

	MCC160 Comments
	Not Needed


Before change:

	function f_UTRAN_SecurityInfo_Init() runs on UTRAN_PTC return  UTRAN_SecurityInfo_Type

  {

    var template (value) UTRAN_SecurityInfo_Type v_SecurityInfo;

    // Check that for UTRAN TDD, px_UTRAN_CipheringAlgorithm=uea0

    // @sic R5-123750 sic@

    if ((px_UTRAN_ModeUnderTest == UTRAN_TDD) and ( px_UTRAN_CipheringAlgorithm != uea0)) {

       f_UTRAN_SetVerdictFailOrInconc(__FILE__, __LINE__, "px_UTRAN_CipheringAlgorithm not set to uea0 in UTRAN TDD");

     }

    v_SecurityInfo.cs_cipheringStarted := false;

    v_SecurityInfo.ps_cipheringStarted := false;

    v_SecurityInfo.recentSecureDomain := ps_domain;  // the domain on which security was recently started, and hence the SRB are ciphered and Integrit protected with this domain.

    v_SecurityInfo.dL_CipherMode   := cs_CipheringModeCmdOn ( uea2 );

    v_SecurityInfo.dL_CipherMode_r99 := cs_Null_CipheringModeCommand; // @sic R5s120904 sic@

    v_SecurityInfo.uL_CipherMode   := omit;

    v_SecurityInfo.cipheringAlgorithmCapability := '0000000000000111'B;

    v_SecurityInfo.integrityStarted := false;


After change :

	function f_UTRAN_SecurityInfo_Init() runs on UTRAN_PTC return  UTRAN_SecurityInfo_Type

  {

    var template (value) UTRAN_SecurityInfo_Type v_SecurityInfo;

    f_CheckGeaAlgorithm();      

    // Check that for UTRAN TDD, px_UTRAN_CipheringAlgorithm=uea0

    // @sic R5-123750 sic@

    if ((px_UTRAN_ModeUnderTest == UTRAN_TDD) and ( px_UTRAN_CipheringAlgorithm != uea0)) {

       f_UTRAN_SetVerdictFailOrInconc(__FILE__, __LINE__, "px_UTRAN_CipheringAlgorithm not set to uea0 in UTRAN TDD");

     }

    v_SecurityInfo.cs_cipheringStarted := false;

    v_SecurityInfo.ps_cipheringStarted := false;

    v_SecurityInfo.recentSecureDomain := ps_domain;  // the domain on which security was recently started, and hence the SRB are ciphered and Integrit protected with this domain.

    v_SecurityInfo.dL_CipherMode   := cs_CipheringModeCmdOn ( uea2 );

    v_SecurityInfo.dL_CipherMode_r99 := cs_Null_CipheringModeCommand; // @sic R5s120904 sic@

    v_SecurityInfo.uL_CipherMode   := omit;

    v_SecurityInfo.cipheringAlgorithmCapability := '0000000000000111'B;

    v_SecurityInfo.integrityStarted := false;


Change 6

	Testcase name
	

	Reason for change
	The GEA1 parameter is no longer allowed based on R5-130618. If the test case starts with this setting it has to invoke error message.

	Summary of change
	The function will check GEA parameter set in pixits. 

	Source of change
	CommonNAS\NAS_AuthenticationCommon.ttcn

	MCC160 Comments
	Not Needed


New function:

	  import from UTRAN_Parameters all;   

…

function f_CheckGeaAlgorithm()   

  {

    if (px_CipherAlg == '001'B) {

       FatalError (__FILE__, __LINE__, "wrong security configuration, GEA1 Algorithm is not allowed, see R5-130618");

    }

  }
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