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	Reason for change:
(

	If the UE reports just the LTE security capabilities in AttachRequest message then the securityModeCommand should have omitted UTRAN (ueaCap, uiaCap) and GERAN (geaCap) security capabilieties. Current implementation is not according the spec 24.301  9.9.3.36 UE security capability: 

Octets 5, 6, and 7 are optional. If octet 5 is included, then also octet 6 shall be included and octet 7 may be included.
If a UE did not indicate support of any security algorithm for Gb mode, octet 7 shall not be included. If the UE did not indicate support of any security algorithm for Iu mode and Gb mode, octets 5, 6, and 7 shall not be included.
If the UE did not indicate support of any security algorithm for Iu mode but indicated support of a security algorithm for Gb mode, octets 5, 6, and 7 shall be included. In this case octets 5 and 6 are filled with the value of zeroes.

	
	

	Summary of change:
(

	Check if ueaCap and uiaCap are ‘00’O and if yes, set it to omit instead of ‘00’O
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not approved:
	A conformant UE may fails the NAS Security procedure.
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Change 1

	Reason for change
	If the UE reports just the LTE security capabilities in AttachRequest message then the securityModeCommand should have omitted UTRAN (ueaCap, uiaCap) and GERAN (geaCap) security capabilieties. Current implementation is not according the spec 24.301  9.9.3.36 UE security capability: 

Octets 5, 6, and 7 are optional. If octet 5 is included, then also octet 6 shall be included and octet 7 may be included.
If a UE did not indicate support of any security algorithm for Gb mode, octet 7 shall not be included. If the UE did not indicate support of any security algorithm for Iu mode and Gb mode, octets 5, 6, and 7 shall not be included.
If the UE did not indicate support of any security algorithm for Iu mode but indicated support of a security algorithm for Gb mode, octets 5, 6, and 7 shall be included. In this case octets 5 and 6 are filled with the value of zeroes.



	Summary of change
	check if ueaCap and uiaCap are ‘00’O and if yes, set it to omit instead of ‘00’O

	Source of change
	CommonEUTRA\EUTRA_NASSteps.ttcn


Before change:

	  function f_EUTRA_FillNAS_SecurityCapability_Common(UE_NetworkCap p_UeNetworkCapability,

                                                     template (omit) MS_NetworkCap p_MsNetworkCapability) return UE_SecurityCapability

  { /* @sic R5s110014 sic@ */

    var UE_SecurityCapability v_SecurityCapability;

    var MS_NetworkCap v_MS_NetworkCap;

    var B8_Type v_GEA := '00000000'B;

    var integer v_Length := 2;

    v_SecurityCapability.eeaCap := p_UeNetworkCapability.eeaCap;

    v_SecurityCapability.eiaCap := p_UeNetworkCapability.eiaCap;

    if (ispresent(p_UeNetworkCapability.ueaCap)) {

      v_SecurityCapability.ueaCap := p_UeNetworkCapability.ueaCap;

      v_Length := v_Length + 2; // if octet 5 is present, 6 will be too @sic R5s100485 sic@

      if (ispresent(p_UeNetworkCapability.uiaCap)) {

        v_SecurityCapability.uiaCap := p_UeNetworkCapability.uiaCap and4b '7f'O; // @sic R5s100520 sic@

      } else {

        v_SecurityCapability.uiaCap := '00'O; // @sic R5s100485 sic@

      }

    } else {

      v_SecurityCapability.ueaCap := omit;

      v_SecurityCapability.uiaCap := omit; // @sic R5s100184 sic@

    }

    if (isvalue (p_MsNetworkCapability)) {

      v_MS_NetworkCap := valueof(p_MsNetworkCapability);

      if (v_MS_NetworkCap.gea1 == '1'B) {

        v_GEA := v_GEA or4b '01000000'B; // error corrected in delivery

      }

      if (v_MS_NetworkCap.gea2 == '1'B) {

        v_GEA := v_GEA or4b '00100000'B; // error corrected in delivery

      }

      if (v_MS_NetworkCap.gea3 == '1'B) {

        v_GEA := v_GEA or4b '00010000'B; // error corrected in delivery

      }

      if (v_MS_NetworkCap.gea4 == '1'B) {

        v_GEA := v_GEA or4b '00001000'B; // error corrected in delivery

      }

      if (v_MS_NetworkCap.gea5 == '1'B) {

        v_GEA := v_GEA or4b '00000100'B; // error corrected in delivery

      }

      if (v_MS_NetworkCap.gea6 == '1'B) {

        v_GEA := v_GEA or4b '00000010'B; // error corrected in delivery

      }

      if (v_MS_NetworkCap.gea7 == '1'B) {

        v_GEA := v_GEA or4b '00000001'B; // error corrected in delivery

      }

      v_Length := v_Length + 1;

      v_SecurityCapability.geaCap := bit2oct (v_GEA); // Now store the completed GEA octet

      if (v_Length == 3) { // UE didn't report any UTRAN capabilities, so set them to 0 @sic R5s100485 sic@

        v_Length := 5;

        v_SecurityCapability.ueaCap := '00'O;

        v_SecurityCapability.uiaCap := '00'O;

      }

    } else {// MS Network Capability not present @sic R5s100184 sic@

      v_SecurityCapability.geaCap := omit;

    }

    v_SecurityCapability.iel := int2oct (v_Length, 1);  // Now store the length

    return v_SecurityCapability;

  }


After change :

	function f_EUTRA_FillNAS_SecurityCapability_Common(UE_NetworkCap p_UeNetworkCapability,

                                                     template (omit) MS_NetworkCap p_MsNetworkCapability) return UE_SecurityCapability

  { /* @sic R5s110014 sic@ */

    var UE_SecurityCapability v_SecurityCapability;

    var MS_NetworkCap v_MS_NetworkCap;

    var B8_Type v_GEA := '00000000'B;

    var integer v_Length := 2;

    v_SecurityCapability.eeaCap := p_UeNetworkCapability.eeaCap;

    v_SecurityCapability.eiaCap := p_UeNetworkCapability.eiaCap;

    if (ispresent(p_UeNetworkCapability.ueaCap)) {

      v_SecurityCapability.ueaCap := p_UeNetworkCapability.ueaCap;

      v_Length := v_Length + 2; // if octet 5 is present, 6 will be too @sic R5s100485 sic@

      if (ispresent(p_UeNetworkCapability.uiaCap)) {

        v_SecurityCapability.uiaCap := p_UeNetworkCapability.uiaCap and4b '7f'O; // @sic R5s100520 sic@

      } else {

        v_SecurityCapability.uiaCap := '00'O; // @sic R5s100485 sic@

      }

      if ((v_SecurityCapability.ueaCap == '00'O) and (v_SecurityCapability.uiaCap == '00'O))     //Anritsu TTCN CR requred

      {

        v_SecurityCapability.ueaCap := omit;

        v_SecurityCapability.uiaCap := omit; // @sic R5s100184 sic@

        v_Length := 2;

      } 

    } else {

      v_SecurityCapability.ueaCap := omit;

      v_SecurityCapability.uiaCap := omit; // @sic R5s100184 sic@

    }

    if (isvalue (p_MsNetworkCapability)) {

      v_MS_NetworkCap := valueof(p_MsNetworkCapability);

      if (v_MS_NetworkCap.gea1 == '1'B) {

        v_GEA := v_GEA or4b '01000000'B; // error corrected in delivery

      }

      if (v_MS_NetworkCap.gea2 == '1'B) {

        v_GEA := v_GEA or4b '00100000'B; // error corrected in delivery

      }

      if (v_MS_NetworkCap.gea3 == '1'B) {

        v_GEA := v_GEA or4b '00010000'B; // error corrected in delivery

      }

      if (v_MS_NetworkCap.gea4 == '1'B) {

        v_GEA := v_GEA or4b '00001000'B; // error corrected in delivery

      }

      if (v_MS_NetworkCap.gea5 == '1'B) {

        v_GEA := v_GEA or4b '00000100'B; // error corrected in delivery

      }

      if (v_MS_NetworkCap.gea6 == '1'B) {

        v_GEA := v_GEA or4b '00000010'B; // error corrected in delivery

      }

      if (v_MS_NetworkCap.gea7 == '1'B) {

        v_GEA := v_GEA or4b '00000001'B; // error corrected in delivery

      }

      v_Length := v_Length + 1;

      v_SecurityCapability.geaCap := bit2oct (v_GEA); // Now store the completed GEA octet

      if (v_Length == 3) { // UE didn't report any UTRAN capabilities, so set them to 0 @sic R5s100485 sic@

        v_Length := 5;

        v_SecurityCapability.ueaCap := '00'O;

        v_SecurityCapability.uiaCap := '00'O;

      }

    } else {// MS Network Capability not present @sic R5s100184 sic@

      v_SecurityCapability.geaCap := omit;

    }

    v_SecurityCapability.iel := int2oct (v_Length, 1);  // Now store the length

    return v_SecurityCapability;

  }
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