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	Reason for change:
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	Following implementation of TTCN CR R5s120967 which added a XID RESET procedure during inter-SGSN Routing Area Update procedure in test cases 6.2.3.1 and 9.2.3.4.1, it is possible that the following the XID RESET, the ciphering initial offset value IOV-UI can become out of sync in the SS and UE, causing the subsequent messages to be discarded. 
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1.1 Change 1

	Testcase name
	

	Protocol
	Idle Mode

	Function Name
	f_GERAN_LLC_XIDReset

	Reason for change
	Following implementation of TTCN CR R5s120967 which added a XID RESET procedure during inter-SGSN Routing Area Update procedure in test cases 6.2.3.1 and 9.2.3.4.1, it is possible that the following the XID RESET, the ciphering initial offset value IOV-UI can become out of sync in the SS and UE, causing the subsequent messages to be discarded. 

	Summary of change
	Following XID negotiation with RESET parameter, initiate XID negotiation of IOV-UI parameter and wait for response from UE

	Source of change
	GERAN_CommonFunctions.ttcn

	MCC160 Comments
	Accepted in principle, but implemented additional change 2 instead


Before:
	  function f_GERAN_LLC_XIDReset(GERAN_CellId_Type p_CellId,

                         SAPI p_SAPI) runs on GERAN_PTC

  {

    var G_L2_DATAMESSAGE_IND v_ChanReq;

    timer t_Wait5S := 5.0;

    var GERAN_CellId_Type v_LLMEId := p_CellId;

    f_GPRS_SendDownlinkMsg(p_CellId, 1, cas_G_LLC_XID_Reset(f_GERAN_TLLI_Get(p_CellId), p_SAPI, v_LLMEId));

    t_Wait5S.start;

    alt {

      [] t_Wait5S.timeout {}

      [] G_LLC.receive (car_G_LLC_XID_IndAny)

        { // already send response, so ignore this

          repeat;

        }

      [] G_L2.receive (car_G_L2_ACCESS_IND ( p_CellId , tsc_PhyCh0 , tsc_RACH , ? , ? , cr_ChanReqOnePhase ))

        -> value v_ChanReq

        {

          t_Wait5S.stop;

          fl_ULTBFOnePhase (p_CellId, v_ChanReq.access, car_G_LLC_XID_IndAny); // @sic R5s120050 MCC160 implementation sic@

        }

    }        

}


After:
	  function f_GERAN_LLC_XIDReset(GERAN_CellId_Type p_CellId,

                         SAPI p_SAPI) runs on GERAN_PTC

  {

    var G_L2_DATAMESSAGE_IND v_ChanReq;

    timer t_Wait5S := 5.0;

    var GERAN_CellId_Type v_LLMEId := p_CellId;

    f_GPRS_SendDownlinkMsg(p_CellId, 1, cas_G_LLC_XID_Reset(f_GERAN_TLLI_Get(p_CellId), p_SAPI, v_LLMEId));

    t_Wait5S.start;

    alt {

      [] t_Wait5S.timeout {}

      [] G_LLC.receive (car_G_LLC_XID_IndAny)

        { // already send response, so ignore this

          repeat;

        }

      [] G_L2.receive (car_G_L2_ACCESS_IND ( p_CellId , tsc_PhyCh0 , tsc_RACH , ? , ? , cr_ChanReqOnePhase ))

        -> value v_ChanReq

        {

          t_Wait5S.stop;

          fl_ULTBFOnePhase (p_CellId, v_ChanReq.access, car_G_LLC_XID_IndAny); // @sic R5s120050 MCC160 implementation sic@

        }

    }  
f_GPRS_SendDownlinkMsg(p_CellId, 1, cas_G_LLC_XID_IOV(f_GERAN_TLLI_Get(p_CellId), p_SAPI, v_LLMEId));     

     alt {

      [] t_Wait5S.timeout {}

      [] G_LLC.receive (car_G_LLC_XID_IndAny)

        { // already send response, so ignore this

          repeat;

        }

      [] G_L2.receive (car_G_L2_ACCESS_IND ( p_CellId , tsc_PhyCh0 , tsc_RACH , ? , ? , cr_ChanReqOnePhase ))

        -> value v_ChanReq

        {

          t_Wait5S.stop;

          fl_ULTBFOnePhase (p_CellId, v_ChanReq.access, car_G_LLC_XID_IndAny);

        }

    }       

}


Additional reason for change from Anite:
44.064: 
6.3.5.5.3              Unconfirmed send state variable V(U) 
Each LLE peer shall have an associated unconfirmed send state variable V(U) when using UI frame commands. V(U) denotes the sequence number of the next UI frame to be transmitted. V(U) can take on the value 0 through 511. The value of V(U) shall be incremented by 1 with each successive UI frame transmission. 
---------------------------------------------------------------------------------------------------- 
  
Since the send sequence number V(U) is associated with “Each LLE peer”, our understanding is that if two GERAN cells have separate LLMEIDs (as is the case following the original Anritsu CR) then they are distinct “LLE peer” entities, and shall maintain separate V(U) sequence numbers. As you stated, the change in LLMEIDs is not (directly) visible to the UE, but the expected sequence number in the UE LLC will be incorrect and so any downlink messages will be discarded by the UE according to section 8.4.2 of 44.064 
---------------------------------------------------------------------------------------------------- 
… 
-     if N(U) of the received UI frame is in the range ( V(UR) ‑ 32 ) £ N(U) < V(UR) and if a UI frame with the same N(U) has already been received, 
then the UI frame shall be discarded without any further actions. 
---------------------------------------------------------------------------------------------------- 
 
1.2 Change 2
	Testcase name
	

	Protocol
	Idle Mode

	Function Name
	New template cas_G_LLC_XID_Reset

	Reason for change
	Following implementation of TTCN CR R5s120967 which added a XID RESET procedure during inter-SGSN Routing Area Update procedure in test cases 6.2.3.1 and 9.2.3.4.1, it is possible that the following the XID RESET, the ciphering initial offset value IOV-UI can become out of sync in the SS and UE, causing the subsequent messages to be discarded. 

	Summary of change
	New template to send XID packet with IOV-UI parameter

	Source of change
	GERAN_Templates.ttcn

	MCC160 Comments
	Accepted in principle, but implemented additional change 2 instead


New template:
	  template (value) G_LLC_DATAMESSAGE_REQ cas_G_LLC_XID_IOV(TLLI p_TLLI,

                                                           SAPI p_SAPI,

                                                           integer p_LLMEId := 1) :=

  { /* The ASP is used to send to the UE/MS  the negotiated XID parameters agreed by the SS. */

    /* @status    APPROVED */

    xid := {

      lLMEId          := p_LLMEId,   // @sic R5s120572 sic@

      tLLI            := p_TLLI,                       // temporary logical link identifier

      sAPI            := p_SAPI,

      xID_Info        := '841000000000'O                   // IOV-UI (44.064 6.4.1.6)

    }

  };


Additional Changes requested by Anite:
1.3 Additional change 1
	Testcase name
	

	Protocol
	Idle Mode

	Function Name
	F_GERAN_RAU

	Reason for change
	In current test model SAPI 1 is used only for user plane data

	Summary of change
	Send XID command on SAPI 11 instead of SAPI 1 

	Source of change
	GERAN_CommonFunctions.ttcn

	MCC160 Comment
	Accepted


Before:
	  function f_GERAN_RAU(GERAN_CellId_Type p_CellId,

                       template (present) B1_Type p_FOR,

                       template (present) B3_Type p_Type,

                       boolean p_DoAuth := false,

                    boolean p_WaitForXID := false, 

                    boolean p_SGSNChange := false) runs on GERAN_PTC

  {

    var G_LLC_DATAMESSAGE_IND v_LLCDataInd;

    var B3_Type v_UpdateType;

    // Receive RAU Request Message

    v_LLCDataInd := f_GPRS_ReceiveUplinkMsg (p_CellId, car_G_LLC_UnitData_IND ( cr_G_RA_UpdReqAny (cr_GMM_UpdateType( p_FOR, p_Type), cr_RAI (omit), cr_PTMSI_SignatureAny ifpresent, ?)));

    v_UpdateType := f_UG_RauReq_GetUpdateValueForRauAcc(v_LLCDataInd.unit.msg.rauReq); /* @sic R5s120019 Additional Changes sic@ */

    if (p_SGSNChange)

    {

        f_GERAN_LLC_XIDReset(p_CellId, 1);

    }
    f_GERAN_RAUWithoutRAUReq (p_CellId, v_UpdateType, p_DoAuth, p_WaitForXID); // @sic R5s110720 sic@

  }// end of f_GERAN_RAU 


After:
	  function f_GERAN_RAU(GERAN_CellId_Type p_CellId,

                       template (present) B1_Type p_FOR,

                       template (present) B3_Type p_Type,

                       boolean p_DoAuth := false,

                    boolean p_WaitForXID := false, 

                    boolean p_SGSNChange := false) runs on GERAN_PTC

  {

    var G_LLC_DATAMESSAGE_IND v_LLCDataInd;

    var B3_Type v_UpdateType;

    // Receive RAU Request Message

    v_LLCDataInd := f_GPRS_ReceiveUplinkMsg (p_CellId, car_G_LLC_UnitData_IND ( cr_G_RA_UpdReqAny (cr_GMM_UpdateType( p_FOR, p_Type), cr_RAI (omit), cr_PTMSI_SignatureAny ifpresent, ?)));

    v_UpdateType := f_UG_RauReq_GetUpdateValueForRauAcc(v_LLCDataInd.unit.msg.rauReq); /* @sic R5s120019 Additional Changes sic@ */

    if (p_SGSNChange)

    {

        f_GERAN_LLC_XIDReset(p_CellId, 11);

    }
    f_GERAN_RAUWithoutRAUReq (p_CellId, v_UpdateType, p_DoAuth, p_WaitForXID); // @sic R5s110720 sic@

  }// end of f_GERAN_RAU


1.4 Additional change 2
	Testcase name
	

	Protocol
	Idle Mode

	Function Name
	F_GERAN_RAU

	Reason for change
	it is possible that the following the XID RESET, the ciphering initial offset value IOV-UI can become out of sync in the SS and UE, causing the subsequent messages to be discarded.

	Summary of change
	Include negotiation of IOV_UI parameter in XID info 

	Source of change
	GERAN_CommonFunctions.ttcn

	MCC160 Comments
	Accepted


Before:
	  template (value) G_LLC_DATAMESSAGE_REQ cas_G_LLC_XID_Reset(TLLI p_TLLI,

                                                           SAPI p_SAPI,

                                                           integer p_LLMEId := 1) :=

  { /* The ASP is used to send to the UE/MS  the negotiated XID parameters agreed by the SS. */

    /* @status    APPROVED */

    xid := {

      lLMEId          := p_LLMEId,   // @sic R5s120572 sic@

      tLLI            := p_TLLI,                       // temporary logical link identifier

      sAPI            := p_SAPI,

      xID_Info        := '30'O                   // RESET (44.064 6.4.1.6)
    }

  };



After:
	template (value) G_LLC_DATAMESSAGE_REQ cas_G_LLC_XID_Reset(TLLI p_TLLI,

                                                           SAPI p_SAPI,

                                                           integer p_LLMEId := 1) :=

  { /* The ASP is used to send to the UE/MS  the negotiated XID parameters agreed by the SS. */

    /* @status    APPROVED */

    xid := {

      lLMEId          := p_LLMEId,   // @sic R5s120572 sic@

      tLLI            := p_TLLI,                       // temporary logical link identifier

      sAPI            := p_SAPI,

      xID_Info        := '30841000000000'O                   // RESET and IOV_UI (44.064 6.4.1.6)
    }

  };
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