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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of EMM test case 9.2.2.1.8 which are part of the LTE test suite.

The test case can be demonstrated to run with two LTE UE (see section 6). Execution log files are provided as evidence. 
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3 Verification Test Summary

Test Cases:
tc_9_2_2_1_8
Test Group:
EMM

ATS Version:
iwd-EUTRA-TVB2009-12_D10wk49
System Simulator used:
Anite Conformance Toolset
UE(s) used:
Samsung Tanum and Huawei Polaris UE
Verification Status:
PASS
4 Corrections required for test case 9.2.2.1.8
4.1 Introduction

This section describes the changes required to make test case 9.2.2.1.8 run correctly with a LTE UE. The TTCN used to pass this test case belongs to iwd-EUTRA-TVB2009-03_D10wk49 release.

4.2 Change 1

	Testcase name
	9.2.2.1.8

	Protocol
	EMM

	Function Name
	fl_TC_9_2_2_1_8_Body()

	Reason for change
	1) Step 2, test steps for RRC connection establishment before receiving DETACH REQUEST are missing
2) Step 3, GUTI in GUTI REALLOCATION COMMAND should be LV format not TLV
3) Step 4, after checking the UE does not send a GUTI REALLOCATION COMPLETE, the RRC connection should be released locally as during the waiting time RRC Conenction will be released by the UE
4) Step 10 in TTCN, M_TMSI is set in the parameter v_GutiParams while v_Guti is drived from v_Guti_2_Params.
5) Step 10, GUTI in GUTI REALLOCATION COMMAND should be LV format not TLV
6) Steps 14, 22 & 30, there is no trigger for the UE to initiate the attach procedure
7) Step 18, Authentication procedure uses SRB 2 which is not established at this point
8) Step 26, SECURITY MODE COMMAND is sent with incorrect key set identifier as the variable v_SecurityParams is out of date following the previous attach procedure. This will cause SECURITY MODE REJECT from the UE. 
9) Step 26, function f_EUTRA_SS_NAS_ConfigureSecurity is resetting UL and DL NAS COUNT also and because of that integrity check will fail at UE

10) Step 35, IDENTITY RESPONSE is expected on SRB 2 which is not established at this point.
11) Step 35, IDENTITY RESPONSE expects identity type IMEI although IMSI was requested

	Summary of change
	1) Step 2, replace receive statement with call to f_EUTRA_RRC_ConnEst_DefWithNas (DETACH REQUEST) 
2) Step 3, set GUTI IEI to OMIT in GUTI REALLOCATION COMMAND template
3) Step 4, add call to new function f_EUTRA_RRC_ConnectionRelease_Loca() to release the RRC Connection locally
4) Step 10, M_TMSI  is updated for v_Guti_2_Params rather than v_Guti_Params
5) Step 10, set GUTI IEI to OMIT in GUTI REALLOCATION COMMAND template
6) Steps 14, 22 & 30, add call to f_UT_TriggerAttach()
7) Step 18, use SRB 1 instead of SRB 2 in call to f_EUTRA_NAS_Authentication
8) Step 26, refresh v_SecurityParams before sending SECURITY MODE COMMAND

9) Step 26, new function function f_EUTRA_SS_NAS_ConfigureSecurity_92218 and template cs_NAS_SecurityInit_92218 are defined to prevent resetting of NAS count by sending NasCountReset as omit. 
10) Step 35, expect IDENTITY RESPONSE on SRB 1 instead of SRB 2

11) Step 35, replace f_Imei2MobilieIdentity() with f_Imsi2MobileIdentity 

	Source of change
	NAS_Detach.ttcn, EUTRA_RRCSteps.ttcn, EUTRA_SecuritySteps.ttcn, EUTRA_Security_Templates.ttcn


Before:
	NAS_Detach.ttcn

function fl_TC_9_2_2_1_8_Body() runs on EUTRA_PTC

{

    ………..
    //The UE transmits a DETACH REQUEST message with the Detach type IE indicating "switch off"

    //@siclog "Step 2" siclog@

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                   cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                     cr_508_DETACH_REQUEST_MO(cr_NAS_KeySetIdentifier (?, tsc_NasKsi_NativeSecurityContext),

                                                                              f_GutiParameters2MobileIdentity(omit, v_GutiParams),

                                                                              cr_DetachType( '1'B, v_AttachType)

                                                                              ))));
    //  The SS transmits a GUTI REALLOCATION COMMAND message.

    //@siclog "Step 3" siclog@

    SRB.send ( cas_SRB1_NasPdu_REQ ( eutra_CellA,

                                     cs_TimingInfo_Now,

                                     cs_NAS_Request ( tsc_SHT_IntegrityProtected,

                                                      cs_508_GUTI_REALLOCATION_COMMAND(f_GutiParameters2MobileIdentity(tsc_IEI_Guti, v_Guti_2_Params),

                                                                                       omit)

                                                     )));

……………….
    //  Check: Does the test result of generic procedure in TS 36.508 subclause 6.4.2.5

    // indicate that the UE does not respond to paging when paged with GUTI-1 and with CN domain

    // indicator set to "PS"?

    //@siclog "Step 5" siclog@

    f_EUTRA_508Check_NASNoResponse ( eutra_CellA,

                                     cs_NasPaging_OneRecord ( cs_PagingUE_Identity_S_TMSI ( v_GutiParams.MME_Code, v_GutiParams.M_TMSI )),

                                     v_NoReactionTime );
……………

    // Use GUTI-3 different from GUTI-2

    v_GutiParams.M_TMSI := oct2bit('33345678'O); //default is oct2bit('12345678'O)

    v_Guti := f_GutiParameters2MobileIdentity( tsc_IEI_Guti, v_Guti_2_Params);

    // The SS does not respond to the DETACH REQUEST message

    //  With T3421 still running the SS shall send GUTI REALLOCATION COMMAND.

    //@siclog "Step 9 - 10" siclog@

    t_T3421.start;  // SS starts a timer to check that UE sends the GUTI REALLOCATION COMMAND message

                    // while T3421 is running

    SRB.send ( cas_SRB1_NasPdu_REQ ( eutra_CellA,

                                     cs_TimingInfo_Now,

                                     cs_NAS_Request ( tsc_SHT_IntegrityProtected,

                                                      cs_508_GUTI_REALLOCATION_COMMAND(v_Guti,

                                                                                       omit))));

…………
    //  Cause UE to initiate attach for the EPS services.

    //@siclog "Step 14" siclog@

    // The generic procedure in 36.508 clause 4.5.2.3-1 is executed so as to complete the attach procedure

    f_EUTRA_AttachProcedure (eutra_CellA, "No Verdict", EPS_Only);

   ………..
    //  The SS does not respond to the DETACH REQUEST message

    //  With T3421 still running the SS shall send AUTHENTICATION REQUEST

    //  Check: Does the UE transmit an AUTHENTICATION RESPONSE message?

    //@siclog "Step 17 - 19" siclog@

    v_SecurityParams := f_EUTRA_NAS_Authentication(eutra_CellA, tsc_SRB2,

                                                   v_SecurityParams,

                                                   tsc_SHT_IntegrityProtected_Ciphered,

                                                   tsc_SHT_IntegrityProtected_Ciphered,

                                                   f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity));

………………

    //  Cause UE to initiate attach for the EPS services.

    //@siclog "Step 22" siclog@

    // The generic procedure in 36.508 clause 4.5.2.3-1 is executed so as to complete the attach procedure

    f_EUTRA_AttachProcedure (eutra_CellA, "No Verdict", EPS_Only);

……………
    f_EUTRA_SS_NAS_ConfigureSecurity(v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering); /* download security keys and reset NAS COUNT */

    t_T3421.start;

    ………….
    // Cause UE to initiate attach for the EPS services.

    //@siclog "Step 30" siclog@

    // The generic procedure in 36.508 clause 4.5.2.3-1 is executed so as to complete the attach procedure.

    f_EUTRA_AttachProcedure (eutra_CellA, "No Verdict", EPS_Only);

    ……….
    // Check: Does the UE transmit an IDENTITY RESPONSE message?

    //@siclog "Step 35" siclog@

    SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_IDENTITY_RESPONSE(f_Imei2MobileIdentity(px_IMSI_Def)))));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 35");

    //  SS responds with DETACH ACCEPT message.

    //@siclog "Step 36" siclog@

    SRB.send (cas_SRB1_NasPdu_REQ ( eutra_CellA,

                                    cs_TimingInfo_Now,

                                    cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                   cs_508_DETACH_ACCEPT)));

}// end function fl_TC_9_2_2_1_8_Body


After:
	NAS_detach.ttcn

function fl_TC_9_2_2_1_8_Body() runs on EUTRA_PTC

{

    ………..
    //The UE transmits a DETACH REQUEST message with the Detach type IE indicating "switch off"

    //@siclog "Step 2" siclog@

        v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                             tsc_RRC_TI_Def,

                                             cr_EstablishmentCause_MoSignalling,

                                             cr_NAS_Indication(tsc_SHT_IntegrityProtected, // @sic R5s090312 sic@

                                                               cr_508_DETACH_REQUEST_MO(cr_NAS_KeySetIdentifier (?, tsc_NasKsi_NativeSecurityContext),

                                                                                        f_GutiParameters2MobileIdentity(omit, v_GutiParams),

                                                                                        cr_DetachType( '1'B, v_AttachType)))); 
    //  The SS transmits a GUTI REALLOCATION COMMAND message.

    //@siclog "Step 3" siclog@

    SRB.send ( cas_SRB1_NasPdu_REQ ( eutra_CellA,

                                     cs_TimingInfo_Now,

                                     cs_NAS_Request ( tsc_SHT_IntegrityProtected,

                                                      cs_508_GUTI_REALLOCATION_COMMAND(f_GutiParameters2MobileIdentity(omit, v_Guti_2_Params),

                                                                                       omit)

                                                     )));

……………….
    //The SS releases the RRC connection

   f_EUTRA_RRC_ConnectionRelease_Local (eutra_CellA);
    //  Check: Does the test result of generic procedure in TS 36.508 subclause 6.4.2.5

    // indicate that the UE does not respond to paging when paged with GUTI-1 and with CN domain

    // indicator set to "PS"?

    //@siclog "Step 5" siclog@

    f_EUTRA_508Check_NASNoResponse ( eutra_CellA,

                                     cs_NasPaging_OneRecord ( cs_PagingUE_Identity_S_TMSI ( v_GutiParams.MME_Code, v_GutiParams.M_TMSI )),

                                     v_NoReactionTime );
……………

    // Use GUTI-3 different from GUTI-2

    v_Guti_2_Params.M_TMSI := oct2bit('33345678'O); //default is oct2bit('12345678'O)

    v_Guti := f_GutiParameters2MobileIdentity( omit, v_Guti_2_Params);

    // The SS does not respond to the DETACH REQUEST message

    //  With T3421 still running the SS shall send GUTI REALLOCATION COMMAND.

    //@siclog "Step 9 - 10" siclog@

    t_T3421.start;  // SS starts a timer to check that UE sends the GUTI REALLOCATION COMMAND message

                    // while T3421 is running

    SRB.send ( cas_SRB1_NasPdu_REQ ( eutra_CellA,

                                     cs_TimingInfo_Now,

                                     cs_NAS_Request ( tsc_SHT_IntegrityProtected,

                                                      cs_508_GUTI_REALLOCATION_COMMAND(v_Guti,

                                                                                       omit))));

…………
    //  Cause UE to initiate attach for the EPS services.
    f_UT_TriggerAttach (UT);
    //@siclog "Step 14" siclog@

    // The generic procedure in 36.508 clause 4.5.2.3-1 is executed so as to complete the attach procedure

    f_EUTRA_AttachProcedure (eutra_CellA, "No Verdict", EPS_Only);

   ………..
    //  The SS does not respond to the DETACH REQUEST message

    //  With T3421 still running the SS shall send AUTHENTICATION REQUEST

    //  Check: Does the UE transmit an AUTHENTICATION RESPONSE message?

    //@siclog "Step 17 - 19" siclog@

    v_SecurityParams := f_EUTRA_NAS_Authentication(eutra_CellA, tsc_SRB1,

                                                   v_SecurityParams,

                                                   tsc_SHT_IntegrityProtected_Ciphered,

                                                   tsc_SHT_IntegrityProtected_Ciphered,

                                                   f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity));

………………

    //  Cause UE to initiate attach for the EPS services.
     f_UT_TriggerAttach (UT);
    //@siclog "Step 22" siclog@

    // The generic procedure in 36.508 clause 4.5.2.3-1 is executed so as to complete the attach procedure

    f_EUTRA_AttachProcedure (eutra_CellA, "No Verdict", EPS_Only);

……………
    v_SecurityParams := f_EUTRA_Security_Get();
    f_EUTRA_SS_NAS_ConfigureSecurity_92218(v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering); /* download security keys and reset NAS COUNT */

    t_T3421.start;

    ………….
    // Cause UE to initiate attach for the EPS services.
    f_UT_TriggerAttach (UT);
    //@siclog "Step 30" siclog@

    // The generic procedure in 36.508 clause 4.5.2.3-1 is executed so as to complete the attach procedure.

    f_EUTRA_AttachProcedure (eutra_CellA, "No Verdict", EPS_Only);

    ……….
    // Check: Does the UE transmit an IDENTITY RESPONSE message?

    //@siclog "Step 35" siclog@

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 35");

    //  SS responds with DETACH ACCEPT message.

    //@siclog "Step 36" siclog@

    SRB.send (cas_SRB1_NasPdu_REQ ( eutra_CellA,

                                    cs_TimingInfo_Now,

                                    cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                   cs_508_DETACH_ACCEPT)));

}// end function fl_TC_9_2_2_1_8_Body


EUTRA_SecuritySteps.ttcn (New Function):

	  function f_EUTRA_SS_NAS_ConfigureSecurity_92218(NAS_SecurityInfo_Type p_NAS_Integrity,//Anite change

                                            NAS_SecurityInfo_Type p_NAS_Ciphering) runs on EUTRA_PTC

  { /* @sic R5s100135 sic@ */

    f_EUTRA_SS_NAS_SecurityConfig(cas_NasSecurityStart_REQ(cs_NAS_SecurityInit_92218(p_NAS_Integrity.Algorithm,//Anite change

                                                                               p_NAS_Integrity.K_NAS,

                                                                               p_NAS_Ciphering.Algorithm,

                                                                               p_NAS_Ciphering.K_NAS)));

  };


EUTRA_Security_Temapltes.ttcn (New template):

	  template (value) NAS_SecurityStartRestart_Type cs_NAS_SecurityInit_92218(B3_Type       p_IntegrityAlgorithm,

                                                                     B128_Key_Type p_K_NASint,

                                                                     B3_Type       p_CipheringAlgorithm,

                                                                     B128_Key_Type p_K_NASenc) := //Anite changes

  { /* @status    APPROVED */

    Integrity := {

      Algorithm := p_IntegrityAlgorithm,

      K_NAS := p_K_NASint

    },

    Ciphering := {

      Algorithm := p_CipheringAlgorithm,

      K_NAS := p_K_NASenc

    },

    NasCountReset := omit

  };


EUTRA_RRCSteps.ttcn (New Function):

	  function f_EUTRA_RRC_ConnectionRelease_Local(CellId_Type p_CellId) runs on EUTRA_PTC

  { /* RRC connection release acc. to 36.331 cl. 5.3.8 */

    //Reset security entity in SS

    f_EUTRA_SS_RRC_ReleaseSecurity(p_CellId);

    f_EUTRA_StopULGrantTransmission ( p_CellId, cs_TimingInfo_Now );

    f_EUTRA_SS_DrxCtrlConfig(p_CellId, cs_DrxCtrl_None);  

    f_EUTRA_SS_SRBs_DRBs_Release ( p_CellId 

    f_EUTRA_SS_SRBs_DRBs_Config ( p_CellId );             

  };


5 Execution Log Files

5.1 Samsung Tanum UE

The Samsung Tanum UE passed this test case on the Anite Conformance Toolset solution. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log files TC_9_2_2_1_8_Samsung-log.html:

In the log files (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log files.
5.2 Huawei Polaris UE

The Huawei Polaris UE passed these test cases on the Anite Conformance Toolset solution with Snow 3G integrity algorithm. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log files tc_9_2_2_1_8_Huawei-log.html:

In the log files (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log files.

6 References

	[1]
	R5s100878: This archive comprises html format execution log file.
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