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Overview

This document lists all the changes needed to correct problems in the TTCN implementation of test case 9.2.1.1.26, which is part of the LTE test suite. 

The test case can be demonstrated to run with one LTE UE (see section 6). Execution log files are provided as evidence. 

Verification Test Summary

Test Case:
9.2.1.1.26 
Test Group:
NAS_Attach_Eonly
ATS Version:
IWD_10wk42
System Simulator used:
Anritsu ME7832L LTE
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LG L2000 UE
Verification Status:
PASS
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Corrections required for test case 9.2.1.1.26

Introduction

This section describes the changes required to make test 9.2.1.1.26 run correctly with a LTE UE. The TTCN used to pass this test case belongs to IWD_10wk42 release.

Change 1

Testcase name
9.2.1.1.26

Reason for change
After the preamble UE initiate detach procedure. According to 24.301-870 Section 3.1 and 33.401 UE has not “mapped security context”. According to 24.301-870 Section 5.5.2.2.1 the UE shall set the type of security context flag to "native security context". Only “mapped security context” is deleted after DETACH REQUEST message indicating “switch off” (24.301-870 Section 5.5.2.2.2)

According to 24.301-870 Section 5.5.1.2.2 if a valid NAS security context exists, the UE shall integrity protect the ATTACH REQUEST message combined with the PDN CONNECTIVITY REQUEST message.

Summary of change
Change of input parameter cr_NAS_IndicationWithPiggybacking from tsc_SHT_NoSecurityProtection to tsc_SHT_IntegrityProtected

Source of change
NAS_Attach_EOnly.ttcn

ETSI Comments
Accepted.  The UE will delete its security context at step 3, so the Attach Request at step 7 should remain without security protection.

Before change:

          //  The UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message

        //@siclog "Step 2" siclog@

        v_NAS_Ind:= f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                                  tsc_RRC_TI_Def,

                                                  cr_EstablishmentCause_Any,

                                                  cr_NAS_IndicationWithPiggybacking(tsc_SHT_NoSecurityProtection,
                                                                   cr_508_ATTACH_REQUEST(v_AttachType, v_AdditionalUpdateType),

                                                                           cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                           f_GetPdnType())));

After change:

 //  The UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message

        //@siclog "Step 2" siclog@

        v_NAS_Ind:= f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                                  tsc_RRC_TI_Def,

                                                  cr_EstablishmentCause_Any,

                                                  cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,           

                                                                   cr_508_ATTACH_REQUEST(v_AttachType, v_AdditionalUpdateType),

                                                                           cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                           f_GetPdnType())));

Change 2

Testcase name
9.2.1.1.26

Reason for change
SRB 2 can not be used as it is not established yet. 

According to 36.331-880 Section 4.2.2 SRB1 is for NAS messages prior to the establishment of SRB2.

According to 24.301-870 Section 8.2.11.2 Detach request in UE terminated detach case should also contain IEI element with value ‘53’ for EMM Cause.

Summary of change
Change cas_SRB2_NasPdu_REQ in SRB.sent to cas_SRB1_NasPdu_REQ.

Change car_SRB2_NasPdu_IND in SRB.sent car_SRB1_NasPdu_IND.

Change cs_EMM_Cause_v to cs_EMM_Cause_tv for v_EMMCause.

Source of change
NAS_Attach_EOnly.ttcn

ETSI Comments
Accepted

Before change:

   var template (omit) EMM_Cause v_EMMCause :=cs_EMM_Cause_v(tsc_Cause_EPSandNonEPSServNotAllowed);

…

//  The SS initiates Detach procedure with the Detach Type IE "re-attach not required"

        //@siclog "Step 3" siclog@

        SRB.send(cas_SRB2_NasPdu_REQ(eutra_CellA,

                                     cs_TimingInfo_Now,

                                     cs_NAS_Request(tsc_SHT_IntegrityProtected,

                                     cs_508_DETACH_REQUEST_MT(cs_DetachType(tsc_DetachMT_NoReAttach), v_EMMCause))));

        // Check: Does the UE send DETACH ACCEPT message?

        //@siclog "Step 4" siclog@

        SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                        cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                          cr_508_DETACH_ACCEPT)));

        f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 4");

After change:

  var template (omit) EMM_Cause v_EMMCause :=cs_EMM_Cause_tv(tsc_Cause_EPSandNonEPSServNotAllowed);   

…

//  The SS initiates Detach procedure with the Detach Type IE "re-attach not required"

        //@siclog "Step 3" siclog@

        SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                     cs_TimingInfo_Now,

                                     cs_NAS_Request(tsc_SHT_IntegrityProtected,

                                     cs_508_DETACH_REQUEST_MT(cs_DetachType(tsc_DetachMT_NoReAttach), v_EMMCause))));

        // Check: Does the UE send DETACH ACCEPT message?

        //@siclog "Step 4" siclog@

        SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                        cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                          cr_508_DETACH_ACCEPT)));

        f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 4");

Change 3

Testcase name
9.2.1.1.26

Reason for change
In the Step 6 (36.523-1-920) was removed power or USIM so no security is activated. Therefore security should be activated again.

SRB 2 can not be used as it is not established yet. According to 36.331-880 Section 4.2.2 SRB1 is for NAS messages prior to the establishment of SRB2.

Summary of change
Add parameter input parameter to f_EUTRA_Authentication_NAS_AS_Security function with value set to false.

Change cas_SRB2_NasPdu_REQ in SRB.sent to cas_SRB1_NasPdu_REQ.

Source of change
NAS_Attach_EOnly.ttcn

ETSI Comments
Accepted

Before change:

       v_APN := f_EUTRA_Authentication_NAS_AS_Security (eutra_CellA, v_EIT_Flag, v_EPS_TI);

        //  The SS initiates Detach procedure with the Detach Type IE "re-attach required"

        //@siclog "Step 13" siclog@

        SRB.send(cas_SRB2_NasPdu_REQ(eutra_CellA,

                                     cs_TimingInfo_Now,

                                     cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                     cs_508_DETACH_REQUEST_MT(cs_DetachType(tsc_DetachMT_ReAttach), omit))));

After change:

 v_APN := f_EUTRA_Authentication_NAS_AS_Security (eutra_CellA, v_EIT_Flag, v_EPS_TI, false);

        //  The SS initiates Detach procedure with the Detach Type IE "re-attach required"

        //@siclog "Step 13" siclog@

        SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                     cs_TimingInfo_Now,

                                     cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                     cs_508_DETACH_REQUEST_MT(cs_DetachType(tsc_DetachMT_ReAttach), omit))));

Execution Log Files

LG UE

The LG L2000 UE passed this test case on the Anritsu Anritsu ME7832L LTE solution with Snow 3G integrity and ciphering algorithm. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file :

In the log file (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

References

[1]
R5s100816: This archive comprises text format execution log file.
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