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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of test case 8.2.4.3, which is part of the LTE test suite. 

The test case can be demonstrated to run with one LTE UE (see section 6). Execution log files are provided as evidence. 
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3 Verification Test Summary

Test Case:
tc_8_2_4_3
Test Group:
RRC

ATS Version:
iwd-EUTRA-TVB2009-03_D10wk11
System Simulator used:
Anite Conformance Toolset
UE used:
LG Electronics LD100U UE, Samsung Tanum UE

Verification Status:
PASS
4 Corrections required for test case 8.2.4.3

4.1 Introduction

This section describes the changes required to make test case 8.2.4.3 run correctly with a LTE UE. The TTCN used to pass this test case belongs to iwd-EUTRA-TVB2009-03_D10wk11 release.

4.2 Change 1

Testcase name
f_TC_8_2_4_3_EUTRA

Reason for change
The SMC procedure is using the default SRB1, however at preamble of this test case SRB2 is already configured.

Summary of change
The SMC procedure has been modified to use SRB2

Source of change
File : RRC_Handover.ttcn

MCC 160 Comments
Accepted. 

Before:

  function f_TC_8_2_4_3_EUTRA (  ) runs on EUTRA_PTC 

{

    …………….

    …………….

    //* @desc Step 3-4: Security Mode Control Procedure according to 24.301 cl. 5.4.3

    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity ( eutra_Cell1, v_Auth_Params );

    …………….

    …………….

  }

After:

  function f_TC_8_2_4_3_EUTRA (  ) runs on EUTRA_PTC 

{

    …………….

    …………….

    //* @desc Step 3-4: Security Mode Control Procedure according to 24.301 cl. 5.4.3

    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity ( eutra_Cell1, v_Auth_Params, tsc_SRB2);  

    …………….

    …………….

  }

4.3 Change 2

Testcase name
f_TC_8_2_4_3_EUTRA

Reason for change
1) The security keys are derived from KENB instead of KENB*

2) The fl_EUTRA_Authentication_S13 is not implemented as per TS 33.401(Annex A.5). The Algorithm identifier ‘FC’ is incorrect, it should be ‘13’ and EARFCN-DL should be used for calculating the input string for the key derivation function S13.

3) The PDCP count for UL SRB and DL messages should be set to 0 for calculating the new Ciphering key activation time as PDCP is reset at UE and SS side after the handover to new integrity and ciphering keys.

Summary of change
1) The security keys derivation is modified to be done from KENB*

2) Changes are done in fl_EUTRA_Authentication_S13 as per TS 33.401(Annex A.5).

3) The PDCP count for UL SRB and DL messages is set to 0.

Source of change
File : RRC_Handover.ttcn, EUTRA_SecuritySteps.ttcn, EUTRA_SecurityFunctions.ttcn

MCC 160 Comments
1. Accepted in principle but implemented differently as shown

2. Accepted.

3. SS is expected to return next UL PDCP sequence number and here it shall be zero as PDCP is re-established as part of f_EUTRA_SRB_DRB_Reset_after_RRCConnReconfigMobilityControl. So cannot understand the motivation of the change. Updated implementation of 2 makes this change not needed; 

Before:

  function f_TC_8_2_4_3_EUTRA (  ) runs on EUTRA_PTC {

    …………….

    …………….

    //* @desc Step 5: Transmit RRCConnectionReconfiguration

    fl_RRC_ConnReconfigHO_Security ( eutra_Cell1,

                                     eutra_Cell1,

                                     v_RRC_TI,

                                     tsc_C_RNTI_Def2,

                                     omit,

                                     cs_SecurityConfigHO_IntraLTE ( true, v_NextHopChainingCount ) );

    //* @desc Reset MAC and re-establish RLC of source cell 1

    f_EUTRA_SRB_DRB_Reset_after_RRCConnReconfigMobilityControl ( eutra_Cell1 );

    //* @desc Apply new C-RNTI on target cell (cell 1)

    f_EUTRA_SS_ConfigRachProcedure ( eutra_Cell1,

                                     tsc_C_RNTI_Def2,

                                     cs_RachProcedureConfig_Def ( omit, f_EUTRA_CellInfo_GetRAR_TA ( eutra_Cell1 ) ) );

    //* @desc Save new C-RNTI in cell configuration for cell 1

    f_EUTRA_CellInfo_SetC_RNTI ( eutra_Cell1, tsc_C_RNTI_Def2 );

    //* Enable RRC Integrity and Ciphering at SS target cell

    v_Auth_Params := f_EUTRA_AS_ActivateSecurity_NewAKA_Handover ( eutra_Cell1, v_Auth_Params, v_NasCountUL );
    f_EUTRA_Security_Set ( v_Auth_Params );

    …………….

    …………….

   }

After:

  import from MAC_Functions all;             

  import from MAC_Templates all;               

  function f_TC_8_2_4_3_EUTRA (  ) runs on EUTRA_PTC 

{

    …………….

    …………….

    //* @desc Calculate the new RRC Integrity and Ciphering at SS target cell

    v_Auth_Params := f_EUTRA_AS_SetSecurity_NewAKA_Handover(eutra_Cell1,              

                                                v_Auth_Params,            

                                                v_NasCountUL);                                          

    //* @desc Step 5: Transmit RRCConnectionReconfiguration

   v_Sr_PUCCH_ResourceIndex := f_EUTRA_CellInfo_GetSR_PUCCH_ResourceIndex ( eutra_Cell1 );

   v_Timing := f_EUTRA_GetNextSendOccasion(eutra_Cell1);

    fl_RRC_ConnReconfigHO_Security_Handover ( eutra_Cell1,

                                     eutra_Cell1,

                                     v_RRC_TI,

                                     tsc_C_RNTI_Def2,

                                     omit,

                                     cs_SecurityConfigHO_IntraLTE ( true, v_NextHopChainingCount ),

                                     cs_TimingInfo(v_Timing.SFN.Number, 0),

                                     v_Sr_PUCCH_ResourceIndex);

    //* @desc Reset MAC and re-establish RLC of source cell 1

    f_EUTRA_SRB_DRB_Reset_after_RRCConnReconfigMobilityControl (eutra_Cell1, 

                                                                cs_TimingInfo(v_Timing.SFN.Number, 5)); 

    //* @desc Enable RRC Integrity and Ciphering at SS target cell

    f_EUTRA_AS_ActivateSecurity_NewAKA_Handover (eutra_Cell1,                                               

                                v_Auth_Params,                                                       

                                cs_TimingInfo((v_Timing.SFN.Number+1) mod 1024, 0));   

    f_EUTRA_Security_Set ( v_Auth_Params );

    //* @desc Configfure the new C-RNTI at the SS target cell

    f_SS_ConfigActiveCellInfo(eutra_Cell1,                                                 

                              cs_TimingInfo((v_Timing.SFN.Number+1) mod 1024, 0)), 

                              cs_NewC_RNTI_ConfigReq(tsc_C_RNTI_Def2));                                                         

    //* @desc Apply new C-RNTI on target cell (cell 1)

     f_EUTRA_SS_ConfigRachProcedure ( eutra_Cell1,

                                     tsc_C_RNTI_Def2,

                                     cs_RachProcedureConfig_Def ( omit, f_EUTRA_CellInfo_GetRAR_TA ( eutra_Cell1 ) ),

                                     cs_TimingInfo((v_Timing.SFN.Number+1) mod 1024, 0));

    //* @desc Save new C-RNTI in cell configuration for cell 1

    f_EUTRA_CellInfo_SetC_RNTI ( eutra_Cell1, tsc_C_RNTI_Def2 );

    …………….

    …………….

  }

The two functions highlighted above are newly added in EUTRA_SecuritySteps.ttcn

  function f_EUTRA_AS_SetSecurity_NewAKA_Handover(CellId_Type p_CellId,

                                                 EUTRA_SecurityParams_Type p_SecurityParams,

                                                 NasCount_Type p_NasCountUL) runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type

  {

    var Frequency_IE_Type v_Frequency_IE_Cell:= f_EUTRA_CellInfo_GetFrequencyIEs (p_CellId);                    

    var PhysCellId v_PhysicalCellIdentity_Cell:= f_EUTRA_CellInfo_GetPhyCellId (p_CellId );                

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Authentication_InitAS (p_SecurityParams, 

                                                                                     p_NasCountUL,

                                                                                     v_PhysicalCellIdentity_Cell,

                                                                                     v_Frequency_IE_Cell.UL_DL_Earfcn.dl_CarrierFreq,

                                                                                     true);    

    //Set the Ciphering Activation time

    v_SecurityParams.AS_Ciphering.ActTimeList := f_EUTRA_RRC_CipherActTime_Get(p_CellId, true);

    return (v_SecurityParams);

  };

  //* Added ANITE_LTE_280

  //* Enable RRC Integrity and Ciphering at SS target cell

  function f_EUTRA_AS_ActivateSecurity_NewAKA_Handover(CellId_Type p_CellId,

                                                       EUTRA_SecurityParams_Type p_SecurityParams,

                                                       template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now) runs on EUTRA_PTC

  {

    f_EUTRA_SS_RRC_EnableIntegrityProtection(p_CellId,

                                             p_SecurityParams.AS_Integrity,

                                             p_TimingInfo);          

    f_EUTRA_SS_RRC_EnableCipheringULandDL(p_CellId,

                                          p_SecurityParams.AS_Ciphering,

                                          p_TimingInfo);

  };  

Before:

  function f_EUTRA_Authentication_InitAS(EUTRA_SecurityParams_Type p_Auth_Params,

                                         O4_Type p_UL_NAS_Count) return EUTRA_SecurityParams_Type

  {

    var EUTRA_SecurityParams_Type v_Auth_Params := p_Auth_Params;

    // initialise to  received as parameter

    v_Auth_Params.KENB := fl_EUTRA_Authentication_S11 (v_Auth_Params, p_UL_NAS_Count);

    // Derives KENB

    v_Auth_Params.NCC := 0;

    // NCC is set to default/initial value of 0

    v_Auth_Params.AS_Ciphering.KRRCenc := fl_EUTRA_Authentication_S15 (tsc_RRC_Enc_Alg,

                                                                       fl_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),

                                                                       v_Auth_Params.KENB,

                                                                       v_Auth_Params.KDF);

    // Derives KRRCenc key

    v_Auth_Params.AS_Integrity.KRRCint := fl_EUTRA_Authentication_S15 (tsc_RRC_Int_Alg,

                                                                       fl_ConvertIntAlg2Bitstring(v_Auth_Params.AS_Integrity.Algorithm),

                                                                       v_Auth_Params.KENB,

                                                                       v_Auth_Params.KDF);

    // Derives KRRCenc key

    v_Auth_Params.AS_Ciphering.KUPenc := fl_EUTRA_Authentication_S15 (tsc_UP_Enc_Alg,

                                                                      fl_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),

                                                                      v_Auth_Params.KENB,

                                                                      v_Auth_Params.KDF);

    // Derives KRRCenc key;

    // Ciphering algorithm for UP is same as RRC

    return (v_Auth_Params);

  };

After:

  function f_EUTRA_Authentication_InitAS(EUTRA_SecurityParams_Type p_Auth_Params,

                                         O4_Type p_UL_NAS_Count,

                                         PhysCellId p_PhyCellId := 0,

                                         ARFCN_ValueEUTRA p_DlCarrierFreq := 0,

                                         boolean p_IsHandover := false) return EUTRA_SecurityParams_Type       {

    var EUTRA_SecurityParams_Type v_Auth_Params := p_Auth_Params;

    // initialise to  received as parameter

    v_Auth_Params.KENB := fl_EUTRA_Authentication_S11 (v_Auth_Params, p_UL_NAS_Count);

    // Derives KENB

   if(p_IsHandover == true)                                                                             

   { 

     v_Auth_Params.KENB := fl_EUTRA_Authentication_S13 (v_Auth_Params, p_PhyCellId, p_DlCarrierFreq);       

     //KENB* derivation for the handover

   }      

    v_Auth_Params.NCC := 0;

    // NCC is set to default/initial value of 0

    v_Auth_Params.AS_Ciphering.KRRCenc := fl_EUTRA_Authentication_S15 (tsc_RRC_Enc_Alg,

                                                                       fl_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),

                                                                       v_Auth_Params.KENB,

                                                                       v_Auth_Params.KDF);

    // Derives KRRCenc key

    v_Auth_Params.AS_Integrity.KRRCint := fl_EUTRA_Authentication_S15 (tsc_RRC_Int_Alg,

                                                                       fl_ConvertIntAlg2Bitstring(v_Auth_Params.AS_Integrity.Algorithm),

                                                                       v_Auth_Params.KENB,

                                                                       v_Auth_Params.KDF);

    // Derives KRRCenc key

    v_Auth_Params.AS_Ciphering.KUPenc := fl_EUTRA_Authentication_S15 (tsc_UP_Enc_Alg,

                                                                      fl_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),

                                                                      v_Auth_Params.KENB,

                                                                      v_Auth_Params.KDF);

    // Derives KRRCenc key;

    // Ciphering algorithm for UP is same as RRC

    return (v_Auth_Params);

  };  

Before:

  function fl_EUTRA_Authentication_S13(EUTRA_SecurityParams_Type p_Auth_Params,

                                       PhysCellId p_PhyCellId,

                                       ARFCN_ValueEUTRA dl_carrier_freq := 0) return B256_Type

  {

    const octetstring const_S13_FC :='05'O;                      

    var octetstring v_S;

    // Generation of String

    v_S := const_S13_FC;

    //FC = 0x13

    v_S :=   ( v_S & int2oct ( p_PhyCellId , 2 ) );

    //P0 = PCI (target physical cell id)

    v_S :=   ( v_S & '0002'O );

    //L0 = length of PCI (i.e. 0x00 0x02)

    return ( fx_KeyDerivationFunction ( p_Auth_Params.KDF, p_Auth_Params.KENB, v_S ) );

  };



After:

  function fl_EUTRA_Authentication_S13(EUTRA_SecurityParams_Type p_Auth_Params,

                                       PhysCellId p_PhyCellId,

                                       ARFCN_ValueEUTRA dl_carrier_freq := 0) return B256_Type

  {

    const octetstring const_S13_FC :='13'O;                      

    var octetstring v_S;

    // Generation of String

    v_S := const_S13_FC;

    //FC = 0x13

    v_S :=   ( v_S & int2oct ( p_PhyCellId , 2 ) );

    //P0 = PCI (target physical cell id)

    v_S :=   ( v_S & '0002'O );

    //L0 = length of PCI (i.e. 0x00 0x02)

    v_S := (v_S & int2oct(dl_carrier_freq, 2));                  

    //P1 = EARFCN-DL (target physical cell downlink frequency)    

    v_S := (v_S & '0002'O);                                      

    //L1 = length of EARFCN-DL (i.e. 0x00 0x02)
    return ( fx_KeyDerivationFunction ( p_Auth_Params.KDF, p_Auth_Params.KENB, v_S ) );

  };      

Before:

  function f_EUTRA_RRC_CipherActTime_Get(CellId_Type p_CellId) runs on EUTRA_PTC return SecurityActTimeList_Type   

  {

    var SYSTEM_CTRL_CNF  v_ReceivedAsp;

    var PdcpCountInfoList_Type v_PdcpCountInfoList;

    var PdcpCountInfo_Type v_PdcpCountInfo;

    var PDCP_ActTime_Type v_PDCP_ActTimeUL;

    var PDCP_ActTime_Type v_PDCP_ActTimeDL;

    var RadioBearerId_Type v_RadioBearerId;

    var SecurityActTime_Type v_SecurityActTime;

    var integer I;

    var SecurityActTimeList_Type v_SecurityActTimeList;

    SYS.send   (cas_PdcpCount_REQ (p_CellId, cs_PDCP_CountReq_AllRBs));

    SYS.receive(car_PdcpCount_CNF(p_CellId, ?)) -> value v_ReceivedAsp;

    v_PdcpCountInfoList := v_ReceivedAsp.Confirm.PdcpCount.Get;

    for (I:=0; I < lengthof(v_PdcpCountInfoList); I:=I+1) {

      v_PdcpCountInfo := v_PdcpCountInfoList[I];

      if ((not ispresent(v_PdcpCountInfo.UL)) or (not ispresent(v_PdcpCountInfo.DL))) {

        FatalError(__FILE__, __LINE__, "missing PdcpCountInfo for UL or DL");

      }

      v_RadioBearerId := v_PdcpCountInfo.RadioBearerId;

      // Convert PdcpCount to integer value (UL an DL)

      v_PDCP_ActTimeUL.SQN := fl_EUTRA_SQN_ConvertFromPdcpCount(v_PdcpCountInfo.UL);

      v_PDCP_ActTimeDL.SQN := fl_EUTRA_SQN_ConvertFromPdcpCount(v_PdcpCountInfo.DL);

      // increment SQN for SRB1 (UL and DL)

      if (ischosen(v_RadioBearerId.Srb) and (v_RadioBearerId.Srb == tsc_SRB1)) {

        v_PDCP_ActTimeUL.SQN := fl_EUTRA_SQN_Increment(v_PDCP_ActTimeUL.SQN);

        v_PDCP_ActTimeDL.SQN := fl_EUTRA_SQN_Increment(v_PDCP_ActTimeDL.SQN);

      }

      // set activation time

      v_SecurityActTime.RadioBearerId := v_RadioBearerId;

      v_SecurityActTime.UL := v_PDCP_ActTimeUL;

      v_SecurityActTime.DL := v_PDCP_ActTimeDL;

      v_SecurityActTimeList[I] := v_SecurityActTime;

    }

    return v_SecurityActTimeList;

  }

After:

  function f_EUTRA_RRC_CipherActTime_Get(CellId_Type p_CellId,

                                         boolean p_PDCPResetFlag := false) runs on EUTRA_PTC return SecurityActTimeList_Type   

  {

    var SYSTEM_CTRL_CNF  v_ReceivedAsp;

    var PdcpCountInfoList_Type v_PdcpCountInfoList;

    var PdcpCountInfo_Type v_PdcpCountInfo;

    var PDCP_ActTime_Type v_PDCP_ActTimeUL;

    var PDCP_ActTime_Type v_PDCP_ActTimeDL;

    var RadioBearerId_Type v_RadioBearerId;

    var SecurityActTime_Type v_SecurityActTime;

    var integer I;

    var SecurityActTimeList_Type v_SecurityActTimeList;

    SYS.send   (cas_PdcpCount_REQ (p_CellId, cs_PDCP_CountReq_AllRBs));

    SYS.receive(car_PdcpCount_CNF(p_CellId, ?)) -> value v_ReceivedAsp;

    v_PdcpCountInfoList := v_ReceivedAsp.Confirm.PdcpCount.Get;

    for (I:=0; I < lengthof(v_PdcpCountInfoList); I:=I+1) {

      v_PdcpCountInfo := v_PdcpCountInfoList[I];

      if ((not ispresent(v_PdcpCountInfo.UL)) or (not ispresent(v_PdcpCountInfo.DL))) {

        FatalError(__FILE__, __LINE__, "missing PdcpCountInfo for UL or DL");

      }

      v_RadioBearerId := v_PdcpCountInfo.RadioBearerId;

      // Convert PdcpCount to integer value (UL an DL)

      v_PDCP_ActTimeUL.SQN := fl_EUTRA_SQN_ConvertFromPdcpCount(v_PdcpCountInfo.UL);

      v_PDCP_ActTimeDL.SQN := fl_EUTRA_SQN_ConvertFromPdcpCount(v_PdcpCountInfo.DL);

      // increment SQN for SRB1 (UL and DL)

      if (ischosen(v_RadioBearerId.Srb) and (v_RadioBearerId.Srb == tsc_SRB1)) {

        v_PDCP_ActTimeUL.SQN := fl_EUTRA_SQN_Increment(v_PDCP_ActTimeUL.SQN);

        v_PDCP_ActTimeDL.SQN := fl_EUTRA_SQN_Increment(v_PDCP_ActTimeDL.SQN);

      }

      // set activation time

      v_SecurityActTime.RadioBearerId := v_RadioBearerId;

      v_SecurityActTime.UL := v_PDCP_ActTimeUL;

      v_SecurityActTime.DL := v_PDCP_ActTimeDL;

      if((p_PDCPResetFlag == true) and (ischosen(v_RadioBearerId.Srb)))
      {

          // Set the PDCP SQN to 0 for the ciphering activation 

          v_SecurityActTime.UL.SQN.Value := 0;

          v_SecurityActTime.DL.SQN.Value := 0;

      }
      v_SecurityActTimeList[I] := v_SecurityActTime;

    }

    return v_SecurityActTimeList;

  }

4.3.1 MCC 160 proposed changes

function f_EUTRA_Authentication_InitAS(EUTRA_SecurityParams_Type p_Auth_Params,

                                         O4_Type p_UL_NAS_Count,




boolean p_IsSMC_Procedure := true, //@sic R5s100178




template (omit) PhysCellId p_TargetPhysicalCellIdentity := omit,//@sic R5s100178

                                         template (omit) ARFCN_ValueEUTRA p_EARFCN_DL := omit//@sic R5s100178










 ) return EUTRA_SecurityParams_Type

  {

    var EUTRA_SecurityParams_Type v_Auth_Params := p_Auth_Params;

    // initialise to  received as parameter

    v_Auth_Params.KENB := fl_EUTRA_Authentication_S11 (v_Auth_Params, p_UL_NAS_Count);


// Derives KENB


if (p_IsSMC_Procedure == false) {//@sic R5s100178 



if (not (isvalue ( p_TargetPhysicalCellIdentity) and isvalue (p_EARFCN_DL)))



{

            FatalError (__FILE__, __LINE__,  




            "New key is to be used at RRC Connection Re-establishment or Reconfiguration but no Physical Cell ID and/or ARFCN value is provided");



} else



// Refresh of KeNB; horizontal key derivation

      
{

        
v_Auth_Params.KENB := fl_EUTRA_Authentication_S13 (v_Auth_Params,valueof(p_TargetPhysicalCellIdentity) ,valueof(p_EARFCN_DL)); 




//TBD Valueof cannot be avoided

      
};


};

//intraNB handover by RRC Connection Reconfiguration or RRC Connection Re-establishment 

    // Derives KENB

    v_Auth_Params.NCC := 0;

    // NCC is set to default/initial value of 0

    v_Auth_Params.AS_Ciphering.KRRCenc := fl_EUTRA_Authentication_S15 (tsc_RRC_Enc_Alg,

                                                                       fl_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),

                                                                       v_Auth_Params.KENB,

                                                                       v_Auth_Params.KDF);

    // Derives KRRCenc key

    v_Auth_Params.AS_Integrity.KRRCint := fl_EUTRA_Authentication_S15 (tsc_RRC_Int_Alg,

                                                                       fl_ConvertIntAlg2Bitstring(v_Auth_Params.AS_Integrity.Algorithm),

                                                                       v_Auth_Params.KENB,

                                                                       v_Auth_Params.KDF);

    // Derives KRRCenc key

    v_Auth_Params.AS_Ciphering.KUPenc := fl_EUTRA_Authentication_S15 (tsc_UP_Enc_Alg,

                                                                      fl_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),

                                                                      v_Auth_Params.KENB,

                                                                      v_Auth_Params.KDF);

    // Derives KRRCenc key;

    // Ciphering algorithm for UP is same as RRC

    return (v_Auth_Params);

  };  };

function f_EUTRA_AS_ActivateSecurity_NewAKA(CellId_Type p_CellId,

                                        EUTRA_SecurityParams_Type p_SecurityParams,

                                        NasCount_Type p_NasCountUL,



template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now //@sic R5-100178



boolean p_IsSMC_Procedure := true, //@sic R5s100178



template (omit) PhysCellId p_TargetPhysicalCellIdentity := omit,//@sic R5s100178

                                        template (omit) ARFCN_ValueEUTRA p_EARFCN_DL := omit//@sic R5s100178










) runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type

  {

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Authentication_InitAS(p_SecurityParams,

                                                                                    p_NasCountUL,






















p_IsSMC_Procedure,






















p_TargetPhysicalCellIdentity,






















p_EARFCN_DL); /* Calculate Kenb and KRRCenc, KRRCint, KUPenc */

    // Read PDCP SQN for SRB1 and calcuate Ciphering Activation times

    v_SecurityParams.AS_Ciphering.ActTimeList := f_EUTRA_RRC_CipherActTime_Get(p_CellId);

    // Note by default DRB is also pre-configured on SS side

    f_EUTRA_SS_RRC_EnableIntegrityProtection(p_CellId,

                                             v_SecurityParams.AS_Integrity ,p_TimingInfo);          /* SecurityModeCommand is integrity protected with the algorithm

                                                                                          being contained in the message; all sub-sequent RRC messages

                                                                                          are integrity protected in UL and DL (36.331 cl. 5.3.4.3) */

    f_EUTRA_SS_RRC_EnableCipheringULandDL(p_CellId,

                                          v_SecurityParams.AS_Ciphering,p_TimingInfo);

    return (v_SecurityParams);

  };

function f_TC_8_2_4_3_EUTRA (  ) runs on EUTRA_PTC {

...

var Frequency_IE_Type v_Frequency_IE_Cell;                    

    var PhysCellId v_PhysicalCellIdentity_Cell;                

...

f_EUTRA_CellInfo_SetC_RNTI ( eutra_Cell1, tsc_C_RNTI_Def2 );

    //* Enable RRC Integrity and Ciphering at SS target cell

v_Frequency_IE_Cell:= f_EUTRA_CellInfo_GetFrequencyIEs (eutra_Cell1);  

v_PhysicalCellIdentity_Cell:= f_EUTRA_CellInfo_GetPhyCellId (eutra_Cell1);                                  
    v_Auth_Params := f_EUTRA_AS_ActivateSecurity_NewAKA ( eutra_Cell1, v_Auth_Params, v_NasCountUL,                                cs_TimingInfo((v_Timing.SFN.Number+1) mod 1024, 0),false, v_PhysicalCellIdentity_Cell,

                                                                                     v_Frequency_IE_Cell.UL_DL_Earfcn.dl_CarrierFreq

 );

    f_EUTRA_Security_Set ( v_Auth_Params );

4.4 Change 3

Testcase name
f_TC_8_2_4_3_EUTRA

Reason for change
The new C-RNTI configuration should be done at the lower layers.

Summary of change
The new CRNTI configuration is done using f_SS_ConfigActiveCellInfo() function.

Source of change
File : RRC_Handover.ttcn

MCC 160 Comments
Accepted with modifications after discussions with Anite.

1. The second function (f_EUTRA_SS_ConfigRachProcedure) is used to configure the Random Access for C-RNTI based contention resolution => comment updated.

2. Template cs_RachProcedureConfig_CRNTI_Def used instead of  template cs_RachProcedureConfig_Def

Before:

  function f_TC_8_2_4_3_EUTRA (  ) runs on EUTRA_PTC {

    …………….

    …………….

    //* @desc Step 5: Transmit RRCConnectionReconfiguration

    fl_RRC_ConnReconfigHO_Security ( eutra_Cell1,

                                     eutra_Cell1,

                                     v_RRC_TI,

                                     tsc_C_RNTI_Def2,

                                     omit,

                                     cs_SecurityConfigHO_IntraLTE ( true, v_NextHopChainingCount ) );

    //* @desc Reset MAC and re-establish RLC of source cell 1

    f_EUTRA_SRB_DRB_Reset_after_RRCConnReconfigMobilityControl ( eutra_Cell1 );

    //* @desc Apply new C-RNTI on target cell (cell 1)

    f_EUTRA_SS_ConfigRachProcedure ( eutra_Cell1,

                                     tsc_C_RNTI_Def2,

                                     cs_RachProcedureConfig_Def ( omit, f_EUTRA_CellInfo_GetRAR_TA ( eutra_Cell1 ) ) );

    //* @desc Save new C-RNTI in cell configuration for cell 1

    f_EUTRA_CellInfo_SetC_RNTI ( eutra_Cell1, tsc_C_RNTI_Def2 );

    //* Enable RRC Integrity and Ciphering at SS target cell

    v_Auth_Params := f_EUTRA_AS_ActivateSecurity_NewAKA_Handover ( eutra_Cell1, v_Auth_Params, v_NasCountUL );

    f_EUTRA_Security_Set ( v_Auth_Params );

    …………….

    …………….

  }

After:

  function f_TC_8_2_4_3_EUTRA (  ) runs on EUTRA_PTC 

{

    …………….

    …………….

    //* @desc Step 5: Transmit RRCConnectionReconfiguration

   v_Sr_PUCCH_ResourceIndex := f_EUTRA_CellInfo_GetSR_PUCCH_ResourceIndex ( eutra_Cell1 );

   v_Timing := f_EUTRA_GetNextSendOccasion(eutra_Cell1);

    fl_RRC_ConnReconfigHO_Security_Handover ( eutra_Cell1,

                                     eutra_Cell1,

                                     v_RRC_TI,

                                     tsc_C_RNTI_Def2,

                                     omit,

                                     cs_SecurityConfigHO_IntraLTE ( true, v_NextHopChainingCount ),

                                     cs_TimingInfo(v_Timing.SFN.Number, 0),

                                     v_Sr_PUCCH_ResourceIndex);

    //* @desc Reset MAC and re-establish RLC of source cell 1

    f_EUTRA_SRB_DRB_Reset_after_RRCConnReconfigMobilityControl (eutra_Cell1, 

                                                                cs_TimingInfo(v_Timing.SFN.Number, 5)); 

    //* @desc Enable RRC Integrity and Ciphering at SS target cell

    f_EUTRA_AS_ActivateSecurity_NewAKA_Handover(eutra_Cell1,                                               

                                v_Auth_Params,                                                       

                                cs_TimingInfo((v_Timing.SFN.Number+1) mod 1024, 0));   

    f_EUTRA_Security_Set ( v_Auth_Params );

    //* @desc Configfure the new C-RNTI at the SS target cell

    f_SS_ConfigActiveCellInfo(eutra_Cell1,                                                 

                              cs_TimingInfo((v_Timing.SFN.Number+1) mod 1024, 0)), 

                              cs_NewC_RNTI_ConfigReq(tsc_C_RNTI_Def2));                                                         

    //* @desc Apply new C-RNTI on target cell (cell 1)

     f_EUTRA_SS_ConfigRachProcedure ( eutra_Cell1,

                                     tsc_C_RNTI_Def2,

                                     cs_RachProcedureConfig_Def ( omit, f_EUTRA_CellInfo_GetRAR_TA ( eutra_Cell1 ) ),

                                     cs_TimingInfo((v_Timing.SFN.Number+1) mod 1024, 0));
    //* @desc Save new C-RNTI in cell configuration for cell 1

    f_EUTRA_CellInfo_SetC_RNTI ( eutra_Cell1, tsc_C_RNTI_Def2 );

    …………….

    …………….

  }

4.4.1 MCC160/Anite proposed changes

  function f_TC_8_2_4_3_EUTRA (  ) runs on EUTRA_PTC 

{

    …………….

    …………….

    //* @desc Step 5: Transmit RRCConnectionReconfiguration

   v_Sr_PUCCH_ResourceIndex := f_EUTRA_CellInfo_GetSR_PUCCH_ResourceIndex ( eutra_Cell1 );

   v_Timing := f_EUTRA_GetNextSendOccasion(eutra_Cell1);

    fl_RRC_ConnReconfigHO_Security_Handover ( eutra_Cell1,

                                     eutra_Cell1,

                                     v_RRC_TI,

                                     tsc_C_RNTI_Def2,

                                     omit,

                                     cs_SecurityConfigHO_IntraLTE ( true, v_NextHopChainingCount ),

                                     cs_TimingInfo(v_Timing.SFN.Number, 0),

                                     v_Sr_PUCCH_ResourceIndex);

    //* @desc Reset MAC and re-establish RLC of source cell 1

    f_EUTRA_SRB_DRB_Reset_after_RRCConnReconfigMobilityControl (eutra_Cell1, 

                                                                cs_TimingInfo(v_Timing.SFN.Number, 5)); 

    //* @desc Enable RRC Integrity and Ciphering at SS target cell

    f_EUTRA_AS_ActivateSecurity_NewAKA_Handover(eutra_Cell1,                                               

                                v_Auth_Params,                                                       

                                cs_TimingInfo((v_Timing.SFN.Number+1) mod 1024, 0));   

    f_EUTRA_Security_Set ( v_Auth_Params );

    //* @desc Configfure the new C-RNTI at the SS target cell

    f_SS_ConfigActiveCellInfo(eutra_Cell1,                                                 

                              cs_TimingInfo((v_Timing.SFN.Number+1) mod 1024, 0)), 

                              cs_NewC_RNTI_ConfigReq(tsc_C_RNTI_Def2));                                                         

    //* @desc Configure C-RNTI based contention resolution in target cell (cell 1)

     f_EUTRA_SS_ConfigRachProcedure ( eutra_Cell1,

                                     tsc_C_RNTI_Def2,

                                     cs_RachProcedureConfig_CRNTI_Def ( f_EUTRA_CellInfo_GetRAR_TA (

                                                                                                               eutra_Cell1 ) ),

                                     cs_TimingInfo((v_Timing.SFN.Number+1) mod 1024, 0));
    //* @desc Save new C-RNTI in cell configuration for cell 1

    f_EUTRA_CellInfo_SetC_RNTI ( eutra_Cell1, tsc_C_RNTI_Def2 );

    …………….

    …………….

  }

4.5 Change 4

Testcase name
f_TC_8_2_4_3_EUTRA

Reason for change
The transmission of RRCConnectionReconfiguration message and the subsequent configuration for the handover needs to be done on specific frames so that it is complete before UE could transmit RRCConnectionReconfigurationComplete message with the updated configuration.

Summary of change
The changes are done to transmit RRCConnectionReconfiguration message and the subsequent configuration for the handover on specific frames

Source of change
File : RRC_Handover.ttcn, EUTRA_ConfigurationSteps.ttcn, EUTRA_Security_Templates.ttcn

MCC 160 Comments
Accepted.
fl_RRC_ConnReconfigHO_Security_Handover will however not be created, instead modification to the already existing function fl_RRC_ConnReconfigHO_Security will be done. See also 4.7.1.

RRC_Handover.ttcn

Before:

function f_TC_8_2_4_3_EUTRA (  ) runs on EUTRA_PTC 

{

    …………….

    …………….

    //* @desc Step 5: Transmit RRCConnectionReconfiguration

    fl_RRC_ConnReconfigHO_Security ( eutra_Cell1,

                                     eutra_Cell1,

                                     v_RRC_TI,

                                     tsc_C_RNTI_Def2,

                                     omit,

                                     cs_SecurityConfigHO_IntraLTE ( true, v_NextHopChainingCount ) );

    //* @desc Reset MAC and re-establish RLC of source cell 1

    f_EUTRA_SRB_DRB_Reset_after_RRCConnReconfigMobilityControl ( eutra_Cell1 );

    //* @desc Apply new C-RNTI on target cell (cell 1)

    f_EUTRA_SS_ConfigRachProcedure ( eutra_Cell1,

                                     tsc_C_RNTI_Def2,

                                     cs_RachProcedureConfig_Def ( omit, f_EUTRA_CellInfo_GetRAR_TA ( eutra_Cell1 ) ) );

    //* @desc Save new C-RNTI in cell configuration for cell 1

    f_EUTRA_CellInfo_SetC_RNTI ( eutra_Cell1, tsc_C_RNTI_Def2 );

    //* Enable RRC Integrity and Ciphering at SS target cell

    v_Auth_Params := f_EUTRA_AS_ActivateSecurity_NewAKA_Handover ( eutra_Cell1, v_Auth_Params, v_NasCountUL );

    f_EUTRA_Security_Set ( v_Auth_Params );

    …………….

    …………….

  }

After:

function f_TC_8_2_4_3_EUTRA (  ) runs on EUTRA_PTC 

{

    …………….

    …………….

    var SubFrameTiming_Type v_Timing;                   

    …………….

    …………….

    //* @desc Step 5: Transmit RRCConnectionReconfiguration

   v_Sr_PUCCH_ResourceIndex := f_EUTRA_CellInfo_GetSR_PUCCH_ResourceIndex ( eutra_Cell1 );

   v_Timing := f_EUTRA_GetNextSendOccasion(eutra_Cell1);
    fl_RRC_ConnReconfigHO_Security_Handover ( eutra_Cell1,

                                     eutra_Cell1,

                                     v_RRC_TI,

                                     tsc_C_RNTI_Def2,

                                     omit,

                                     cs_SecurityConfigHO_IntraLTE ( true, v_NextHopChainingCount ),

                                     cs_TimingInfo(v_Timing.SFN.Number, 0),
                                     v_Sr_PUCCH_ResourceIndex);

    //* @desc Reset MAC and re-establish RLC of source cell 1

    f_EUTRA_SRB_DRB_Reset_after_RRCConnReconfigMobilityControl (eutra_Cell1, 

                                                                cs_TimingInfo(v_Timing.SFN.Number, 5)); 

    //* @desc Enable RRC Integrity and Ciphering at SS target cell

    f_EUTRA_AS_ActivateSecurity_NewAKA_Handover (eutra_Cell1,                                               

                                v_Auth_Params,                                                       

                                cs_TimingInfo((v_Timing.SFN.Number+1) mod 1024, 0));   

    f_EUTRA_Security_Set ( v_Auth_Params );

    //* @desc Configfure the new C-RNTI at the SS target cell

    f_SS_ConfigActiveCellInfo(eutra_Cell1,                                                 

                              cs_TimingInfo((v_Timing.SFN.Number+1) mod 1024, 0)), 

                              cs_NewC_RNTI_ConfigReq(tsc_C_RNTI_Def2));                                                         

    //* @desc Apply new C-RNTI on target cell (cell 1)

     f_EUTRA_SS_ConfigRachProcedure ( eutra_Cell1,

                                     tsc_C_RNTI_Def2,

                                     cs_RachProcedureConfig_Def ( omit, f_EUTRA_CellInfo_GetRAR_TA ( eutra_Cell1 ) ),

                                     cs_TimingInfo((v_Timing.SFN.Number+1) mod 1024, 0));

    //* @desc Save new C-RNTI in cell configuration for cell 1

    f_EUTRA_CellInfo_SetC_RNTI ( eutra_Cell1, tsc_C_RNTI_Def2 );

    …………….

    …………….

  }

Before:

function fl_RRC_ConnReconfigHO_Security ( CellId_Type                          p_SourceCellId,

                                            CellId_Type                          p_TargetCellId,

                                            RRC_TransactionIdentifier            p_RRC_TI,

                                            C_RNTI                               p_C_RNTI,

                                            template (omit) RACH_ConfigDedicated p_RACH_Ded,

                                            template (value) SecurityConfigHO    p_SecurityConfiguration) runs on EUTRA_PTC { 

    var  EUTRA_CellSysInfo_Type v_EUTRA_CellSysInfo_Type := f_EUTRA_CellInfo_GetSYSINFO ( p_TargetCellId );

    var  RadioResourceConfigCommonSIB v_RadioResourceConfigCommonSIB := v_EUTRA_CellSysInfo_Type.BCCH_Info.SIs[0].message_.c1.systemInformation.criticalExtensions.systemInformation_r8.sib_TypeAndInfo[0].sib2.radioResourceConfigCommon;

    var PhysCellId v_PhysicalCellIdentity := f_EUTRA_CellInfo_GetPhyCellId ( p_TargetCellId );

    var template (omit) TDD_Config v_Tdd_Configuration := v_EUTRA_CellSysInfo_Type.BCCH_Info.SIB1.message_.c1.systemInformationBlockType1.tdd_Config;

    var template (value) RadioResourceConfigCommon

      v_RadioResourceConfigCommon := cs_RadioResourceConfigCommon_Def ( v_RadioResourceConfigCommonSIB.rach_Config,

                                                                        cs_PRACH_Config_Def(v_RadioResourceConfigCommonSIB.prach_Config),

                                                                        v_RadioResourceConfigCommonSIB.pusch_Config,

                                                                        v_RadioResourceConfigCommonSIB.soundingRS_UL_Config,

                                                                        v_Tdd_Configuration);

    var template (value) EUTRA_FDD_TDD_CellInfo_Type v_EUTRA_FDD_TDD_CellInfo := f_EUTRA_CellInfo_GetFDD_TDD_Info ( p_TargetCellId );

    SRB.send ( cas_SRB1_RrcPdu_REQ ( p_SourceCellId,

                                     cs_TimingInfo_Now,            
                                     cs_RRCConnReconfig_IntraFreqHO_Security ( p_RRC_TI,

                                                                               v_PhysicalCellIdentity,

                                                                               p_C_RNTI,

                                                                               p_RACH_Ded,

                                                                               v_RadioResourceConfigCommon,

                                                                               v_EUTRA_FDD_TDD_CellInfo.cqi_ReportConfig,

                                                                               v_EUTRA_FDD_TDD_CellInfo.soundingRS_UL_Config,

                                                                               p_SecurityConfiguration ) ) );

  }

After:

function fl_RRC_ConnReconfigHO_Security_Handover ( CellId_Type                          p_SourceCellId,

                                            CellId_Type                          p_TargetCellId,

                                            RRC_TransactionIdentifier            p_RRC_TI,

                                            C_RNTI                               p_C_RNTI,

                                            template (omit) RACH_ConfigDedicated p_RACH_Ded,

                                            template (value) SecurityConfigHO    p_SecurityConfiguration,

                                            template (value) TimingInfo_Type     p_TimingInfo := cs_TimingInfo_Now,

                                            SR_PUCCH_ResourceIndex_Type          p_SR_PUCCH_ResourceIndex ) runs on EUTRA_PTC { 

    var  EUTRA_CellSysInfo_Type v_EUTRA_CellSysInfo_Type := f_EUTRA_CellInfo_GetSYSINFO ( p_TargetCellId );

    var  RadioResourceConfigCommonSIB v_RadioResourceConfigCommonSIB := v_EUTRA_CellSysInfo_Type.BCCH_Info.SIs[0].message_.c1.systemInformation.criticalExtensions.systemInformation_r8.sib_TypeAndInfo[0].sib2.radioResourceConfigCommon;

    var PhysCellId v_PhysicalCellIdentity := f_EUTRA_CellInfo_GetPhyCellId ( p_TargetCellId );

    var template (omit) TDD_Config v_Tdd_Configuration := v_EUTRA_CellSysInfo_Type.BCCH_Info.SIB1.message_.c1.systemInformationBlockType1.tdd_Config;

    var template (value) RadioResourceConfigCommon

      v_RadioResourceConfigCommon := cs_RadioResourceConfigCommon_Def ( v_RadioResourceConfigCommonSIB.rach_Config,

                                                                        cs_PRACH_Config_Def(v_RadioResourceConfigCommonSIB.prach_Config),

                                                                        v_RadioResourceConfigCommonSIB.pusch_Config,

                                                                        v_RadioResourceConfigCommonSIB.soundingRS_UL_Config,

                                                                        v_Tdd_Configuration);

    var template (value) EUTRA_FDD_TDD_CellInfo_Type v_EUTRA_FDD_TDD_CellInfo := f_EUTRA_CellInfo_GetFDD_TDD_Info ( p_TargetCellId );

    SRB.send ( cas_SRB1_RrcPdu_REQ ( p_SourceCellId,

                                     p_TimingInfo,            
                                     cs_RRCConnReconfig_IntraFreqHO_Security_Handover ( p_RRC_TI,

                                                                               v_PhysicalCellIdentity,

                                                                               p_C_RNTI,

                                                                               p_RACH_Ded,

                                                                               v_RadioResourceConfigCommon,

                                                                               v_EUTRA_FDD_TDD_CellInfo.cqi_ReportConfig,

                                                                               v_EUTRA_FDD_TDD_CellInfo.soundingRS_UL_Config,

                                                                               p_SecurityConfiguration,

                                                                               p_SR_PUCCH_ResourceIndex ) ) );

  }

EUTRA_ConfigurationSteps.ttcn

Before:

  function f_EUTRA_SS_ConfigRachProcedure(CellId_Type p_CellId,

                                          template (omit) C_RNTI p_CRNTI,

                                          template (value) RachProcedureConfig_Type p_RachProcedureConfig) runs on EUTRA_PTC     

  {

    SYS.send (cas_RachProcedureConfig_REQ(p_CellId,p_CRNTI, p_RachProcedureConfig));                 

    SYS.receive(car_RachProcedureConfig_CNF(p_CellId));

  };

After:

  function f_EUTRA_SS_ConfigRachProcedure (CellId_Type p_CellId,

                                          template (omit) C_RNTI p_CRNTI,

                                          template (value) RachProcedureConfig_Type p_RachProcedureConfig,

                                          template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now) runs on EUTRA_PTC     

  {

    SYS.send (cas_RachProcedureConfig_REQ(p_CellId,p_CRNTI, p_RachProcedureConfig, p_TimingInfo));                 

    SYS.receive(car_RachProcedureConfig_CNF(p_CellId));

  };

EUTRA_SecuritySteps.ttcn

Before:

  function f_EUTRA_SS_RRC_EnableIntegrityProtection(CellId_Type p_CellId,

                                                    AS_IntegrityInfo_Type p_AS_IntegrityInfo) runs on EUTRA_PTC      

  {

    /* security key derivation -> FFS */

    /* PDCP sequence Number needs to be queried from PDCP; */

    SYS.send(cas_AsSecurityStart_REQ(p_CellId, cs_AS_IntProtActivate(p_AS_IntegrityInfo));    

    SYS.receive(car_AsSecurity_CNF(p_CellId));

  };

After:

  function f_EUTRA_SS_RRC_EnableIntegrityProtection (CellId_Type p_CellId,

                                                    AS_IntegrityInfo_Type p_AS_IntegrityInfo,

                                                    template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now) runs on EUTRA_PTC      

  {

    /* security key derivation -> FFS */

    /* PDCP sequence Number needs to be queried from PDCP; */

    SYS.send(cas_AsSecurityStart_REQ(p_CellId, cs_AS_IntProtActivate(p_AS_IntegrityInfo), p_TimingInfo));    

    SYS.receive(car_AsSecurity_CNF(p_CellId));

  };

Before:

  function f_EUTRA_SS_RRC_EnableCipheringULandDL(CellId_Type p_CellId,

                                                 AS_CipheringInfo_Type p_AS_CipheringInfo) runs on EUTRA_PTC      

  {

    SYS.send(cas_AsSecurityStart_REQ(p_CellId, cs_AS_CipheringActivate(p_AS_CipheringInfo));    

    SYS.receive(car_AsSecurity_CNF(p_CellId));

  };

After:

  function f_EUTRA_SS_RRC_EnableCipheringULandDL(CellId_Type p_CellId,

                                                 AS_CipheringInfo_Type p_AS_CipheringInfo,

                                                 template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now) runs on EUTRA_PTC      

  {

    SYS.send(cas_AsSecurityStart_REQ(p_CellId, cs_AS_CipheringActivate(p_AS_CipheringInfo), p_TimingInfo));    

    SYS.receive(car_AsSecurity_CNF(p_CellId));

  };

EUTRA_Security_Templates.ttcn

Before:

template (value) SYSTEM_CTRL_REQ cas_AsSecurityStart_REQ(CellId_Type p_CellId,

                                                           template (value) AS_SecStartRestart_Type p_AS_SecStartRestart) :=    

  { /* @status    APPROVED */

    Common := cs_ReqAspCommonPart_CellCfg(p_CellId),  /* Note: potential 'activation time' is part of the configuration

                                                                     parameter p_AS_SecStartRestart */  

    Request := {

      AS_Security := {

        StartRestart := p_AS_SecStartRestart

      }

    }

  };



After:

template (value) SYSTEM_CTRL_REQ cas_AsSecurityStart_REQ (CellId_Type p_CellId,

                                                           template (value) AS_SecStartRestart_Type p_AS_SecStartRestart,

                                                           template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now) :=    

  { /* @status    APPROVED */

    Common := cs_ReqAspCommonPart_CellCfg(p_CellId, p_TimingInfo),  /* Note: potential 'activation time' is part of the configuration

                                                                     parameter p_AS_SecStartRestart */  

    Request := {

      AS_Security := {

        StartRestart := p_AS_SecStartRestart

      }

    }

  };



EUTRA_CellCfg_Templates.ttcn

Before:

  template (value) SYSTEM_CTRL_REQ cas_RachProcedureConfig_REQ ( CellId_Type p_CellId,

                                                                 template (omit) C_RNTI p_CRNTI,

                                                                 template (value) RachProcedureConfig_Type p_RachProcedureConfig) :=  

  { /* @status    APPROVED */

    Common        := cs_ReqAspCommonPart_CellCfg(p_CellId, cs_TimingInfo_Now)

    Request := {

      Cell  := {

        AddOrReconfigure := {

          Basic    := omit,

          Active   := {

            C_RNTI                := p_CRNTI,

            PhysicalLayerConfigUL := omit,

            RachProcedureConfig   := p_RachProcedureConfig,

            CcchDcchDtchConfig    := omit

          }

        }

      }

    }

  };

After:

  template (value) SYSTEM_CTRL_REQ cas_RachProcedureConfig_REQ ( CellId_Type p_CellId,

                                                                 template (omit) C_RNTI p_CRNTI,

                                                                 template (value) RachProcedureConfig_Type p_RachProcedureConfig,

                                                                 template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now) :=  

  { /* @status    APPROVED */

    Common        := cs_ReqAspCommonPart_CellCfg(p_CellId, p_TimingInfo),                  

    Request := {

      Cell  := {

        AddOrReconfigure := {

          Basic    := omit,

          Active   := {

            C_RNTI                := p_CRNTI,

            PhysicalLayerConfigUL := omit,

            RachProcedureConfig   := p_RachProcedureConfig,

            CcchDcchDtchConfig    := omit

          }

        }

      }

    }

  };

4.6 Change 5

Testcase name
f_TC_8_2_4_3_EUTRA

Reason for change
The changes are required to specific message content for RRC Connection Reconfiguration message as per R5-103377 submitted for RAN5#47 meeting.

Summary of change
The changes are done as per the Prose CR. A new template cs_RRCConnectionReconfiguration_IntraFreqHO_New is defined to include the SR configuration in the RRC Connection Reconfiguration message for Handover

Source of change
File : RRC_Handover.ttcn , EUTRA_RRC_Templates.ttcn

MCC 160 Comments
Accepted, R5-103678 (agreed revision of R5-103377) will be implemented.

Before:

  function f_TC_8_2_4_3_EUTRA (  ) runs on EUTRA_PTC {

    …………….

    …………….

    //* @desc Step 5: Transmit RRCConnectionReconfiguration

    fl_RRC_ConnReconfigHO_Security ( eutra_Cell1,

                                     eutra_Cell1,

                                     v_RRC_TI,

                                     tsc_C_RNTI_Def2,

                                     omit,

                                     cs_SecurityConfigHO_IntraLTE ( true, v_NextHopChainingCount ) );

    .……………   

    …………….

    …………….

  }

After:

  function f_TC_8_2_4_3_EUTRA (  ) runs on EUTRA_PTC 

{

    …………….

    …………….

    //* @desc Step 5: Transmit RRCConnectionReconfiguration

   v_Sr_PUCCH_ResourceIndex := f_EUTRA_CellInfo_GetSR_PUCCH_ResourceIndex ( eutra_Cell1 );
   v_Timing := f_EUTRA_GetNextSendOccasion(eutra_Cell1);

    fl_RRC_ConnReconfigHO_Security_Handover ( eutra_Cell1,

                                     eutra_Cell1,

                                     v_RRC_TI,

                                     tsc_C_RNTI_Def2,

                                     omit,

                                     cs_SecurityConfigHO_IntraLTE ( true, v_NextHopChainingCount ),

                                     cs_TimingInfo(v_Timing.SFN.Number, 0),

                                     v_Sr_PUCCH_ResourceIndex);

    …………….

    …………….

    …………….

  }

Before:

function fl_RRC_ConnReconfigHO_Security ( CellId_Type                          p_SourceCellId,

                                            CellId_Type                          p_TargetCellId,

                                            RRC_TransactionIdentifier            p_RRC_TI,

                                            C_RNTI                               p_C_RNTI,

                                            template (omit) RACH_ConfigDedicated p_RACH_Ded,

                                            template (value) SecurityConfigHO    p_SecurityConfiguration) runs on EUTRA_PTC { 

    var  EUTRA_CellSysInfo_Type v_EUTRA_CellSysInfo_Type := f_EUTRA_CellInfo_GetSYSINFO ( p_TargetCellId );

    var  RadioResourceConfigCommonSIB v_RadioResourceConfigCommonSIB := v_EUTRA_CellSysInfo_Type.BCCH_Info.SIs[0].message_.c1.systemInformation.criticalExtensions.systemInformation_r8.sib_TypeAndInfo[0].sib2.radioResourceConfigCommon;

    var PhysCellId v_PhysicalCellIdentity := f_EUTRA_CellInfo_GetPhyCellId ( p_TargetCellId );

    var template (omit) TDD_Config v_Tdd_Configuration := v_EUTRA_CellSysInfo_Type.BCCH_Info.SIB1.message_.c1.systemInformationBlockType1.tdd_Config;

    var template (value) RadioResourceConfigCommon

      v_RadioResourceConfigCommon := cs_RadioResourceConfigCommon_Def ( v_RadioResourceConfigCommonSIB.rach_Config,

                                                                        cs_PRACH_Config_Def(v_RadioResourceConfigCommonSIB.prach_Config),

                                                                        v_RadioResourceConfigCommonSIB.pusch_Config,

                                                                        v_RadioResourceConfigCommonSIB.soundingRS_UL_Config,

                                                                        v_Tdd_Configuration);

    var template (value) EUTRA_FDD_TDD_CellInfo_Type v_EUTRA_FDD_TDD_CellInfo := f_EUTRA_CellInfo_GetFDD_TDD_Info ( p_TargetCellId );

    SRB.send ( cas_SRB1_RrcPdu_REQ ( p_SourceCellId,

                                     cs_TimingInfo_Now,            

                                     cs_RRCConnReconfig_IntraFreqHO_Security ( p_RRC_TI,

                                                                               v_PhysicalCellIdentity,

                                                                               p_C_RNTI,

                                                                               p_RACH_Ded,

                                                                               v_RadioResourceConfigCommon,

                                                                               v_EUTRA_FDD_TDD_CellInfo.cqi_ReportConfig,

                                                                               v_EUTRA_FDD_TDD_CellInfo.soundingRS_UL_Config,

                                                                               p_SecurityConfiguration ) ) );

  }

After:

function fl_RRC_ConnReconfigHO_Security_Handover ( CellId_Type                          p_SourceCellId,

                                            CellId_Type                          p_TargetCellId,

                                            RRC_TransactionIdentifier            p_RRC_TI,

                                            C_RNTI                               p_C_RNTI,

                                            template (omit) RACH_ConfigDedicated p_RACH_Ded,

                                            template (value) SecurityConfigHO    p_SecurityConfiguration,

                                            template (value) TimingInfo_Type     p_TimingInfo := cs_TimingInfo_Now,

                                            SR_PUCCH_ResourceIndex_Type          p_SR_PUCCH_ResourceIndex ) runs on EUTRA_PTC { 

    var  EUTRA_CellSysInfo_Type v_EUTRA_CellSysInfo_Type := f_EUTRA_CellInfo_GetSYSINFO ( p_TargetCellId );

    var  RadioResourceConfigCommonSIB v_RadioResourceConfigCommonSIB := v_EUTRA_CellSysInfo_Type.BCCH_Info.SIs[0].message_.c1.systemInformation.criticalExtensions.systemInformation_r8.sib_TypeAndInfo[0].sib2.radioResourceConfigCommon;

    var PhysCellId v_PhysicalCellIdentity := f_EUTRA_CellInfo_GetPhyCellId ( p_TargetCellId );

    var template (omit) TDD_Config v_Tdd_Configuration := v_EUTRA_CellSysInfo_Type.BCCH_Info.SIB1.message_.c1.systemInformationBlockType1.tdd_Config;

    var template (value) RadioResourceConfigCommon

      v_RadioResourceConfigCommon := cs_RadioResourceConfigCommon_Def ( v_RadioResourceConfigCommonSIB.rach_Config,

                                                                        cs_PRACH_Config_Def(v_RadioResourceConfigCommonSIB.prach_Config),

                                                                        v_RadioResourceConfigCommonSIB.pusch_Config,

                                                                        v_RadioResourceConfigCommonSIB.soundingRS_UL_Config,

                                                                        v_Tdd_Configuration);

    var template (value) EUTRA_FDD_TDD_CellInfo_Type v_EUTRA_FDD_TDD_CellInfo := f_EUTRA_CellInfo_GetFDD_TDD_Info ( p_TargetCellId );

    SRB.send ( cas_SRB1_RrcPdu_REQ ( p_SourceCellId,

                                     p_TimingInfo,            

                                     cs_RRCConnReconfig_IntraFreqHO_Security_Handover ( p_RRC_TI,

                                                                               v_PhysicalCellIdentity,

                                                                               p_C_RNTI,

                                                                               p_RACH_Ded,

                                                                               v_RadioResourceConfigCommon,

                                                                               v_EUTRA_FDD_TDD_CellInfo.cqi_ReportConfig,

                                                                               v_EUTRA_FDD_TDD_CellInfo.soundingRS_UL_Config,

                                                                               p_SecurityConfiguration,

                                                                               p_SR_PUCCH_ResourceIndex ) ) );

  }

Before:

  template (value) DL_DCCH_Message cs_RRCConnReconfig_IntraFreqHO_Security ( RRC_TransactionIdentifier p_RRC_TI,

                                                                                      PhysCellId p_CellID,

                                                                                      C_RNTI p_C_RNTI,

                                                                                      template (omit)RACH_ConfigDedicated p_RACH_Ded,

                                                                                      template (value ) RadioResourceConfigCommon p_RadioResourceConfigCommon,

                                                                                      template (omit) CQI_ReportPeriodic p_CQI_ReportingPeriodic,

                                                                                      template (omit) SoundingRS_UL_ConfigDedicated p_SoundingRsUl_ConfigDedicated,

                                                                                      template (value) SecurityConfigHO p_SecurityConfiguration) :=      

  {

    message_ := {

      c1 := {

        rrcConnectionReconfiguration := {

          rrc_TransactionIdentifier := p_RRC_TI,

          criticalExtensions := {

            c1 := {

              rrcConnectionReconfiguration_r8 := {

                measConfig     := omit,

                mobilityControlInfo   := cs_MobilityControlInformation_IntraFreqHO ( p_CellID,

                                                                                     p_C_RNTI,

                                                                                     p_RACH_Ded,

                                                                                     p_RadioResourceConfigCommon),

                dedicatedInfoNASList := omit,

                radioResourceConfigDedicated   := cs_508_RadioResourceConfigDedicated_HO ( p_CQI_ReportingPeriodic,

                                                                                               p_SoundingRsUl_ConfigDedicated),                      

                securityConfigHO             := p_SecurityConfiguration,

                nonCriticalExtension         := omit

              }

            }

          }

        }

      }

    }

  };  

After:

RRC_Handover.ttcn

  template (value) DL_DCCH_Message cs_RRCConnReconfig_IntraFreqHO_Security_Handover ( RRC_TransactionIdentifier p_RRC_TI,

                                                                                      PhysCellId p_CellID,

                                                                                      C_RNTI p_C_RNTI,

                                                                                      template (omit)RACH_ConfigDedicated p_RACH_Ded,

                                                                                      template (value ) RadioResourceConfigCommon p_RadioResourceConfigCommon,

                                                                                      template (omit) CQI_ReportPeriodic p_CQI_ReportingPeriodic,

                                                                                      template (omit) SoundingRS_UL_ConfigDedicated p_SoundingRsUl_ConfigDedicated,

                                                                                      template (value) SecurityConfigHO p_SecurityConfiguration,

                                                                                      SR_PUCCH_ResourceIndex_Type p_SR_PUCCH_ResourceIndex ) :=      

  {

    message_ := {

      c1 := {

        rrcConnectionReconfiguration := {

          rrc_TransactionIdentifier := p_RRC_TI,

          criticalExtensions := {

            c1 := {

              rrcConnectionReconfiguration_r8 := {

                measConfig     := omit,

                mobilityControlInfo   := cs_MobilityControlInformation_IntraFreqHO ( p_CellID,

                                                                                     p_C_RNTI,

                                                                                     p_RACH_Ded,

                                                                                     p_RadioResourceConfigCommon),

                dedicatedInfoNASList := omit,

                radioResourceConfigDedicated   := cs_508_RadioResourceConfigDedicated_HO_New ( p_CQI_ReportingPeriodic,

                                                                                               p_SoundingRsUl_ConfigDedicated,

                                                                                               p_SR_PUCCH_ResourceIndex ),                      

                securityConfigHO             := p_SecurityConfiguration,

                nonCriticalExtension         := omit

              }

            }

          }

        }

      }

    }

  };  

EUTRA_RRC_Templates.ttcn 

template (value) RadioResourceConfigDedicated cs_508_RadioResourceConfigDedicated_HO_New ( template (omit) CQI_ReportPeriodic p_CQI_ReportingPeriodic,

                                                                                         template (omit) SoundingRS_UL_ConfigDedicated p_SoundingRsUl_ConfigDedicated,

                                                                                         SR_PUCCH_ResourceIndex_Type p_SR_PUCCH_ResourceIndex ) :=

  { /* Default values according to 36.508 cl. 4.6.3 Table 4.6.3-19 */

    srb_ToAddModList := omit,

    drb_ToAddModList := omit,

    drb_ToReleaseList := omit,

    mac_MainConfig := omit,

    sps_Config := omit,

    physicalConfigDedicated := cds_PhysicalConfigDedicated_HO ( p_CQI_ReportingPeriodic, p_SoundingRsUl_ConfigDedicated, p_SR_PUCCH_ResourceIndex )

  };  

  template (value) PhysicalConfigDedicated cds_PhysicalConfigDedicated_HO( template (omit) CQI_ReportPeriodic p_CQI_ReportingPeriodic,

                                                                                     template (omit) SoundingRS_UL_ConfigDedicated p_SoundingRsUl_ConfigDedicated,

                                                                                     SR_PUCCH_ResourceIndex_Type p_SR_PUCCH_ResourceIndex )

    modifies cs_508_PhysicalConfigDedicated_Default_RBC :=

  {

    schedulingRequestConfig := cs_508_SchedulingRequest_Config_Default ( p_SR_PUCCH_ResourceIndex ) 

  };


4.7 Additional changes from MCC160

Change to fl_RRC_ConnReconfigHO_Security

Testcase name
RRC_Handover\fl_RRC_ConnReconfigHO_Security  

Reason for change
Function fl_RRC_ConnReconfigHO_Security  is being used in multiple modules and should therefore change prefix and location.

Summary of change
1. Renamed the function to f_EUTRA_RRC_ConnReconfigHO_Security and moved it to module EUTRA_RRC_Steps.

2. Moved template cs_RRCConnReconfig_IntraFreqHO_Security to EUTRA_RRC_Templates

3. Removed import statement of RRC_Handover in module InterRat_Handover_to_EUTRA.

Source of change
File : RRC_Handover.ttcn , EUTRA_RRC_Steps.ttcn , InterRat_Handover_to_EUTRA.ttcn , EUTRA_RRC_Templates

Change to f_EUTRA_RRC_ConnectionReconfiguration_IntraFreqHO

Testcase name
EUTRA_RRCSteps\f_EUTRA_RRC_ConnectionReconfiguration_IntraFreqHO

Reason for change
Timing information missing.

Summary of change
Adding timing info as input parameter with default value cs_Timing_Now

Source of change
File : EUTRA_RRC_Steps.ttcn

Before:

  function f_EUTRA_RRC_ConnectionReconfiguration_IntraFreqHO (CellId_Type                          p_SourceCellId,

                                                              CellId_Type                          p_TargetCellId,

                                                              RRC_TransactionIdentifier            p_RRC_TI,

                                                              C_RNTI                               p_C_RNTI,

                                                              template (omit) RACH_ConfigDedicated p_RACH_Ded ) runs on EUTRA_PTC

  {

…

    SRB.send ( cas_SRB1_RrcPdu_REQ ( p_SourceCellId,

                                     cs_TimingInfo_Now,

                                     cs_RRCConnectionReconfiguration_IntraFreqHO ( p_RRC_TI,

                                                                                   v_PhysicalCellIdentity,

                                                                                   p_C_RNTI,

                                                                                   p_RACH_Ded,

                                                                                   v_RadioResourceConfigCommon,

                                                                                   v_EUTRA_FDD_TDD_CellInfo.cqi_ReportConfig,

                                                                                   v_EUTRA_FDD_TDD_CellInfo.soundingRS_UL_Config,

                                                                                   v_AntennaInfo,

…

After:

  function f_EUTRA_RRC_ConnectionReconfiguration_IntraFreqHO (CellId_Type                          p_SourceCellId,

                                                              CellId_Type                          p_TargetCellId,

                                                              RRC_TransactionIdentifier            p_RRC_TI,

                                                              C_RNTI                               p_C_RNTI,

                                                              template (omit) RACH_ConfigDedicated p_RACH_Ded,

                                                              template (value) TimingInfo_Type     p_TimingInfo := cs_TimingInfo_Now
                                                             ) runs on EUTRA_PTC

  {

…

    SRB.send ( cas_SRB1_RrcPdu_REQ ( p_SourceCellId,

                                     p_TimingInfo,
                                     cs_RRCConnectionReconfiguration_IntraFreqHO ( p_RRC_TI,

                                                                                   v_PhysicalCellIdentity,

                                                                                   p_C_RNTI,

                                                                                   p_RACH_Ded,

                                                                                   v_RadioResourceConfigCommon,

                                                                                   v_EUTRA_FDD_TDD_CellInfo.cqi_ReportConfig,

                                                                                   v_EUTRA_FDD_TDD_CellInfo.soundingRS_UL_Config,

                                                                                   v_AntennaInfo,

…

4.8 More changes from MCC160

4.8.1 f_TC_8_2_4_3_EUTRA: Step 5

Testcase name
f_TC_8_2_4_3 (with R5s100240 implemented)

Reason for change


Summary of change


Source of change
File : RRC_Handover.ttcn

Before:

function f_TC_8_2_4_3_EUTRA ( ) runs on EUTRA_PTC

{

…

// Step 5: Transmit RRCConnectionReconfiguration

v_Timing := f_EUTRA_GetNextSendOccasion ( eutra_Cell1 );

f_EUTRA_RRC_ConnReconfigHO_IntraLTE_Security ( eutra_Cell1,

                                      eutra_Cell1,

                                      cs_SecurityConfigHO_IntraLTE ( true, v_NextHopChainingCount ),

                                      cs_TimingInfo ( v_Timing.SFN.Number, 0));

// Reset MAC and re-establish RLC of source cell 1

f_EUTRA_SRB_DRB_Reset_after_RRCConnReconfigMobilityControl ( eutra_Cell1,

                                                          cs_TimingInfo ( v_Timing.SFN.Number, 5) );

// Configfure the new C-RNTI at the SS target cell

f_SS_ConfigActiveCellInfo ( eutra_Cell1,

                            cs_TimingInfo ( ( v_Timing.SFN.Number+1) mod 1024, 0 ),

                            cs_NewC_RNTI_ConfigReq ( tsc_C_RNTI_Def2 ) );

// Configure C-RNTI based contention resolution in target cell 1

f_EUTRA_SS_ConfigRachProcedure ( eutra_Cell1,

                      tsc_C_RNTI_Def2,

                      cs_RachProcedureConfig_CRNTI_Def ( f_EUTRA_CellInfo_GetRAR_TA ( eutra_Cell1 ),

                      f_EUTRA_CellInfo_GetDL_ChBandwidth ( eutra_Cell1 )),// @sic R5-103846 sic@

                      cs_TimingInfo((v_Timing.SFN.Number+1) mod 1024, 0));

// Save new C-RNTI in cell configuration for cell 1

f_EUTRA_CellInfo_SetC_RNTI ( eutra_Cell1, tsc_C_RNTI_Def2 );

// Enable RRC Integrity and Ciphering at SS target cell

v_Auth_Params := f_EUTRA_AS_ActivateSecurity_NewAKA ( eutra_Cell1,

                                            v_Auth_Params,

                                            v_NasCountUL,

                                            cs_TimingInfo ( ( v_Timing.SFN.Number+1 ) mod 1024, 0 ),

                                            false,

                                            v_PhysicalCellIdentity_Cell,

                                            v_Frequency_IE_Cell.UL_DL_Earfcn.dl_CarrierFreq );

f_EUTRA_Security_Set ( v_Auth_Params );
…

}

After:

function f_TC_8_2_4_3_EUTRA ( ) runs on EUTRA_PTC

{

…

// Step 5: Transmit RRCConnectionReconfiguration

v_Timing := f_EUTRA_GetNextSendOccasion ( eutra_Cell1 );

f_EUTRA_RRC_ConnReconfigHO_IntraLTE_Security ( eutra_Cell1,

                                    eutra_Cell1,

                                    cs_SecurityConfigHO_IntraLTE ( true, v_NextHopChainingCount ),

                                    cs_TimingInfo ( v_Timing.SFN.Number, v_Timing.Subframe.Number));

/* Note: current implementation releases SRBs and reconfigures C-RNTI 5ms after sending the RRCConnectionReconfiguration => RLC ACK is not taken into consideration */
v_Timing := f_EUTRA_TimingInfoAdd(v_Timing, 5);   // add 5ms
// Release SRBs and DRBs

f_EUTRA_SS_SRBs_DRBs_Release(eutra_Cell1,

                             cs_TimingInfo(v_Timing.SFN.Number, v_Timing.Subframe.Number));
// Configure C-RNTI based contention resolution in target cell 1 and assign new C-RNTI to the cell
f_EUTRA_SS_ConfigRachProcedure ( eutra_Cell1,

                                 tsc_C_RNTI_Def2,

                      cs_RachProcedureConfig_CRNTI_Def ( f_EUTRA_CellInfo_GetRAR_TA ( eutra_Cell1 ),

                      f_EUTRA_CellInfo_GetDL_ChBandwidth ( eutra_Cell1 )),// @sic R5-103846 sic@

                      cs_TimingInfo(v_Timing.SFN.Number, v_Timing.Subframe.Number));

// Save new C-RNTI in cell configuration for cell 1

f_EUTRA_CellInfo_SetC_RNTI ( eutra_Cell1, tsc_C_RNTI_Def2 );

// Setup SRBs and DRBs again

v_Timing := f_EUTRA_TimingInfoAdd(v_Timing, 5);   // add 5ms

f_EUTRA_SS_SRBs_DRBs_Config(eutra_Cell1, 

                            cs_TimingInfo(v_Timing.SFN.Number, v_Timing.Subframe.Number));
// Enable RRC Integrity and Ciphering at SS target cell

v_Auth_Params := f_EUTRA_AS_ActivateSecurity_NewAKA ( eutra_Cell1,

                                       v_Auth_Params,

                                       v_NasCountUL,

                                       cs_TimingInfo(v_Timing.SFN.Number, v_Timing.Subframe.Number),

                                       false,

                                       v_PhysicalCellIdentity_Cell,

                                       v_Frequency_IE_Cell.UL_DL_Earfcn.dl_CarrierFreq );

f_EUTRA_Security_Set ( v_Auth_Params );
…

}

4.8.2 f_EUTRA_RRC_ActivateSecurity_NewAKA

Testcase name
f_EUTRA_RRC_ActivateSecurity_NewAKA

Reason for change
Implementation of f_EUTRA_RRC_ActivateSecurity_NewAKA does not work in all combinations: when TimingInfo is given but p_IsSMC_Procedure is true, the PDCP SNs are queried now. ( f_EUTRA_RRC_ActivateSecurity_NewAKA shall be simplified to cover the HO case only (i.e. p_IsSMC_Procedure is obsolete); 

Furthermore in case of specific timing info the configuration does not need to be confirmed.

Source of change
File : RRC_Handover.ttcn

Before:

  function f_EUTRA_AS_ActivateSecurity_NewAKA(CellId_Type p_CellId,

                                              EUTRA_SecurityParams_Type p_SecurityParams,

                                              NasCount_Type p_NasCountUL,

                                              template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,

                                              boolean p_IsSMC_Procedure := true,

                                              template (omit) PhysCellId p_TargetPhysicalCellIdentity := omit, 

                                              template (omit) ARFCN_ValueEUTRA p_EARFCN_DL := omit                

                                              ) runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type

  { /* @sic R5-100178: new parameters used for handover (p_TimingInfo) sic@ */

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Authentication_InitAS(p_SecurityParams,

                                                                                    p_NasCountUL,

                                                                                    p_IsSMC_Procedure,

                                                                                    p_TargetPhysicalCellIdentity,

                                                                                    p_EARFCN_DL); /* Calculate Kenb and KRRCenc, KRRCint, KUPenc */

    // Read PDCP SQN for SRB1 and calcuate Ciphering Activation times

    v_SecurityParams.AS_Ciphering.ActTimeList := f_EUTRA_RRC_CipherActTime_Get(p_CellId, not (p_IsSMC_Procedure)); //@sic R5s100189

    // If its not an SMC procedure then it is Reconfig or Re-establish and hence PDCP SRB sequence number needs to be reset;

    // Note by default DRB is also pre-configured on SS side

    f_EUTRA_SS_RRC_EnableIntegrityProtection(p_CellId,

                                             v_SecurityParams.AS_Integrity ,p_TimingInfo);          /* SecurityModeCommand is integrity protected with the algorithm

                                                                                                       being contained in the message; all sub-sequent RRC messages

                                                                                                       are integrity protected in UL and DL (36.331 cl. 5.3.4.3) */

    f_EUTRA_SS_RRC_EnableCipheringULandDL(p_CellId,

                                          v_SecurityParams.AS_Ciphering,p_TimingInfo);

    return (v_SecurityParams);

  };

After:

  function f_EUTRA_AS_ActivateSecurity_NewAKA(CellId_Type p_TargetCellId,

                                              EUTRA_SecurityParams_Type p_SecurityParams,

                                              NasCount_Type p_NasCountUL,

                                              template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,

                                              DRB_IdentityList_Type p_AM_DrbList := {tsc_DRB1}) runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type

  { 

    var EUTRA_SecurityParams_Type v_SecurityParams;

    var PhysCellId v_PhysicalCellId := f_EUTRA_CellInfo_GetPhyCellId(p_TargetCellId);

    var Frequency_IE_Type v_Frequency_IE_Cell := f_EUTRA_CellInfo_GetFrequencyIEs(p_TargetCellId);

    var ARFCN_ValueEUTRA v_EARFCN_DL := v_Frequency_IE_Cell.UL_DL_Earfcn.dl_CarrierFreq;

    var boolean v_IsSMC_Procedure := false;   // => Security is (re-)initialised for the non-SECURITY-MODE-COMMAND case

    v_SecurityParams := f_EUTRA_Authentication_InitAS(p_SecurityParams,

                                                      p_NasCountUL,

                                                      v_IsSMC_Procedure,

                                                      v_PhysicalCellId,

                                                      v_EARFCN_DL); /* Calculate Kenb and KRRCenc, KRRCint, KUPenc */

    // get list of activation times: 

    // NOTE: this function queries the PDCP SNs now, i.e. without taking into account the p_TimingInfo;

    //       thats works fine for SRBs and UM DRBs since those are reset to 0; for AM DRBs there shall be no data until the HO is completed

    v_SecurityParams.AS_Ciphering.ActTimeList := f_EUTRA_RRC_CipherActTime_GetForHO(p_TargetCellId, p_AM_DrbList);

    f_EUTRA_SS_RRC_EnableIntegrityProtection(p_TargetCellId,

                                             v_SecurityParams.AS_Integrity,

                                             p_TimingInfo);

    f_EUTRA_SS_RRC_EnableCipheringULandDL(p_TargetCellId,

                                          v_SecurityParams.AS_Ciphering,

                                          p_TimingInfo);

    return (v_SecurityParams);

  };

4.8.3 f_EUTRA_RRC_CipherActTime_Get

(changed back to previous implementation since for f_EUTRA_AS_ActivateSecurity_NewAKA the new function f_EUTRA_RRC_CipherActTime_GetForHO is used)

4.8.4 f_EUTRA_SS_RRC_EnableIntegrityProtection

  function f_EUTRA_SS_RRC_EnableIntegrityProtection(CellId_Type p_CellId,

                                                    AS_IntegrityInfo_Type p_AS_IntegrityInfo,

                                                    template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now) runs on EUTRA_PTC

  { /* @sic R5s100135, R5-100178 sic@ */

    /* PDCP sequence Number needs to be queried from PDCP; */

    var boolean v_CnfFlag := f_TimingInfo_IsNow(p_TimingInfo);
    f_EUTRA_SS_AS_SecurityConfig(p_CellId, cas_AsSecurityStart_REQ(p_CellId, cs_AS_IntProtActivate(p_AS_IntegrityInfo), p_TimingInfo, v_CnfFlag));

  };

4.8.5 f_EUTRA_SS_RRC_EnableCipheringULandDL

  function f_EUTRA_SS_RRC_EnableCipheringULandDL(CellId_Type p_CellId,

                                                 AS_CipheringInfo_Type p_AS_CipheringInfo,

                                                 template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now) runs on EUTRA_PTC

  { /* @sic R5s100135, R5-100178 sic@ */

    var boolean v_CnfFlag := f_TimingInfo_IsNow(p_TimingInfo);
    f_EUTRA_SS_AS_SecurityConfig(p_CellId, cas_AsSecurityStart_REQ(p_CellId, cs_AS_CipheringActivate(p_AS_CipheringInfo), p_TimingInfo, v_CnfFlag));

  };

5 Execution Log Files

5.1 LG Electronics LD100U UE

The LG UE passed this test case on the Anite Conformance toolset solution. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file TC_8_2_4_3_LG-UE.htm:

In the log file (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

5.2 Samsung Tanum UE

The Samsung Tanum UE passed this test case on the Anite LTE solution with Snow 3G integrity algorithm. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file TC_8_2_4_3_Samsung-UE.htm:

In the log file (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

6 References

[1]
R5s100179: This archive comprises text format execution log file.
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