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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of test cases 9.1.2.x, which are part of the LTE/SAE test suite. 
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3 Corrections required for test cases 9.1.2.3, 9.1.2.4 + 9.1.2.5
3.1 Introduction

This section describes the changes required to make test case 9.1.2.3, 9.1.2.4 and 9.1.2.5 run correctly again with a LTE UE. The TTCN used to pass this test case belongs to iwd-EUTRA-TVB2009-03_D10wk11 release.

3.2 Change 1

	TC name
	fl_TC_9_1_2_4_Body

	Reason for change
	The UE’s security context has been deleted in f_EUTRA_Preamble_Reject and following Attach and Authentication Procedure has to be done without security.

	Summary of change
	Changed Security to No Security Protection.

	Source of change
	File : NAS_Authentication.ttcn

	ETSI Comments
	


Before:

	    //+ Step 2

    //+   The UE transmits an ATTACH REQUEST message including a GUTI and a PDN CONNECTIVITY REQUEST message

    v_NasInd:= f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                              v_RRC_TI,

                                              cr_EstablishmentCause_Any,

                                              cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,

                                                                                cr_508_ATTACH_REQUEST(v_AttachType),

                                                                                cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                v_PDNValue)));

    v_EPS_TI := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    if (ispresent( v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

    //+ Step 3:

    //+  SS transmits an AUTHENTICATION REQUEST message which contains an invalid MAC code

    //+   Evaluate Authentication parameters and generate new keys

    v_SecurityParams := f_EUTRA_Authentication_InitNAS_MACerror(v_SecurityParams, v_PLMN);

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,

                                                                          v_SecurityParams.AuthParams.RandValue,

                                                                          v_SecurityParams.AuthParams.AUTN))));

    //+ Step 4:

    //+   Check: Does the UE respond with a AUTHENTICATION FAILURE message, with reject cause "MAC failure"?

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_AUTHENTICATION_FAIL_mac)));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "");


After: 

	    //+ Step 2

    //+   The UE transmits an ATTACH REQUEST message including a GUTI and a PDN CONNECTIVITY REQUEST message

    v_NasInd:= f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                              v_RRC_TI,

                                              cr_EstablishmentCause_Any,

                                              cr_NAS_IndicationWithPiggybacking(tsc_SHT_NoSecurityProtection,

                                                                                cr_508_ATTACH_REQUEST(v_AttachType),

                                                                                cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                v_PDNValue)));

    v_EPS_TI := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    if (ispresent( v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

    //+ Step 3:

    //+  SS transmits an AUTHENTICATION REQUEST message which contains an invalid MAC code

    //+   Evaluate Authentication parameters and generate new keys

    v_SecurityParams := f_EUTRA_Authentication_InitNAS(v_SecurityParams, 

                                                       v_PLMN, 

                                                       fl_AuthenticationInit_MACerror(v_SecurityParams.AuthParams));

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,

                                                                          v_SecurityParams.AuthParams.RandValue,

                                                                          v_SecurityParams.AuthParams.AUTN))));

    //+ Step 4:

    //+   Check: Does the UE respond with a AUTHENTICATION FAILURE message, with reject cause "MAC failure"?

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_NoSecurityProtection,

                                                      cdr_AUTHENTICATION_FAIL_mac)));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "");


3.3 Change 2

	TC name
	fl_TC_9_1_2_3_Body

	Reason for change
	Not integrity protected Authentication Reject will be ignored by UE as valid Security Context has been established

	Summary of change
	Changed Security to Integrity Protected

	Source of change
	File : NAS_Authentication.ttcn

	ETSI Comments
	


	 //+ Step 5   
 //+ SS transmits an AUTHENTICATION REJECT

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                cs_508_AUTHENTICATION_REJECT)));


After: 

	//+ Step 5   

 //+ SS transmits an AUTHENTICATION REJECT 

SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,
                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                 cs_508_AUTHENTICATION_REJECT)));


3.4 Change 3

	Testcase name
	fl_TC_9_1_2_5_Body

	Reason for change
	The UE’s security context has been deleted in f_EUTRA_Preamble_Reject and following Attach and Authentication Procedure has to be done without security.

	Summary of change
	Changed Security to No Security Protection. 

	Source of change
	File : NAS_Authentication.ttcn

	ETSI Comments
	


Before:

	    //+ Step 2

    //+   the UE transmits an ATTACH REQUEST message including a GUTI and a PDN CONNECTIVITY REQUEST message

    v_NasInd:= f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                              v_RRC_TI,

                                              cr_EstablishmentCause_Any,

                                              cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,

                                                                                cr_508_ATTACH_REQUEST(v_AttachType),

                                                                                cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                v_PDNValue)));

    v_EPS_TI := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    if (ispresent( v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

    //+ Step 3:

    //+  SS transmits a AUTHENTICATION REQUEST message

    //   With the AMF field in the IE "Authentication parameter AUTN" set to "AMFRESYNCH",value to trigger SQN re-synchronisation procedure in test USIM.

    v_SecurityParams := f_EUTRA_Authentication_InitNAS_SQNFailure(v_SecurityParams, v_PLMN);

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,

                                                                          v_SecurityParams.AuthParams.RandValue,

                                                                          v_SecurityParams.AuthParams.AUTN))));

    //+ Step 4:

    //+   Check: Does the UE respond with a AUTHENTICATION FAILURE message, with reject cause "synch failure"?

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_AUTHENTICATION_FAIL_synch)));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "");


After: 

	    //+ Step 2

    //+   the UE transmits an ATTACH REQUEST message including a GUTI and a PDN CONNECTIVITY REQUEST message

    v_NasInd:= f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                              v_RRC_TI,

                                              cr_EstablishmentCause_Any,

                                              cr_NAS_IndicationWithPiggybacking(tsc_SHT_NoSecurityProtection,

                                                                                cr_508_ATTACH_REQUEST(v_AttachType),

                                                                                cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                v_PDNValue)));

    v_EPS_TI := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    if (ispresent( v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

    //+ Step 3:

    //+  SS transmits a AUTHENTICATION REQUEST message

    //   With the AMF field in the IE "Authentication parameter AUTN" set to "AMFRESYNCH",value to trigger SQN re-synchronisation procedure in test USIM.

        v_SecurityParams := f_EUTRA_Authentication_InitNAS(v_SecurityParams, 

                                                       v_PLMN, 

                                                       fl_AuthenticationInit_SQNFailure(v_SecurityParams.AuthParams));

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,

                                                                          v_SecurityParams.AuthParams.RandValue,

                                                                          v_SecurityParams.AuthParams.AUTN))));

    //+ Step 4:

    //+   Check: Does the UE respond with a AUTHENTICATION FAILURE message, with reject cause "synch failure"?

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_NoSecurityProtection,

                                                      cdr_AUTHENTICATION_FAIL_synch)));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "");
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