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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of test case 8.1.2.1, which is part of the LTE test suite. 

The test case can be demonstrated to run with one LTE UE (see section 6). Execution log files are provided as evidence. 
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3 Verification Test Summary

Test Case:
tc_8_1_2_1
Test Group:
RRC

ATS Version:
iwd-EUTRA-TVB2009-03_D09wk38
System Simulator used:
Anite CT
UE used:
LG Electronics LEO3 UE.

Verification Status:
PASS
4 Corrections required for test case 8.1.2.1

4.1 Introduction

This section describes the changes required to make test case 8.1.2.1 run correctly with a LTE UE. The TTCN used to pass this test case belongs to iwd-EUTRA-TVB2009-03_D09wk38 release.

4.2 Change 1

Testcase name
f_GetPDNAddress

Reason for change
For the PDN address if the IP version is of IPv4andIPV6, the IE iel indicating the length of the IE should be set to indicate the length of the IPv4v6 address which should be 13 and should include IPv6 interface identifier and IPv4 address set to 0.0.0.0. This is as per R5-095218

Summary of change
Updated IEL and address info


MCC160
Accepted but implemented differently.

Source of change


Before:

      v_PDN_Address.iel := '05'O;

      v_PDN_Address.typeValue := tsc_PdnType_IPv4v6;

      v_PDN_Address.adressInfo := '00000000'O

After: 

       V_PDN_Address.iel := '0D'O;   // Length of PDN address should be 13

      v_PDN_Address.typeValue := tsc_PdnType_IPv4v6;

      v_PDN_Address.adressInfo := '24C1C5456439B83D00000000'O // Address added

4.3 Change 2

Testcase name
fl_FormatLog

Reason for change
Int2char will not give the correct line number

Summary of change
Replaced int2char with int2Str

Source of change


MCC160 
 Accepted

Before:

    //Var charstring v_LineNoStr := int2char(p_LineNo);  // WORKAROUND

    //var charstring v_LineNoStr := p_LineNo;

After: 

    // var charstring v_LineNoStr := int2char(p_LineNo);  // WORKAROUND ANITE

    var charstring v_LineNoStr := int2str(p_LineNo);  // Anite

    // var charstring v_LineNoStr := p_LineNo; // ANITE

4.4 Change 3

Testcase name
f_EUTRA_UE_Detach_SwitchOffUe

Reason for change
As per section 4.4.5 of TS 24.301 all the initial NAS message should be sent unciphered. As in this test case after Service Request, Service Reject is sent without activation of ciphering, UE will transfer Detach Request as well in ciphered mode.

Summary of change
Changed security header from “integrity protected and ciphered” to “ integrity protected”

Source of change
File : EUTRA_NASSteps.ttcn

MCC160 
Accepted

Before:

      cr_NAS_Indication ( tsc_SHT_IntegrityProtected_Ciphered, cr_508_DETACH_REQUEST_SwitchOffUe(cr_NAS_KeySetIdentifier (?, tsc_NasKsi_NativeSecurityContext), f_GutiParameters2MobileIdentity(omit, v_Guti)));

After: 

cr_NAS_Indication ( tsc_SHT_IntegrityProtected,                    cr_508_DETACH_REQUEST_SwitchOffUe(cr_NAS_KeySetIdentifier (?, tsc_NasKsi_NativeSecurityContext), f_GutiParameters2MobileIdentity(omit, v_Guti)));

4.5 Change 4

Testcase name
f_EUTRA_NAS_SecurityModeControl

Reason for change
As per section 9.3.1 of TS 24.301 NOTE 1 security header type should be set to “Integrity protected with new EPS security context” for Security mode command. 

Summary of change
Changed security header from “Integrity protected” to “Integrity protected with new EPS security context”

Source of change
File : EUTRA_SecuritySteps.ttcn


MCC160
Accepted

Before:

    SRB.send(cas_SRB1_NasPdu_REQ(p_CellId,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected,
                                                cs_508_SECURITY_MODE_COMMAND(p_SecurityParams.NAS_Ciphering.Algorithm,

                                                                         p_SecurityParams.NAS_Integrity.Algorithm,

                                                                         p_SecurityParams.KSIsgsn,

                                                                         p_SecurityParams.KSIasme,

                                                                         p_SecurityParams.NAS_SecurityCap))));

After: 

    SRB.send(cas_SRB1_NasPdu_REQ(p_CellId,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext                                                cs_508_SECURITY_MODE_COMMAND(p_SecurityParams.NAS_Ciphering.Algorithm,

                                                                         p_SecurityParams.NAS_Integrity.Algorithm,

                                                                         p_SecurityParams.KSIsgsn,

                                                                         p_SecurityParams.KSIasme,

                                                                         p_SecurityParams.NAS_SecurityCap))));

4.6 Change 5

Testcase name
f_EUTRA_NAS_SecurityModeControl

Reason for change
As per section 9.3.1 of TS 24.301 NOTE 2 security header type should be set to “Integrity protected and ciphered with new EPS security context” for Security mode complete message in case new EPS security context is generated .

Summary of change
Changed Security header from “Integrity protected and ciphered” to “Integrity protected and ciphered with new EPS security context”

Source of change
File : EUTRA_SecuritySteps.ttcn

MCC160
Accepted

Before:

    SRB.receive(car_SRB1_NasPdu_IND(p_CellId,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered, cr_508_SECURITY_MODE_COMPLETE)))

      -> value v_ReceivedAsp;

After: 

    SRB.receive(car_SRB1_NasPdu_IND(p_CellId,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext */, cr_508_SECURITY_MODE_COMPLETE)))

      -> value v_ReceivedAsp;

4.7 Change 6

Testcase name
cs_508_SERVICE_REJECT

Reason for change
As per section 4.4.4.2 of TS 24.301 Service Reject message should be sent without integrity protection, because in certain situations they are sent by the network before security can be activated

Summary of change
Changed security header to “No security “

Source of change
File : EPS_NAS_Templates.ttcn

MCC160
Accepted

Before:

template (value) NAS_DL_Message_Type cs_508_SERVICE_REJECT(NAS_CauseValue_Type p_CauseValue) :=

{

  sERVICE_REJECT := {

    securityHeaderType    := tsc_SHT_EnabledSecurityProtection,

    protocolDiscriminator := tsc_PD_EMM,

    messageType           := tsc_MT_ServiceReject,

    emmCause              := cs_EMM_Cause_v(p_CauseValue),

    t3442                 := omit

  }

};

After: 

template (value) NAS_DL_Message_Type cs_508_SERVICE_REJECT(NAS_CauseValue_Type p_CauseValue) :=

{

  sERVICE_REJECT := {

    securityHeaderType    := tsc_SHT_NoSecurityProtection,

    protocolDiscriminator := tsc_PD_EMM,

    messageType           := tsc_MT_ServiceReject,

    emmCause              := cs_EMM_Cause_v(p_CauseValue),

    t3442                 := omit

  }

};

4.8 Change 7

Testcase name
cr_RRCConnectionSetupComplete

Reason for change
As per 36.508 specific message content for RRC Connection setup complete IE “selectedPLMN_Identity” should be set to “Set to the PLMN selected by upper layers”. As per 36.331 v8.6 section 6.2.2 selectedPLMN-Identity is the index of selected PLMN from the PLMN-Identity list in SIB1. In SIB 1 only one PLMN list is transmitted hence UE should report value of this IE as “1”. 

Summary of change
Changed value of “selectedPLMN_Identity” IE to 1.

Source of change
File : EUTRA_RRC_Templates.ttcn


MCC160
accepted

Before:

  template UL_DCCH_Message cr_RRCConnectionSetupComplete(template (present) RRC_TransactionIdentifier p_RRC_TI,

                                                         template (present) DedicatedInfoNAS p_NAS_DedicatedInformation) :=

  {

    message_ := {

      c1 := {

        rrcConnectionSetupComplete := {

          rrc_TransactionIdentifier := p_RRC_TI,

          criticalExtensions := {

            c1 := {

              rrcConnectionSetupComplete_r8 := {

                selectedPLMN_Identity    := ?,

                registeredMME            := *,

                dedicatedInfoNAS         := p_NAS_DedicatedInformation,

                nonCriticalExtension     := *

              }

            }

          }

        }

      }

    }

  };

After: 

template UL_DCCH_Message cr_RRCConnectionSetupComplete(template (present) RRC_TransactionIdentifier p_RRC_TI,

                                                         template (present) DedicatedInfoNAS p_NAS_DedicatedInformation) :=

  {

    message_ := {

      c1 := {

        rrcConnectionSetupComplete := {

          rrc_TransactionIdentifier := p_RRC_TI,

          criticalExtensions := {

            c1 := {

              rrcConnectionSetupComplete_r8 := {

                selectedPLMN_Identity    := 1,

                registeredMME            := *,

                dedicatedInfoNAS         := p_NAS_DedicatedInformation,

                nonCriticalExtension     := *

              }

            }

          }

        }

      }

    }

  };

4.9 Change 8

Testcase name
cs_508_SystemInformationBlockType1_Def

Reason for change
As per section 6.2.2.1 of TS 36.508 v 8.2.1 the default value for the q-RxLevMin power level should be -106dbm and as per section 6.2.2 of TS 36.331 v 8.6, the value of the Q-RxLevMin is the IEvalue * 2 hence the IEvalue should be -53

Summary of change
Changed value of q-RxLevMin in SIB1 to -53.

Source of change
File : EUTRA_SysInfo_Templates.ttcn


MCC160
Accepted

Before:

  template (value) BCCH_DL_SCH_Message cs_508_SystemInformationBlockType1_Def(template (value) PLMN_IdentityList p_PLMN_IdentityList,

                                                                              template (value) TrackingAreaCode p_TrackingAreaCode,

                                                                              template (value) CellIdentity p_CellIdentity,

                                                                              integer p_EutraBand,

                                                                              template (value) SchedulingInfoList p_SchedulingInformation,

                                                                              template (omit) TDD_Config p_TDD_Config) :=

  { /* Note: in 36.331 V8.2.0 there are no types defined for sub-structures of SystemInformationBlockType1;

       there it is currently not possible to hand over a parameter containing e.g. the scheduling info (Sib2SchedulingInfoAllSI_Type) */

    message_ := {

      c1 := {

        systemInformationBlockType1 := {

          cellAccessRelatedInfo := {

            plmn_IdentityList := p_PLMN_IdentityList,

            trackingAreaCode := p_TrackingAreaCode,

            cellIdentity := p_CellIdentity,

            cellBarred := notBarred,

            intraFreqReselection := notAllowed,            /*  Cond CellBarred */

            csg_Indication := false,

            csg_Identity  := omit

          },

          cellSelectionInfo := {

            q_RxLevMin := -65,

            q_RxLevMinOffset := omit

          },

          p_Max  :=  omit,

          freqBandIndicator := p_EutraBand,

          schedulingInfoList := p_SchedulingInformation,

          tdd_Config := p_TDD_Config,

          si_WindowLength := ms20,

          systemInfoValueTag := 0,                     /* to be incremented whenever the SIB is changed */

          nonCriticalExtension := omit

        }

      }

    }

  };

After: 

  template (value) BCCH_DL_SCH_Message cs_508_SystemInformationBlockType1_Def(template (value) PLMN_IdentityList p_PLMN_IdentityList,

                                                                              template (value) TrackingAreaCode p_TrackingAreaCode,

                                                                              template (value) CellIdentity p_CellIdentity,

                                                                              integer p_EutraBand,

                                                                              template (value) SchedulingInfoList p_SchedulingInformation,

                                                                              template (omit) TDD_Config p_TDD_Config) :=

  { /* Note: in 36.331 V8.2.0 there are no types defined for sub-structures of SystemInformationBlockType1;

       there it is currently not possible to hand over a parameter containing e.g. the scheduling info (Sib2SchedulingInfoAllSI_Type) */

    message_ := {

      c1 := {

        systemInformationBlockType1 := {

          cellAccessRelatedInfo := {

            plmn_IdentityList := p_PLMN_IdentityList,

            trackingAreaCode := p_TrackingAreaCode,

            cellIdentity := p_CellIdentity,

            cellBarred := notBarred,

            intraFreqReselection := notAllowed,            /*  Cond CellBarred */

            csg_Indication := false,

            csg_Identity  := omit

          },

          cellSelectionInfo := {

            q_RxLevMin := -53,

            q_RxLevMinOffset := omit

          },

          p_Max  :=  omit,

          freqBandIndicator := p_EutraBand,

          schedulingInfoList := p_SchedulingInformation,

          tdd_Config := p_TDD_Config,

          si_WindowLength := ms20,

          systemInfoValueTag := 0,                     /* to be incremented whenever the SIB is changed */

          nonCriticalExtension := omit

        }

      }

    }

  };

4.10 Change 9

Testcase name
cs_508_SystemInformationBlockType3_Def

Reason for change
1) As per table 4.4.3.3-2 for systeminformationblockType-3 in TS 36.508 v 8.3 the q-Hyst should be set to db0 

2) As per section 6.2.2.1 of TS 36.508 v 8.3 the default value for the q-RxLevMin power level is -106dbm. As per section 6.2.2 of TS 36.331 v 8.6, the value of the Q-RxLevMin is the IEvalue * 2 hence the IEvalue should be -53

Summary of change
1) In SIB3 changed q-hyst value is set to db0.
2) In SIB3 changed q-RxLevMin to -53 

Source of change
File : EUTRA_SysInfo_Templates.ttcn


MCC160
Accepted

Before:

template (value) SystemInformationBlockType3 cs_508_SystemInformationBlockType3_Def :=

  {

    cellReselectionInfoCommon := {

      q_Hyst                       := dB3,                    /* dB0, dB1, dB2, dB3, dB4, dB5, dB6, dB8, dB10,

                                                                 dB12, dB14, dB16, dB18, dB20, dB22, dB24; */

      speedStateReselectionPars    := omit

    },

    cellReselectionServingFreqInfo := {

      s_NonIntraSearch             := omit,                   /* INTEGER (0..56);  */

      threshServingLow             := 0,                      /* INTEGER (0..56);  */

      cellReselectionPriority      := 4                       /* INTEGER (0..7);  */

    },

    intraFreqCellReselectionInfo   := {

      q_RxLevMin                   := -24,
      p_Max                        := omit,

      s_IntraSearch                := omit,                   /* INTEGER (0..56);  */

      allowedMeasBandwidth         := omit,

      presenceAntennaPort1         := false,

      neighCellConfig              := '01'B,

      t_ReselectionEUTRA           :=  0,

      t_ReselectionEUTRA_SF        := omit

    }

  };

After: 

  template (value) SystemInformationBlockType3 cs_508_SystemInformationBlockType3_Def :=

  {

    cellReselectionInfoCommon := {

      q_Hyst                       := dB0,   /* dB0, dB1, dB2, dB3, dB4, dB5, dB6, dB8, dB10,

                                                                 dB12, dB14, dB16, dB18, dB20, dB22, dB24; */

      speedStateReselectionPars    := omit

    },

    cellReselectionServingFreqInfo := {

      s_NonIntraSearch             := omit,                   /* INTEGER (0..56);  */

      threshServingLow             := 0,                      /* INTEGER (0..56);  */

      cellReselectionPriority      := 4                       /* INTEGER (0..7);  */

    },

    intraFreqCellReselectionInfo   := {

      q_RxLevMin                   := -53,  

      p_Max                        := omit,

      s_IntraSearch                := omit,                   /* INTEGER (0..56);  */

      allowedMeasBandwidth         := omit,

      presenceAntennaPort1         := false,

      neighCellConfig              := '01'B,

      t_ReselectionEUTRA           :=  0,

      t_ReselectionEUTRA_SF        := omit

    }

  };

4.11 Change 10

Testcase name
f_EncodeAndCipherNasPdu

Reason for change
Template cs_ SecurityProtectedNasMsg is used to transmit the NAS message. However this template always hard code the secruity header to be used as “Integrity protected”

For the security mode command the security header type should be set to “Integrity protected with new EPS security context”  (refer change 4), whereas all other messages should be transmitted with header set to “Integrity protected and ciphered”.

Summary of change
Updated template cs_ SecurityProtectedNasMsg to set header type to to “Integrity protected with new EPS security context” for secuirty mdoe command message and created new template “cs_SecurityProtectedNasMsg_NonSecurityMsg” to be used for all other EPS message with header as “Integrity protected and ciphered”.

Source of change
File : NasEmu.ttcn


MCC160
accepted 

but implemented differently




Before:

         v_EncodedNasPdu := bit2oct(f_NasEmu_Encvalue(cs_SecurityProtectedNasMsg(v_CalculatedMac,

                                                                                f_NasSecurity_ExtractSNfromCOUNT(v_CountDL),

                                                                                v_EncodedNasPdu)));

  template (value) NAS_DL_Message_Type cs_SecurityProtectedNasMsg(MessageAuthenticationCode p_MessageAuthenticationCode,

                                                                  NAS_SequenceNumber p_NAS_SequenceNumber,

                                                                  template (value) NAS_Message p_NAS_Message) :=

  {

    sECURITY_PROTECTED_NAS_MESSAGE := {

      securityHeaderType                 := tsc_SHT_EnabledSecurityProtection,

      protocolDiscriminator              := tsc_PD_EMM,

      messageAuthenticationCode          := p_MessageAuthenticationCode,

      sequenceNumber                     := p_NAS_SequenceNumber,

      nasMessage                         := p_NAS_Message

    }

  };

After: 

        if(substr(v_EncodedNasPdu,1,1) == '5D'O) // Security Mode command message

        {
            v_EncodedNasPdu := bit2oct(f_NasEmu_Encvalue(cs_SecurityProtectedNasMsg(v_CalculatedMac,

                                                                                    f_NasSecurity_ExtractSNfromCOUNT(v_CountDL),

                                                                                    v_EncodedNasPdu)));            

        }

        else 

        {

              v_EncodedNasPdu := bit2oct(f_NasEmu_Encvalue(cs_SecurityProtectedNasMsg_NonSecurityMsg(v_CalculatedMac,

                                                                                    f_NasSecurity_ExtractSNfromCOUNT(v_CountDL),

                                                                                    v_EncodedNasPdu))); 

        }

  template (value) NAS_DL_Message_Type cs_SecurityProtectedNasMsg(MessageAuthenticationCode p_MessageAuthenticationCode,

                                                                  NAS_SequenceNumber p_NAS_SequenceNumber,

                                                                  template (value) NAS_Message p_NAS_Message) :=

  {

    sECURITY_PROTECTED_NAS_MESSAGE := {

      securityHeaderType                 := tsc_SHT_IntegrityProtected_NewSecurityContext,          protocolDiscriminator              := tsc_PD_EMM,

      messageAuthenticationCode          := p_MessageAuthenticationCode,

      sequenceNumber                     := p_NAS_SequenceNumber,

      nasMessage                         := p_NAS_Message

    }

  };

// Anite@Security : New Template for EPS messages other than Security Mode Command 

  template (value) NAS_DL_Message_Type cs_SecurityProtectedNasMsg_NonSecurityMsg(MessageAuthenticationCode p_MessageAuthenticationCode,

                                                                  NAS_SequenceNumber p_NAS_SequenceNumber,

                                                                  template (value) NAS_Message p_NAS_Message) :=

  {

    sECURITY_PROTECTED_NAS_MESSAGE := {

      securityHeaderType                 := tsc_SHT_IntegrityProtected_Ciphered,

      protocolDiscriminator              := tsc_PD_EMM,

      messageAuthenticationCode          := p_MessageAuthenticationCode,

      sequenceNumber                     := p_NAS_SequenceNumber,

      nasMessage                         := p_NAS_Message

    }

  };

MCC160 implementation:

NasEmu_Templates:

template (value) NAS_DL_Message_Type cs_SecurityProtectedNasMsg(




SecurityHeaderType 

p_SecurityHeaderType,

MessageAuthenticationCode  
p_MessageAuthenticationCode,

NAS_SequenceNumber         
p_NAS_SequenceNumber,

template (value) NAS_Message 
p_NAS_Message)

NasEmu.f_EncodeAndCipherNasPdu:

        if (ischosen(p_NAS_MSG_Request.Pdu.Msg.sECURITY_MODE_COMMAND)) {

          v_SecurityHeaderType := tsc_SHT_IntegrityProtected_NewSecurityContext;

        } else {

          v_SecurityHeaderType := tsc_SHT_EnabledSecurityProtection;

        }

        v_EncodedNasPdu := bit2oct(f_NasEmu_Encvalue(cs_SecurityProtectedNasMsg(

v_SecurityHeaderType,

v_CalculatedMac,

f_NasSecurity_ExtractSNfromCOUNT(v_CountDL),

v_EncodedNasPdu)));

4.12 Change 11

Testcase name
f_DecipherAndDecodeNasPdu

Reason for change
As per section 9.9.3.28 of TS 24.301 v8.2, service request message should be send with short MACI, where short MACI is the 2 least significant bits of the message authentication code. 

Summary of change
Changed 2nd input parameter from “0” to “2” for “substr”

Source of change
File : NasEmu.ttcn


MCC160
accepted

Before:

      if (bit2oct(v_ShortMac) == substr(v_CalculatedMac, 0, 2)) {             

After: 

      if (bit2oct(v_ShortMac) == substr(v_CalculatedMac,2, 2)) {

4.13 Change 12

Testcase name
f_EUTRA_ServiceRequestAndActivate_SRB2_DRB

Reason for change
While calling f_EUTRA_RRC_ConnEst_DefWithNas cell Id passed should be p_CellID instead of eutra_Cell1

Summary of change
Used cellID as p_CellId while calling function f_EUTRA_RRC_ConnEst_DefWithNas

Source of change
File : EUTRA_NASSteps.ttcn


MCC160
Accepted


Before:

   v_NAS_Ind := f_EUTRA_RRC_ConnEst_DefWithNas ( eutra_Cell1,

                                                v_RRC_TI,

                                                cr_EstablishmentCause_mt_Access,

                                                cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                                  cr_508_SERVICE_REQUEST ( v_KsiValue )));

After: 

    v_NAS_Ind := f_EUTRA_RRC_ConnEst_DefWithNas ( p_CellId, //Anite_LTE_34 eutra_Cell1,

                                                  v_RRC_TI,

                                                  cr_EstablishmentCause_mt_Access,

                                                  cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                                    cr_508_SERVICE_REQUEST (v_KsiValue )));   

    

4.14 MCC160: Further Changes

The  semantics of fx_NasIntegrityAlgorithm is clarified to be align with TS 24.301, clause 4.4.3.3 the octetstring shall include octet 6 to n of the security protected NAS message, i.e. the sequence number IE and the NAS message IE. => the sequence number is added to the octetstring before calls to fx_NasIntegrityAlgorithm in NasEmu.

5 Execution Log Files

5.1 LG Electronics LE03 UE

The LG electronics LE03 UE passed this test case on the Anite LTE solution with Snow 3G integrity algorithm. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file tc_8_1_2_1_LG-log.html:

In the log file (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

6 References

[1]
R5s090138: This archive comprises text format execution log file and the TTCN file.
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