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	Reason for change:
	Following implementation of TTCN CRs R5s130900 and R5s130140, during the execution of IMS test case 11.2, the function fl_ImsServer_SecurityStartAdditional() is called following the receipt of a REGISTER request at step 3, in order that two parallel sets of security associations can be temporarily configured. During this function if the local client port has changed then the old UDP socket is closed and a new socket is created. However in the case that the REGISTER message at step 3 was received over UDP, then the 401 Unauthorised response at step 4 is required to be sent over UDP from the old local client port. Since this port has been closed and removed from the routing table the SS will be unable to send this message to the UE.  

	
	

	Summary of change:
	Remove the closing of the old local client port to allow that the 401 Unathorised response may still be sent over UDP.

	
	

	Consequences if not approved:
	Conformant UE using UDP transport may fail the testcase.
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Change 1
	Function name
	fl_ImsServerSecurityStartAdditional()

	Reason for change
	Following implementation of TTCN CRs R5s130900 and R5s130140, during the execution of IMS test case 11.2, the function fl_ImsServer_SecurityStartAdditional() is called following the receipt of a REGISTER request at step 3, in order that two parallel sets of security associations can be temporarily configured. During this function if the local client port has changed then the old UDP socket is closed and a new socket is created. However in the case that the REGISTER message at step 3 was received over UDP, then the 401 Unauthorised response at step 4 is required to be sent over UDP from the old local client port. Since this port has been closed and removed from the routing table the SS will be unable to send this message to the UE.  

	Summary of change
	Remove the closing of the old local client port to allow that the 401 Unathorised response may still be sent over UDP.

	TTCN module
	IP_PTC_IMS_Handler.ttcn

	MCC160 Comment
	Accepted but closing of old local client port done when old security context is released (see below)


Before change

    function fl_ImsServer_SecurityStartAdditional(IMS_Server_Type p_ImsServer,

                                                IMS_RegistrationInfo_Type p_RegistrationInfo) runs on IP_PTC

  {

    var IP_AddrInfo_Type v_LocalIpAddr := p_ImsServer.RegistrationInfo.NW_Address;

    var IP_AddrInfo_Type v_RemoteIpAddr := p_ImsServer.RegistrationInfo.UE_Address;

    var IMS_SecurityInfo_Type v_SecurityInfo := p_ImsServer.RegistrationInfo.SecurityInfo;

    var PortNumber_Type v_LocalPortServer := v_SecurityInfo.ProtectedPorts.Port_ps;

    var PortNumber_Type v_LocalPortClient := v_SecurityInfo.ProtectedPorts.Port_pc;

    var IMS_SecurityInfo_Type v_NewSecurityInfo := p_RegistrationInfo.SecurityInfo;

    var PortNumber_Type v_NewLocalPortServer := v_NewSecurityInfo.ProtectedPorts.Port_ps;

    var PortNumber_Type v_NewLocalPortClient := v_NewSecurityInfo.ProtectedPorts.Port_pc;

    if (v_LocalPortServer != v_NewLocalPortServer) {

      FatalError(__FILE__, __LINE__, "re-configuration of TCP/UDP server not supported");

      /* NOTE: if the server port changes during re-authentication we would need to have 2 TCP and 2 UDP servers in parallel until re-authentication has finished */

    }

    else if (v_LocalPortClient != v_NewLocalPortClient) {

      f_UdpClient_Stop(v_LocalIpAddr, v_LocalPortClient);  // we can re-establish the UDP client as there is no REQUEST in DL during re-authentication */

      f_UdpClient_Start(v_LocalIpAddr, v_NewLocalPortClient, p_ImsServer.DrbInfo);

      fl_IPsec_Configure(v_LocalIpAddr, v_RemoteIpAddr, v_NewSecurityInfo, p_ImsServer.SecurityKeys);     // we add new security associations but keep the old ones until the re-authentication has finished */

    }

  }
After change

  function fl_ImsServer_SecurityStartAdditional(IMS_Server_Type p_ImsServer,

                                                IMS_RegistrationInfo_Type p_RegistrationInfo) runs on IP_PTC

  {

    var IP_AddrInfo_Type v_LocalIpAddr := p_ImsServer.RegistrationInfo.NW_Address;

    var IP_AddrInfo_Type v_RemoteIpAddr := p_ImsServer.RegistrationInfo.UE_Address;

    var IMS_SecurityInfo_Type v_SecurityInfo := p_ImsServer.RegistrationInfo.SecurityInfo;

    var PortNumber_Type v_LocalPortServer := v_SecurityInfo.ProtectedPorts.Port_ps;

    var PortNumber_Type v_LocalPortClient := v_SecurityInfo.ProtectedPorts.Port_pc;

    var IMS_SecurityInfo_Type v_NewSecurityInfo := p_RegistrationInfo.SecurityInfo;

    var PortNumber_Type v_NewLocalPortServer := v_NewSecurityInfo.ProtectedPorts.Port_ps;

    var PortNumber_Type v_NewLocalPortClient := v_NewSecurityInfo.ProtectedPorts.Port_pc;

    if (v_LocalPortServer != v_NewLocalPortServer) {

      FatalError(__FILE__, __LINE__, "re-configuration of TCP/UDP server not supported");

      /* NOTE: if the server port changes during re-authentication we would need to have 2 TCP and 2 UDP servers in parallel until re-authentication has finished */

    }

    else if (v_LocalPortClient != v_NewLocalPortClient) {

    //REMOVED f_UdpClient_Stop(v_LocalIpAddr, v_LocalPortClient);  // we can re-establish the UDP client as there is no REQUEST in DL during re-authentication */

      f_UdpClient_Start(v_LocalIpAddr, v_NewLocalPortClient, p_ImsServer.DrbInfo);

      fl_IPsec_Configure(v_LocalIpAddr, v_RemoteIpAddr, v_NewSecurityInfo, p_ImsServer.SecurityKeys);     // we add new security associations but keep the old ones until the re-authentication has finished */

    }

  }
MCC160 Additional Change:

	  altstep a_IP_IMS_Config(inout IMS_Server_Type p_ImsServer,

                          IP_IMS_CTRL_PORT p_Port) runs on IP_PTC

  { /* @sic R5s130266 change 1.3, 4, 5 - MCC160 Implementation: SPIs and protected ports are fully controlled by the IMS PTC sic@ */

    /* @sic R5s130900 - MCC160 implementation for re-authentication sic@ */

    var IMS_CONFIG_REQ v_IMS_CONFIG_REQ;

    var IMS_PortsAndSecurityConfigReq_Type v_PortsAndSecurityConfig;

    var IMS_RegistrationInfo_Type v_RegistrationInfo;

    var IMS_SecurityInfo_Type v_SecurityInfo;

    [] p_Port.receive(car_IMS_InstallKey_REQ) -> value v_IMS_CONFIG_REQ

      {

        p_ImsServer.SecurityKeys := v_IMS_CONFIG_REQ.InstallKey;

        p_Port.send(cas_IMS_InstallKey_CNF);

      }

    [] p_Port.receive(car_IMS_PortsAndSecurityConfig_REQ) -> value v_IMS_CONFIG_REQ

      {

        v_PortsAndSecurityConfig := v_IMS_CONFIG_REQ.PortsAndSecurityConfig;

        v_RegistrationInfo := v_PortsAndSecurityConfig.RegistrationInfo;

        if (isvalue(v_PortsAndSecurityConfig.UnprotectedPort_us)) {

          p_ImsServer.UnprotectedPorts.Port_us := v_PortsAndSecurityConfig.UnprotectedPort_us;   // set UE's port number as requested by the UE

        } else {

          p_ImsServer.UnprotectedPorts.Port_us := tsc_IMS_PortNumber_5060;                       // restore port number e.g. if it has been set to other value in previous session

        }

        if (isvalue(v_RegistrationInfo.SecurityInfo)) {                                          /* non-GIBA

                                                                                                    @sic R5s120858 change 6..8 - MCC160 implementation sic@ */

          if (not isvalue(p_ImsServer.SecurityKeys)) {

            FatalError(__FILE__, __LINE__, "security keys missing");

          }

          if (fl_ImsServer_SecurityIsEstablished(p_ImsServer)) {                                            /* => re-authentication */

            fl_ImsServer_SecurityStartAdditional(p_ImsServer, v_RegistrationInfo);                          /* @sic R5s130900 sic@ */

            p_ImsServer.PrevProtectedPorts := p_ImsServer.RegistrationInfo.SecurityInfo.ProtectedPorts;     /* @sic R5s131040 sic@ */

          }

          else {

            fl_ImsServer_SecurityStart(v_RegistrationInfo, p_ImsServer.SecurityKeys, p_ImsServer.DrbInfo);

          }

        }

        else {

          fl_ImsServer_SecurityStop(p_ImsServer);

        }

        p_ImsServer.RegistrationInfo := v_RegistrationInfo;

        p_Port.send(cas_IMS_PortsAndSecurityConfig_CNF);

      }

    [] p_Port.receive(car_IMS_SecurityRelease_REQ) -> value v_IMS_CONFIG_REQ

      {

        v_SecurityInfo := v_IMS_CONFIG_REQ.SecurityRelease;

        // Release security association

        fl_IPsec_Release(p_ImsServer.RegistrationInfo.NW_Address,

                         p_ImsServer.RegistrationInfo.UE_Address,

                         v_SecurityInfo);

        /* @sic R5s140303 - Additional change: UDP client (port_pc) needs to be release here as it cannot be released in fl_ImsServer_SecurityStartAdditional sic@ */

        f_UdpClient_Stop(p_ImsServer.RegistrationInfo.NW_Address v_SecurityInfo.ProtectedPorts.Port_pc);
        p_Port.send(cas_IMS_SecurityRelease_CNF);

        p_ImsServer.PrevProtectedPorts := omit;  /* @sic R5s131040 sic@ */

      }

    [] p_Port.receive(car_IMS_RegInfoRelease_REQ) -> value v_IMS_CONFIG_REQ  /* @sic R5s140123 change 8 sic@ */

      {

        fl_ImsServer_SecurityStop(p_ImsServer);

        p_ImsServer.RegistrationInfo := omit;

        p_Port.send(cas_IMS_RegInfoRelease_CNF);

      }

    [] p_Port.receive(car_IMS_CloseTCP_REQ) -> value v_IMS_CONFIG_REQ        /* @sic R5s130988 change 1 - MCC160 implementation sic@ */

      {

        f_IP_IMS_CloseTCP(p_ImsServer.TcpConnections);

        p_ImsServer.TcpConnections := valueof(cs_IMS_TCP_Connections_Init);

        p_Port.send(cas_IMS_CloseTCP_CNF);

      }

  }
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