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Reason for change:
(

UEs may implement IPv6 privacy extensions RFC 3041, see also 24.229 clause 5.1.1.5B. In this case the UE may ‘silently’ set its IPv6 address according to RFC 3041 and use this address for IMS signalling. This address will be used by the UE for IMS signalling and is first published in the Contact header  when the UE accesses the NW for registration.




Summary of change:
(

The unknown UE IP address is stored when the UE sends its initial Register message and is used for the configuration of the IP layer in the SS and also in all subsequent signalling. 




Consequences if 
(

not approved:
IMS conformant UEs using IPv6 privacy extensions will fail.
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All test cases when running in IPv6 mode
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Change 1 Store UEs IPv6 address during the initial registration 

Function name
ts_Register_Authentication

Reason for change
Need to store IP address used by the UE which is sent in the Contact header in the initial Register message the first time.

Summary of change
- The IP address in the initial Register message is not checked.

- Added function for storing the address.

Note: this change is to be implemented for all places where the ‘initial REGISTER’ is received.

Source of change
IMS_CC_CommonSteps.ttcn

Before change:

function ts_Register_Authentication (charstring p_RegisterExpiration := px_RegisterExpiration) runs on IMSComponent

  { 



var Bit128 v_AUTN;



var bitstring v_IK := '0'B, v_CK := '0'B, v_XRES := '0'B;



var bitstring v_MD5_Key, v_SHA1_Key, v_3DES_Key, v_AES_Key;



var SSPortInfo v_SSPortInfo;



var ASP_DataRequest va_Request;



var SipUrl v_Url;

        // Receive initial REGISTER



// ------------------------



// Via and Contact accepts SigComp



ts_ReceiveRequestValue (va_Request, a_Register( *, ?, mr_RegisterDef ( BuildSipUrl("sip:"&px_HomeDomainName, omit,  false, RECEIVE),



                                     hr_RouteRegDef(px_Pcscf, *), // Route header @sic R5s080168 sic@












 ?, // UDP or TCP












 ConvertIpAddrToHostFormat(px_UE_IPAddr), // IP address or FQDN of the UE   @sic R5s070534, 4.5 sic@











 *, // UE unprotected port (may be ommited if port 5060)












 ?, // @sic RAN5#51 BuildSipUrl (gv_PublicUserIdentity, omit,  false, RECEIVE),












 tr_SipUrlHostPort((px_HomeDomainName, ConvertIpAddrToHostFormat(px_UE_IPAddr)),*), // @sic R5s090005 sic@












 *, // Expires param in contact header - to be checked outside












 ?, // CSeq value - must be present, value not checked












 ?, // CallId - must be present, value not checked












 omit, // Security Verify Header must not appear












 hr_AuthorizationInitial(px_Private_UserId, px_HomeDomainName, ("", omit), "sip:"&px_HomeDomainName, ("", omit)),












 *, // P-Access-Network-Info is optional












 *, // Length of request body, if present












 ts_SetSupportedTag())) // Tag for Supported header, @sic R5-073440 sic@









); 



gv_REGISTER_Request := va_Request.msg.Register;

         v_Url := gv_REGISTER_Request.msgHeader.toField.addressField.nameAddr.addrSpec;

        gv_PublicUserIdentity := v_Url.scheme & ":" & v_Url.userInfo.userOrTelephoneSubscriber & "@" & v_Url.hostPort.host;

        // Check that the public user Id used by the UE

        if ((gv_PublicUserIdentity != px_PublicUserIdentity1) and  (gv_PublicUserIdentity != px_PublicUserIdentity2) and (gv_PublicUserIdentity != px_PublicUserIdentity3)){

                  f_SetVerdictFail(__FILE__, __LINE__, "");

                }



gv_ContactUrl := f_Contact_GetSipUrl (gv_REGISTER_Request.msgHeader.contact);



ts_UpdatePCSCFRemotePort(gv_ContactUrl); //@sic R5s090018 sic@



v_SSPortInfo := va_Request.portInfo;

….

….

  }

After change:

function ts_Register_Authentication (charstring p_RegisterExpiration := px_RegisterExpiration) runs on IMSComponent

  { 



var Bit128 v_AUTN;



var bitstring v_IK := '0'B, v_CK := '0'B, v_XRES := '0'B;



var bitstring v_MD5_Key, v_SHA1_Key, v_3DES_Key, v_AES_Key;



var SSPortInfo v_SSPortInfo;



var ASP_DataRequest va_Request;



var SipUrl v_Url;

        // Receive initial REGISTER



// ------------------------



// Via and Contact accepts SigComp



ts_ReceiveRequestValue (va_Request, a_Register( *, ?, mr_RegisterDef ( BuildSipUrl("sip:"&px_HomeDomainName, omit,  false, RECEIVE),



                                     hr_RouteRegDef(px_Pcscf, *), // Route header @sic R5s080168 sic@












 ?, // UDP or TCP












?,











 *, // UE unprotected port (may be ommited if port 5060)












 ?, // @sic RAN5#51 BuildSipUrl (gv_PublicUserIdentity, omit,  false, RECEIVE),












 tr_SipUrlHostPort((px_HomeDomainName, ConvertIpAddrToHostFormat(px_UE_IPAddr)),*), // @sic R5s090005 sic@












 *, // Expires param in contact header - to be checked outside












 ?, // CSeq value - must be present, value not checked












 ?, // CallId - must be present, value not checked












 omit, // Security Verify Header must not appear












 hr_AuthorizationInitial(px_Private_UserId, px_HomeDomainName, ("", omit), "sip:"&px_HomeDomainName, ("", omit)),












 *, // P-Access-Network-Info is optional












 *, // Length of request body, if present












 ts_SetSupportedTag())) // Tag for Supported header, @sic R5-073440 sic@









); 



gv_REGISTER_Request := va_Request.msg.Register;

         v_Url := gv_REGISTER_Request.msgHeader.toField.addressField.nameAddr.addrSpec;

        gv_PublicUserIdentity := v_Url.scheme & ":" & v_Url.userInfo.userOrTelephoneSubscriber & "@" & v_Url.hostPort.host;

        // Check that the public user Id used by the UE

        if ((gv_PublicUserIdentity != px_PublicUserIdentity1) and  (gv_PublicUserIdentity != px_PublicUserIdentity2) and (gv_PublicUserIdentity != px_PublicUserIdentity3)){

                  f_SetVerdictFail(__FILE__, __LINE__, "");

                }



gv_ContactUrl := f_Contact_GetSipUrl (gv_REGISTER_Request.msgHeader.contact)


      ts_UpdateUeIpAddress(); // Fetch and store IP address  used by the UE
      
ts_UpdatePCSCFRemotePort(gv_ContactUrl); //@sic R5s090018 sic@



v_SSPortInfo := va_Request.portInfo;

….

….

  }

Change 2 New global variable for holding UE IP address

Variable name
gv_UE_IPAddr

Reason for change
See header of this CR above

Summary of change
Global variable added.

Source of change
IMS_CC_Configuration.ttcn

Before change:

type component IMSComponent { // Main test component





// Parallel test components @sic R5s080138 sic@





var DHCPServerSimulation ptc_DHCP;









var DNSServerSimulation ptc_DNS;
 








var IPCanCrtlComponent ptc_IPCanCtrl;
 








// general variables





var SPI gv_Spi_uc:=0;





var SPI gv_Spi_us:=0;





var SPI gv_Spi_pc:=0;





var SPI gv_Spi_ps:=0;





var integer gv_Port_uc:=0, gv_Port_us:=0;





var IntAlgo gv_IntAlgo_Def := px_IPSecAlgorithm;

….

….

  }

After change:

type component IMSComponent { // Main test component





// Parallel test components @sic R5s080138 sic@





var DHCPServerSimulation ptc_DHCP;









var DNSServerSimulation ptc_DNS;
 








var IPCanCrtlComponent ptc_IPCanCtrl;
 








// general variables





var SPI gv_Spi_uc:=0;





var SPI gv_Spi_us:=0;





var SPI gv_Spi_pc:=0;





var SPI gv_Spi_ps:=0;





var integer gv_Port_uc:=0, gv_Port_us:=0;





var IntAlgo gv_IntAlgo_Def := px_IPSecAlgorithm;

                      var IPAddr gv_UE_IPAddr := px_UE_IPAddr; // IPv4 or IPv6 format 

….

….

  }


Change 3 New function for updating UE’s IP address

Function name
ts_UpdateUeIpAddress

Reason for change
See header of this CR above

Summary of change
Update function added

Source of change
IMS_CC_CommonSteps.ttcn

Before change:



After change:

  function ts_UpdateUeIpAddress() runs on IMSComponent

  {

      // read IP address from contact header

      var charstring ue_ip := gv_ContactUrl.hostPort.host;

      var integer size  := lengthof(ue_ip); 

      // remove brackets if they exist (available in IPv6 address)

     if( substr(ue_ip, 0,1) == "[" and substr(ue_ip, size-1,1) == "]" )

     {

         ue_ip := replace(ue_ip, 0, 1, "");

         ue_ip := replace(ue_ip, size-2, 1, "");

     }  

     // set global variable

     gv_UE_IPAddr := ue_ip;

  }

Change 4 Replace PIXIT by global variable

Function name
-

Reason for change
The IP address as used by the UE needs to be used instead of the PIXIT value

Summary of change
Replace everywhere  px_UE_IPAddr by gv_UE_IPAddr

Source of change
-
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