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1 Overview

This document lists all the changes needed to correct issues in the ATS iwd-TTCN3-B2019-06_D20wk38 related to the title of this CR.

Contact:
Shaun Harry

shaun.harry@keysight.com
2 Corrections required
2.1 Change 1
	Function name
	fl_ENDC_PDCP_Integrity()

	Reason for change
	For these test cases the common test case body functions f_TC_7_1_3_2_X_NR_TestBody()  and f_TC_7_1_3_3_X_NR_TestBody() have test steps applicable for either EN-DC or NR5GC operation selected by checks on PICS paramters e.g. pc_EN_DC. Since these are UE capabilities it is possible that a UE may support more than 5G deplorment option, e.g. pc_EN_DC set as TRUE does not necessarily mean the test case is executing in EN-DC mode. This can cause  the test steps to be executed incorrectly causing test case failure.

	Summary of change
	Move implementation of steps 2a1 – 2a4 from f_TC_7_1_3_2_X_NR_TestBody() into this function

	TTCN module
	PDCP_ENDC_NR.ttcn

	MCC160 Comment
	Accepted in principle.

Implemented according to MCC160 proposal which considers R5-206327. 


Before Change:

 function fl_ENDC_PDCP_Integrity(IntegrityProtAlgorithm p_IntegrityProAlgorithm) runs on ENDC_NR_PTC

  {

    var ENDC_SRB_DRB_Configuration_Type v_SecondaryConfig:= NR_PDCP_SRB1_2;

    var template (value) FreqBandList v_MRDC_FreqList;

    var octetstring v_OctetData;

    var integer v_EUTRABandInd;

    var integer v_NRBandInd;
    if (pc_srb3){

      v_SecondaryConfig := NR_PDCP_SRB1_2_SRB3;

    }

    f_ENDC_NR_Init();

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    f_NR_AS_IntegrityAlgorithm_Set(p_IntegrityProAlgorithm);

    // Get NR capabilities sent during EUTRA preamble

    // @sic R5-195339 sic@

    f_NR_ENDC_PreambleOnEUTRA(nr_Cell1, MCG_SCG); //Configure DRB2 as normal

    f_NR_RRC_PSCellChange_SRB_NR_PDCP(nr_Cell1, v_SecondaryConfig);

    f_NR_TestBody_Set(true);

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);

    // Have to receive EUTRA band first @sic R5s190476 change 4.22 sic@

    v_OctetData := f_EUTRA_NR_WaitForCoOrd_Data(EUTRA, "EUTRA Band");

    v_EUTRABandInd := oct2int(v_OctetData);

    v_NRBandInd := f_NR_CellInfo_GetBandIndicator(nr_Cell1);

    // Then send both bands under test back to EUTRA

    v_MRDC_FreqList := cs_NR_MRDC_FreqList(v_EUTRABandInd, v_NRBandInd);

    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_OctetData (bit2oct(encvalue(v_MRDC_FreqList)), "MRDC_Freq"));

    f_TC_7_1_3_2_X_NR_TestBody(tsc_NR_DRB2);

    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Trigger); //@sic R5s190476 sic@ ch 4.6

    f_NR_TestBody_Set(false);

    //Wait from coordination AFTER the connection is released in E-UTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA, "Postamble");

    //Postamble

    f_NR_ReleaseAllCells();

  }
After Change:
 function fl_ENDC_PDCP_Integrity(IntegrityProtAlgorithm p_IntegrityProAlgorithm) runs on ENDC_NR_PTC

  {

    var ENDC_SRB_DRB_Configuration_Type v_SecondaryConfig:= NR_PDCP_SRB1_2;

    var template (value) FreqBandList v_MRDC_FreqList;

    var octetstring v_OctetData;

    var integer v_EUTRABandInd;

    var integer v_NRBandInd;
var template (value) RadioBearerConfig v_RadioBearerConfig;

     var NR_SecurityParams_Type v_Security_Params := f_NR_Security_Get();

     var IntegrityProtAlgorithm v_IntegrityAlg:= v_Security_Params.AS_Integrity.Algorithm;

     var boolean v_DontWaitForComplete:=false;
    if (pc_srb3){

      v_SecondaryConfig := NR_PDCP_SRB1_2_SRB3;

    }

    f_ENDC_NR_Init();

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    f_NR_AS_IntegrityAlgorithm_Set(p_IntegrityProAlgorithm);

    // Get NR capabilities sent during EUTRA preamble

    // @sic R5-195339 sic@

    f_NR_ENDC_PreambleOnEUTRA(nr_Cell1, MCG_SCG); //Configure DRB2 as normal

    f_NR_RRC_PSCellChange_SRB_NR_PDCP(nr_Cell1, v_SecondaryConfig);

    f_NR_TestBody_Set(true);

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);

    // Have to receive EUTRA band first @sic R5s190476 change 4.22 sic@

    v_OctetData := f_EUTRA_NR_WaitForCoOrd_Data(EUTRA, "EUTRA Band");

    v_EUTRABandInd := oct2int(v_OctetData);

    v_NRBandInd := f_NR_CellInfo_GetBandIndicator(nr_Cell1);

    // Then send both bands under test back to EUTRA

    v_MRDC_FreqList := cs_NR_MRDC_FreqList(v_EUTRABandInd, v_NRBandInd);

    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_OctetData (bit2oct(encvalue(v_MRDC_FreqList)), "MRDC_Freq"));

    //REMOVED f_TC_7_1_3_2_X_NR_TestBody(tsc_NR_DRB2);
v_RadioBearerConfig:= cs_38508_RadioBearerConfigDef({ cs_NR_SRB_ToAddMod(tsc_SRB3) }, -, -, cs_38508_SecurityConfig(cs_38508_SecurityAlgorithmConfig(nea2, v_IntegrityAlg), secondary));

       //@siclog "Step 2a1-2a2" siclog@

       //Reconfigure NR MAC sent on SRB3 integrity protected

        f_NR_PDCP_SendRRCReconfiguration(nr_Cell1,-, v_RadioBearerConfig);

        f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 2a2");

        //@siclog "Step 2a3-a4" siclog@

        //SS sends MAC-I Corrupted, configure SS to use different integrity algorithm so that will result in MAC-I failure at UE

        f_NR_SS_TriggerMAC_I_Failure(nr_Cell1, tsc_NR_RbId_SRB3);

        f_NR_PDCP_SendRRCReconfiguration(nr_Cell1, -, cs_NR_RadioBearer(-,-,-,v_IntegrityAlg), v_DontWaitForComplete);

        f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);

        f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 2a4");
    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Trigger); //@sic R5s190476 sic@ ch 4.6

    f_NR_TestBody_Set(false);

    //Wait from coordination AFTER the connection is released in E-UTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA, "Postamble");

    //Postamble

    f_NR_ReleaseAllCells();

  }
MCC160 proposed implementation
function fl_ENDC_PDCP_Integrity(IntegrityProtAlgorithm p_IntegrityProAlgorithm) runs on ENDC_NR_PTC

  {

    var ENDC_SRB_DRB_Configuration_Type v_SecondaryConfig:= NR_PDCP_SRB1_2;

    var template (value) FreqBandList v_MRDC_FreqList;

    var octetstring v_OctetData;

    var integer v_EUTRABandInd;

    var integer v_NRBandInd;

    var template (value) NR_RadioBearerList_Type v_RadioBearerList;

    var template (value) CellGroupConfig v_SCGConfig;

    var NR_SecurityParams_Type v_Security_Params := f_NR_Security_Get();

    var IntegrityProtAlgorithm v_IntegrityAlg:= v_Security_Params.AS_Integrity.Algorithm;

    var boolean v_DontWaitForComplete:=false;

    if (pc_srb3){

      v_SecondaryConfig := NR_PDCP_SRB1_2_SRB3;

    }

    f_ENDC_NR_Init();

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    f_NR_AS_IntegrityAlgorithm_Set(p_IntegrityProAlgorithm);

    // Get NR capabilities sent during EUTRA preamble

    // @sic R5-195339 sic@

    f_NR_ENDC_PreambleOnEUTRA(nr_Cell1, MCG_SCG); //Configure DRB2 as normal

    f_NR_RRC_PSCellChange_SRB_NR_PDCP(nr_Cell1, v_SecondaryConfig);

    f_NR_TestBody_Set(true);

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);

    // Have to receive EUTRA band first @sic R5s190476 change 4.22 sic@

    v_OctetData := f_EUTRA_NR_WaitForCoOrd_Data(EUTRA, "EUTRA Band");

    v_EUTRABandInd := oct2int(v_OctetData);

    v_NRBandInd := f_NR_CellInfo_GetBandIndicator(nr_Cell1);

    // Then send both bands under test back to EUTRA

    v_MRDC_FreqList := cs_NR_MRDC_FreqList(v_EUTRABandInd, v_NRBandInd);

    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_OctetData (bit2oct(encvalue(v_MRDC_FreqList)), "MRDC_Freq"));

     // @sic R5s201545 sic@

    //  @sic R5-206327 sic@

    if (pc_srb3){
        // @siclog "Step 2a1-2a2" siclog@

        //IF  pc_srb3 then the SS transmits an RRCReconfiguration message to reconfigure NR MAC, sent on SRB3 integrity protected.

        //Check: Does the UE transmit an RRCReconfigurationComplete message on SRB3 integrity protected

        // @sic R5s201645 sic@

        v_RadioBearerList := { cs_NR_SS_RadioBearer_Config(tsc_NR_RbId_SRB3, cs_NR_PDCP_Configuration_RBTerminating(cs_NR_PDCP_RbConfig_ParamsSRB), cs_NR_RlcBearerConfig_SRB1SRB2SRB3(3,1)) };

        f_NR_SS_CommonRadioBearerConfig(nr_Cell1, v_RadioBearerList);

        v_SCGConfig := cs_38508_CellGroupConfig(tsc_NR_CellGroupId_SCG, -, -, cs_NR_MAC_CellGroupConfig(-, -, cs_NR_BSR_ConfigDef(sf10)));

        SRB.send(cas_NR_SRB3_RrcPdu_REQ(nr_Cell1, -, cs_38508_RRCReconfiguration(tsc_NR_RRC_TI_Def, -, bit2oct(encvalue(v_SCGConfig)))));

        SRB.receive(car_NR_SRB3_RrcPdu_IND(nr_Cell1, cr_38508_RRCReconfigurationComplete));
        f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 2a2");

        f_NR_SS_TriggerMAC_I_Failure(nr_Cell1, tsc_NR_RbId_SRB3);

        // @siclog "Step 2a3" siclog@

        // The SS sends RRCReconfiguration message to the UE integrity protected on SRB3. The MAC-I is corrupted so as to result in integrity failure at UE.

        f_NR_PDCP_SendRRCReconfiguration(nr_Cell1, -, cs_NR_RadioBearer(-,-,-,v_IntegrityAlg), v_DontWaitForComplete);

        f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);

        f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 2a4");

    }
    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Trigger); //@sic R5s190476 sic@ ch 4.6

    f_NR_TestBody_Set(false);

    //Wait from coordination AFTER the connection is released in E-UTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA, "Postamble");

    //Postamble

    f_NR_ReleaseAllCells();

  }
2.2 Change 2
	Function name
	fl_ENDC_PDCP_Ciphering()

	Reason for change
	For these test cases the common test case body functions f_TC_7_1_3_2_X_NR_TestBody()  and f_TC_7_1_3_3_X_NR_TestBody() have test steps applicable for either EN-DC or NR5GC operation selected by checks on PICS paramters e.g. pc_EN_DC. Since these are UE capabilities it is possible that a UE may support more than 5G deplorment option, e.g. pc_EN_DC set as TRUE does not necessarily mean the test case is executing in EN-DC mode. This can cause  the test steps to be executed incorrectly causing test case failure.

	Summary of change
	Move implementation of steps 2a1 – 2a2 from f_TC_7_1_3_3_X_NR_TestBody() into this function

	TTCN module
	PDCP_ENDC_NR.ttcn

	MCC160 Comment
	Accepted in principle.

 Implemented according to MCC160 proposal which considers R5-206328.


Before Change:

  function fl_ENDC_PDCP_Ciphering(CipheringAlgorithm p_CipheringAlgorithm) runs on ENDC_NR_PTC

   {

    f_ENDC_NR_Init();

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    f_NR_AS_CipheringAlgorithm_Set(p_CipheringAlgorithm);

    // Get NR capabilities sent during EUTRA preamble

    // @sic R5-195340 sic@

    f_NR_ENDC_PreambleOnEUTRA(nr_Cell1, MCG_SCG); //Configure DRB2 as normal

    f_NR_RRC_PSCellChange_SRB_NR_PDCP(nr_Cell1, NR_PDCP_MCG_SRB1_2);

    // @sic R5s190918 sic@

    f_NR_TestBody_Set(true);

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);

    f_TC_7_1_3_3_X_NR_TestBody(tsc_NR_DRB2);

    f_NR_TestBody_Set(false);

    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_Trigger);  //@sic R5s190554 sic@ ch 4.15

    //Wait from coordination AFTER the connection is released in E-UTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA, "Postamble");

    //Postamble

    f_NR_ReleaseAllCells();

   }
After Change:
         function fl_ENDC_PDCP_Ciphering(CipheringAlgorithm p_CipheringAlgorithm) runs on ENDC_NR_PTC

   {

     var octetstring v_IPData := f_IPv4IPv6_IcmpEchoReply(f_LoopbackModeB_IP_Address_UE());

    var DRB_Identity v_DrbId:= p_DRbId;
    f_ENDC_NR_Init();

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    f_NR_AS_CipheringAlgorithm_Set(p_CipheringAlgorithm);

    // Get NR capabilities sent during EUTRA preamble

    // @sic R5-195340 sic@

    f_NR_ENDC_PreambleOnEUTRA(nr_Cell1, MCG_SCG); //Configure DRB2 as normal

    f_NR_RRC_PSCellChange_SRB_NR_PDCP(nr_Cell1, NR_PDCP_MCG_SRB1_2);

    // @sic R5s190918 sic@

    f_NR_TestBody_Set(true);

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);

    //REMOVED f_TC_7_1_3_3_X_NR_TestBody(tsc_NR_DRB2);

     DRB.send(cas_NR_DRB_COMMON_REQ_PDCP_SDUList(nr_Cell1, tsc_NR_DRB2, -, {v_IPData})); //@sic R5s190554 sic@

     //@siclog "Step 2a2" siclog@

     //Does UE transmit a PDCP Data PDU with SN=K for the first iteration?

     DRB.receive(car_NR_DRB_COMMON_IND_PDCP_SDUList_DC(nr_Cell1, tsc_NR_DRB2, cr_RlcBearerRouting_NR(nr_Cell1), -, {v_IPData}));

     f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 2a2");
    f_NR_TestBody_Set(false);

    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_Trigger);  //@sic R5s190554 sic@ ch 4.15

    //Wait from coordination AFTER the connection is released in E-UTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA, "Postamble");

    //Postamble

    f_NR_ReleaseAllCells();

   }
MCC160 proposed implementation
function fl_ENDC_PDCP_Ciphering(CipheringAlgorithm p_CipheringAlgorithm) runs on ENDC_NR_PTC

   {

    var octetstring v_IPData := f_IPv4IPv6_IcmpEchoReply(f_LoopbackModeB_IP_Address_UE());

    f_ENDC_NR_Init();

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    f_NR_AS_CipheringAlgorithm_Set(p_CipheringAlgorithm);

    // Get NR capabilities sent during EUTRA preamble

    // @sic R5-195340 sic@

    f_NR_ENDC_PreambleOnEUTRA(nr_Cell1, MCG_SCG); //Configure DRB2 as normal

    f_NR_RRC_PSCellChange_SRB_NR_PDCP(nr_Cell1, NR_PDCP_MCG_SRB1_2);

    // @sic R5s190918 sic@

    f_NR_TestBody_Set(true);

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);

    //@sic R5s201545 sic@

    //@sic R5-206328 sic@

    //EXCEPTION: steps 2a1-2a2 depends on UE configuration, executed if SCG DRB is configured

    //@siclog "Step 2a1" siclog@

    //For EN-DC or NGEN-DC, then SS transmits PDCP PDU on SCG DRB ciphered.

    DRB.send(cas_NR_DRB_COMMON_REQ_PDCP_SDUList(nr_Cell1, tsc_NR_DRB2, -, {v_IPData})); //@sic R5s190554 sic@

    //@siclog "Step 2a2" siclog@

    //Check: Does the UE transmit looped back PDCP PDU ciphered on SCG DRB?

    DRB.receive(car_NR_DRB_COMMON_IND_PDCP_SDUList_DC(nr_Cell1, tsc_NR_DRB2, cr_RlcBearerRouting_NR(nr_Cell1), -, {v_IPData}));
    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 2a2");
    f_NR_TestBody_Set(false);

    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_Trigger);  //@sic R5s190554 sic@ ch 4.15

    //Wait from coordination AFTER the connection is released in E-UTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA, "Postamble");

    //Postamble

    f_NR_ReleaseAllCells();

   }
2.3 Change 3
	Function name
	f_TC_7_1_3_2_X_TestBody_NR

	Reason for change
	For these test cases the common test case body functions f_TC_7_1_3_2_X_NR_TestBody()  and f_TC_7_1_3_3_X_NR_TestBody() have test steps applicable for either EN-DC or NR5GC operation selected by checks on PICS paramters e.g. pc_EN_DC. Since these are UE capabilities it is possible that a UE may support more than 5G deplorment option, e.g. pc_EN_DC set as TRUE does not necessarily mean the test case is executing in EN-DC mode. This can cause  the test steps to be executed incorrectly causing test case failure.

	Summary of change
	1. Remove redundant check so that steps 1b1 – 1b2 are always executed

2. Move implementation of steps 3a1 – 3a2 from f_TC_7_1_3_2_X_NR_TestBody() into this function

	TTCN module
	PDCP_NR5GC.ttcn

	MCC160 Comment
	Not needed.
See MCC160 Proposal in the previous change


Before Change:

  function f_TC_7_1_3_2_X_TestBody_NR (DRB_Identity p_RB_Id) runs on NR_BASE_PTC

  {

    if(pc_EN_DC or pc_NGEN_DC){ //@sic R5s191113 sic@

       //@siclog "Step 1a1-1a2" siclog@

       //The SS sends EUTRA RRC - Done in EUTRA PTC

     }else{
      //@siclog "Step 1b1-1b2" siclog@

      //The SS sends NR RRC

      f_NR_Capability(nr_Cell1);

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 1b2");

     }
     f_TC_7_1_3_2_X_NR_TestBody(p_RB_Id);
   }
After Change:
function f_TC_7_1_3_2_X_TestBody_NR (DRB_Identity p_RB_Id) runs on NR_BASE_PTC

  {

   var octetstring v_IPData := f_IPv4IPv6_IcmpEchoReply(f_LoopbackModeB_IP_Address_UE());
   /*REMOVED  if(pc_EN_DC or pc_NGEN_DC){ //@sic R5s191113 sic@

       //@siclog "Step 1a1-1a2" siclog@

       //The SS sends EUTRA RRC - Done in EUTRA PTC

     }else{ */
      //@siclog "Step 1b1-1b2" siclog@

      //The SS sends NR RRC

      f_NR_Capability(nr_Cell1);

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 1b2");

     //REMOVED }
     //REMOVED f_TC_7_1_3_2_X_NR_TestBody(p_RB_Id);
     //@siclog "Step 3a1" siclog@

     DRB.send(cas_NR_DRB_COMMON_REQ_PDCP_SDUList(nr_Cell1, p_RB_Id, -, {v_IPData}));

     //@siclog "Step 3a2" siclog@

     //Does UE transmit a PDCP Data PDU with SN=K for the first iteration?

     DRB.receive(car_NR_DRB_COMMON_IND_PDCP_SDUList_DC(nr_Cell1, p_RB_Id, cr_RlcBearerRouting_NR(nr_Cell1), -, {v_IPData}));

     f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 3a2"); //@sic R5s200557 sic@
   }
2.4 Change 4
	Function name
	fl_NR5GC_PDCP_Ciphering()

	Reason for change
	For these test cases the common test case body functions f_TC_7_1_3_2_X_NR_TestBody()  and f_TC_7_1_3_3_X_NR_TestBody() have test steps applicable for either EN-DC or NR5GC operation selected by checks on PICS paramters e.g. pc_EN_DC. Since these are UE capabilities it is possible that a UE may support more than 5G deplorment option, e.g. pc_EN_DC set as TRUE does not necessarily mean the test case is executing in EN-DC mode. This can cause  the test steps to be executed incorrectly causing test case failure.

	Summary of change
	Move implementation of steps 3 -4 from f_TC_7_1_3_3_X_NR_TestBody() into this function

	TTCN module
	PDCP_NR5GC.ttcn

	MCC160 Comment
	Accepted in principle.

 Implemented according to MCC160 proposal which considers R5-206328.


Before Change:

 function fl_NR5GC_PDCP_Ciphering(CipheringAlgorithm p_CipheringAlgorithm) runs on NR5GC_PTC

   {

    var DRB_Identity v_DRBId;

    var template (value) NR_RadioBearer_Type v_SS_Drb_Config;

    f_NR5GC_Init_NAS(NR_1);

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    //Initialize PDCP Parameters

    f_NR_AS_CipheringAlgorithm_Set(p_CipheringAlgorithm);

    //Preamble

    f_NR5GC_Preamble(nr_Cell1, STATE_IDLE_1A, TESTModeA_ON);

    v_DRBId := f_NR_GetDefaultDRB_ForFirstPDUSession();

    v_SS_Drb_Config := f_NR_GetRadioBearerConfig_FullAM(nr_Cell1, v_DRBId, -, -, -, cs_SDAP_Configuration_None);//@sic R5s190383 sic@

    f_NR5GC_RRC_ConnectedState3N_Def(nr_Cell1,

                                     TEST_LOOPModeA_ON,

                                     cs_UE_TestLoopModeA_NR_LB_Setup_NoScaling,

                                     -,

                                     -,

                                     -,

                                     -,

                                     {v_SS_Drb_Config}); //@sic R5s190383 sic@

    f_NR_TestBody_Set(true);

    //@siclog "Step 1b1-1b2" siclog@

    f_NR_Capability(nr_Cell1);

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 1b2");

    f_TC_7_1_3_3_X_NR_TestBody(v_DRBId);

    f_NR_TestBody_Set(false);

    f_NR5GC_OpenUE_TestLoopMode_Deactivate_TestMode(nr_Cell1);

    //Postamble

    f_NR_Postamble(nr_Cell1, STATE_CONNECTED_3A);

    f_NR_ReleaseAllCells();

   }
After Change:
 function fl_NR5GC_PDCP_Ciphering(CipheringAlgorithm p_CipheringAlgorithm) runs on NR5GC_PTC

   {

    var DRB_Identity v_DRBId;

    var template (value) NR_RadioBearer_Type v_SS_Drb_Config;
    var octetstring v_IPData := f_IPv4IPv6_IcmpEchoReply(f_LoopbackModeB_IP_Address_UE());
    f_NR5GC_Init_NAS(NR_1);

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    //Initialize PDCP Parameters

    f_NR_AS_CipheringAlgorithm_Set(p_CipheringAlgorithm);

    //Preamble

    f_NR5GC_Preamble(nr_Cell1, STATE_IDLE_1A, TESTModeA_ON);

    v_DRBId := f_NR_GetDefaultDRB_ForFirstPDUSession();

    v_SS_Drb_Config := f_NR_GetRadioBearerConfig_FullAM(nr_Cell1, v_DRBId, -, -, -, cs_SDAP_Configuration_None);//@sic R5s190383 sic@

    f_NR5GC_RRC_ConnectedState3N_Def(nr_Cell1,

                                     TEST_LOOPModeA_ON,

                                     cs_UE_TestLoopModeA_NR_LB_Setup_NoScaling,

                                     -,

                                     -,

                                     -,

                                     -,

                                     {v_SS_Drb_Config}); //@sic R5s190383 sic@

    f_NR_TestBody_Set(true);

    //@siclog "Step 1b1-1b2" siclog@

    f_NR_Capability(nr_Cell1);

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 1b2");

    //REMOVED  f_TC_7_1_3_3_X_NR_TestBody(v_DRBId);
    //SS transmits PDCP PDU on MCG DRB ciphered.

    DRB.send(cas_NR_DRB_COMMON_REQ_PDCP_SDUList(nr_Cell1, v_DRBId, -, {v_IPData}));//@sic R5s190554 sic@

    //@siclog "Step 4" siclog@

    //Does UE transmit a PDCP Data PDU with SN=K for the first iteration?

    DRB.receive(car_NR_DRB_COMMON_IND_PDCP_SDUList_DC(nr_Cell1, v_DRBId, cr_RlcBearerRouting_NR(nr_Cell1), -, {v_IPData}));

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 4");
    f_NR_TestBody_Set(false);

    f_NR5GC_OpenUE_TestLoopMode_Deactivate_TestMode(nr_Cell1);

    //Postamble

    f_NR_Postamble(nr_Cell1, STATE_CONNECTED_3A);

    f_NR_ReleaseAllCells();

   }
MCC160 proposed implementation
function fl_NR5GC_PDCP_Ciphering(CipheringAlgorithm p_CipheringAlgorithm) runs on NR5GC_PTC

   {

    var DRB_Identity v_DRBId;

    var template (value) NR_RadioBearer_Type v_SS_Drb_Config;

    var octetstring v_IPData := f_IPv4IPv6_IcmpEchoReply(f_LoopbackModeB_IP_Address_UE()); //@sic R5s201545 sic@

    f_NR5GC_Init_NAS(NR_1);

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    //Initialize PDCP Parameters

    f_NR_AS_CipheringAlgorithm_Set(p_CipheringAlgorithm);

    //Preamble

    f_NR5GC_Preamble(nr_Cell1, STATE_IDLE_1A, TESTModeA_ON);

    v_DRBId := f_NR_GetDefaultDRB_ForFirstPDUSession();

    v_SS_Drb_Config := f_NR_GetRadioBearerConfig_FullAM(nr_Cell1, v_DRBId, -, -, -, cs_SDAP_Configuration_None);//@sic R5s190383 sic@

    f_NR5GC_RRC_ConnectedState3N_Def(nr_Cell1,

                                     TEST_LOOPModeA_ON,

                                     cs_UE_TestLoopModeA_NR_LB_Setup_NoScaling,

                                     -,

                                     -,

                                     -,

                                     -,

                                     {v_SS_Drb_Config}); //@sic R5s190383 sic@

    f_NR_TestBody_Set(true);

    //@siclog "Step 1b1-1b2" siclog@

    // ELSE the SS sends NR RRC UECapabilityEnquiry message to the UE.

    // Check: Does the UE send a NR RRC UECapabilityInformation message?

    f_NR_Capability(nr_Cell1);

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 1b2");
    //@sic R5s201545 sic@

    //@sic R5-206328 sic@

    //@siclog "Step 3" siclog@

    //SS transmits PDCP PDU on MCG DRB ciphered.
    DRB.send(cas_NR_DRB_COMMON_REQ_PDCP_SDUList(nr_Cell1, v_DRBId, -, {v_IPData}));//@sic R5s190554 sic@
    //@siclog "Step 4" siclog@

    //Check: Does the UE transmit looped back PDCP PDU ciphered on MCG DRB?
    DRB.receive(car_NR_DRB_COMMON_IND_PDCP_SDUList_DC(nr_Cell1, v_DRBId, cr_RlcBearerRouting_NR(nr_Cell1), -, {v_IPData}));

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 4");
    f_NR_TestBody_Set(false);

    f_NR5GC_OpenUE_TestLoopMode_Deactivate_TestMode(nr_Cell1);

    //Postamble

    f_NR_Postamble(nr_Cell1, STATE_CONNECTED_3A);

    f_NR_ReleaseAllCells();

   }
MCC160 proposed implementation
function fl_EUTRA_PDCP_Integrity(IntegrityProtAlgorithm_Type p_AS_IntegrityProtAlgorithm) runs on EUTRA_5GS_PTC

  {//@sic R5-202614 sic@

   var ENDC_SRB_DRB_Configuration_Type v_SecondaryConfig:= NR_PDCP_SRB1_2;

   if (pc_srb3){

      v_SecondaryConfig := NR_PDCP_SRB1_2_SRB3;

   }

    f_EUTRA38_Init(EN_DC, c1);

    //Create and configure cell

    f_EUTRA_CellConfig_Def(eutra_Cell1);

    //Set integrity algorithm

    f_EUTRA_AS_IntegrityAlgorithm_Set(p_AS_IntegrityProtAlgorithm);//@sic R5-202614 sic@

    //Preamble to enter UE in state 2A . NR PDCP is configured on SRB1 and SRB2 and SRB 3

    //@sic R5-195339 sic@

    f_EUTRA38_ENDC_Preamble (eutra_Cell1, TESTModeA_ON, MCG_SCG, RRC_CONNECTED);//@sic R5s190476 sic@ ch 4.8

    f_EUTRA38_IntraLTE_HO_IntraPSCell_NR_PDCP (eutra_Cell1, v_SecondaryConfig,1); //@sic R5s190476 sic@ ch 4.9

    f_EUTRA_TestBody_Set(true);

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger);

     //@siclog "Step 1a1-1a2" siclog@

    //For EN-DC or NGEN-DC, the SS sends EUTRA RRC UECapabilityEnquiry including RAT-Type eutra message to the UE.

    //Check: Does the UE send a EUTRA RRC UECapabilityInformation message?

    //@sic R5s201545 sic@

    //@sic R5-206327 sic@
    f_EUTRA_CheckUeCapabilityEnquiry(eutra_Cell1);
    if (pc_srb3){

       //@siclog "Step 2a4" siclog@

       //Does the UE send SCGFailureInformationNR with failureType as srb3-IntegrityFailure on SRB1?

       SRB.receive (car_SRB1_RrcPdu_IND(eutra_Cell1, cr_508_SCGFailureInformationNR_r15(cr_FailureReportSCG_NR_r15(srb3_IntegrityFailure))));

       f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger);

    }
    f_EUTRA_NR_WaitForCoOrd_Trigger(NR);
    f_EUTRA_TestBody_Set(false);

    f_EUTRA38_ENDC_Postamble(eutra_Cell1, E2_CONNECTED); // @sic R5-204475 sic@

    // If finishing in E2_CONNECTED, need to wait until connection released before taking down the NR cell!

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger("Postamble"));

  }
 function fl_EUTRA_PDCP_Ciphering(CipheringAlgorithm_r12 p_AS_CipheringAlgorithm) runs on EUTRA_5GS_PTC

  {//@sic R5-202617 sic@

    f_EUTRA38_Init(EN_DC, c1);

    //Create and configure cell

    f_EUTRA_CellConfig_Def(eutra_Cell1);

    f_EUTRA_AS_CipheringAlgorithm_Set(p_AS_CipheringAlgorithm); //@sic R5-202617 sic@

    //Preamble to enter UE in state 2. NR PDCP is configured on SRB1 and SRB2

    //@sic R5-195340 sic@

    f_EUTRA38_ENDC_Preamble (eutra_Cell1, TEST_LOOPModeA_ON, MCG_SCG, RRC_CONNECTED); //@sic R5s-190554 sic@ ch 4.1

    f_EUTRA38_IntraLTE_HO_IntraPSCell_NR_PDCP (eutra_Cell1, NR_PDCP_MCG_SRB1_2,1);//@sic R5s-190554 sic@ ch 4.9

    // @sic R5s190918 sic@

    f_EUTRA_TestBody_Set(true);

    //@sic R5s201545 sic@

    //@sic R5-206328 sic@

    //@siclog "Step 1a1-1a2" siclog@

    f_EUTRA_CheckUECapability (eutra_Cell1, cs_TimingInfo_Now);//@sic R5s190554 sic@ ch 4.25

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 1a2");

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger); //@sic R5s200514 sic@

    f_EUTRA_NR_WaitForCoOrd_Trigger(NR);

    //@siclog "Step 3" siclog@

    //SS transmits PDCP PDU on MCG DRB ciphered.

    //@siclog "Step 4" siclog@

    //Check: Does the UE transmit looped back PDCP PDU ciphered on MCG DRB?

    f_EUTRA_CheckDataPath(eutra_Cell1, NR_PDCP, defaultBearer, "Step 4", tsc_RbId_DRB8,-, false); //@sic R5s190554 sic@ ch 4.28
    f_EUTRA_TestBody_Set(false);

    f_EUTRA_OpenUE_TestLoopMode_Deactivate_TestMode (eutra_Cell1);

    f_EUTRA38_ENDC_Postamble(eutra_Cell1, E2_CONNECTED); // @sic R5-204475 sic@

    // If finishing in E2_CONNECTED, need to wait until connection released before taking down the NR cell!

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger("Postamble"));

  }

